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The Honorable Mike Johnson   The Honorable Hakeem Jeffries 
Speaker       Democratic Leader 
United States House of Representatives            United States House of Representatives 
Washington, DC 20515              Washington, DC 20515 
 

Letter to Speaker Johnson and Democratic 
Leader Jeffries 
Dear Speaker Johnson and Leader Jeffries: 
 
We, the Co-Chairs of the Bipartisan Artificial Intelligence Task Force, submit to you our 
key findings in this report. 
 
Although artificial intelligence (AI) is not a new concept, breathtaking technological 
advancements in the last few years have made AI the focus of numerous policy 
discussions. AI has tremendous potential to transform society and our economy for the 
better and address complex national challenges. From optimizing manufacturing to 
developing cures for grave illnesses, AI can greatly boost productivity, enabling us to 
achieve our objectives more quickly and cost-effectively. Nevertheless, we also 
recognize that AI can be misused and lead to various types of harm.  
 
This report highlights America's leadership in its approach to responsible AI innovation 
while considering guardrails that may be appropriate to safeguard the nation against 
current and emerging threats. You charged twenty-four members, twelve Republicans 
and twelve Democrats, with developing a U.S. vision for AI adoption, innovation, and 
governance. The AI Task Force gathered information on salient AI issues from domain 
experts in industry, government, civil society, and academia to provide 66 key findings 
85 recommendations. In summary, this report encapsulates a targeted approach that 
balances the need to promote vibrant AI innovation while safeguarding Americans from 
potential harms as we enter an era of widespread adoption of AI. 
 
We thank you for establishing the AI Task Force and are eager for this report to inform 
future congressional policymaking.  

 

Sincerely, 

 

 

 

Jay Obernolte 
CHAIRMAN 

 Ted W. Lieu 
CO-CHAIRMAN 
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About the Bipartisan House AI Task Force in 
the 118th Congress 
The bipartisan AI Task Force was created by Speaker Johnson and Democratic Leader 

Jeffries on February 20, 2024. The AI Task Force is led by co-chairs Jay Obernolte (R-

CA) and Ted Lieu (D-CA) and comprises twenty-four members, twelve Republicans and 

twelve Democrats. The AI Task Force members are drawn from twenty committees to 

ensure comprehensive jurisdictional responsibilities over the numerous AI issues that 

we addressed and to benefit from a range of different insights and perspectives.  

A full list of Task Force members and the committees they represent is included in 

Appendix I.  

Throughout 2024, the AI Task Force convened to investigate dozens of issues at the 

heart of how AI intersects with numerous policy areas. The AI Task Force held multiple 

hearings and numerous roundtables and engaged with over one hundred experts, 

including business leaders, government officials, technical experts, academics, legal 

scholars, and other domain specialists. These experts generously offered their insights, 

suggestions, and comments spanning a range of viewpoints.  

This approach allowed each issue to be comprehensively explored from various 

perspectives. A multifaceted approach to policy analysis will better prepare the decision-

makers who address the complex AI challenges that confront our nation and will 

continue to affect public policy. 

A full list of experts and a list of the events the Task Force convened is included in 

Appendix II.  
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Leading AI Progress: Policy Insights and a 
U.S. Vision for AI Adoption, Responsible 
Innovation, and Governance 
The United States is the global leader in Artificial Intelligence, a transformative 

technology that also comes with risks that must be addressed responsibly. To ensure 

the economic and national security benefits accrue in the United States and the 

technology is developed and deployed responsibly here and across the world, the 

United States must take active steps to safeguard our current leadership position. 

Developed and deployed responsibly, AI has the potential to help improve Americansô 

quality of life, health, jobs, security, and economic prosperity for decades to come.  

The United States leads the world in AI research, the number of AI companies, private 

sector AI investment, and industry adoption of AI. This overwhelming national 

advantage derives from two of our longstanding strengths: we have cultivated a thriving 

innovation ecosystem and a flexible sectoral regulatory framework. If maintained, these 

strengths will help our country remain the worldôs undisputed leader in the responsible 

design, development, and deployment of AI. 

The collective experiences and insights of the bipartisan House AI Task Force are 

encapsulated in this report. During the second session of the 118th Congress, the Task 

Force engaged with over one hundred experts on dozens of salient AI issues. We 

consulted with business leaders, government officials, technical experts, academics, 

and legal scholars, all of whom offered their insights, suggestions, and comments on 

the varied and complex AI challenges confronting our nation. 

This report articulates guiding principles, 66 key findings, and 89 recommendations, 

organized into 15 chapters. It is intended to serve as a blueprint for future actions that 

Congress can take to address advances in AI technologies. The Task Force members 

feel strongly that Congress must develop and maintain a thoughtful long-term vision for 

AI in our society. This vision should serve as a guide to the many priorities, legislative 

initiatives, and national strategies we undertake in the years ahead.  

In considering new policies, Congress should adopt an agile approach that allows us to 

respond appropriately and in a targeted, achievable manner that benefits from all 

available evidence and insights. Supporting this agile paradigm requires continual 

learning and adaptation. Congress should regularly evaluate the effectiveness of its 

policies and update them as AI technologies and their impacts evolve. If we follow this 

approach and take strategic action while encouraging innovation, we can lead in AI 

development and drive a global vision for AI public policy. 

This report is certainly not the final word on AI issues for Congress. Instead, it should be 

viewed as a tool for identifying and evaluating AI policy proposals. Given the breadth of 

AI policy opportunities and challenges, the report also includes a list of areas for future 

exploration.  
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Philosophy and Principles 
In addition to evaluating specific AI issues, the Task Force adopted several high-level 

principles to frame this policy analysis. These principles represent high-level policy 

considerations that transcend specific AI issues and can help guide future congressional 

efforts. The principles we established are: 

¶    Identify AI Issue Novelty 

¶    Promote AI Innovation 

¶    Protect Against AI Risks and Harms 

¶    Empower Government with AI 

¶    Affirm the use of a Sectoral Regulatory Structure  

¶    Take an Incremental Approach 

¶    Keep Humans at the Center of AI Policy 

Principle: Identify AI Issue Novelty 

Policymakers can avoid duplicative mandates if they consider whether issues raised by 

AI are truly novel and without precedent or if existing laws and regulations already 

address the underlying concern. For each AI issue investigated, the novelty of the issue 

should be identified to understand whether the issue is: 

¶   Truly new for AI due to capabilities that did not previously exist. When an AI 

issue has emerged recently due to the nature of available AI technology, this 

suggests that we need to more thoroughly consider how well existing regulatory 

regimes address that issue. 

¶   An existing issue thatôs nature has been changed significantly by AI. If AI is 

exacerbating an existing issue, this suggests that the issue merits consideration 

but is in concert with the existing policy paradigm. Existing approaches to the issue 

might be appropriate, but new approaches may also be. Existing regimes may also 

not be designed to address evolving technologies. Congress should strive to 

modernize laws and regulations to ensure they are sufficiently technology-neutral in 

application and enforcement. 

¶   An existing issue that has not been significantly changed by contemporary AI 

capabilities. If AI is just one of many ways of accomplishing an old purpose with 

substantially the same effect, then this suggests that existing laws, regulations, and 

regulatory bodies are perhaps best positioned to assess and address that issue. 
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Principle: Promote AI Innovation  

As the global leader in AI development and deployment, the United States is best 

positioned to responsibly enable the potential of this transformative technology for all. 

To maintain this leadership and enable the U.S. economy to harness the full benefits of 

AI, policymakers should continue to promote AI innovation.  

Principle: Protect Against AI Risks and Harms  

We have an obligation to protect Americans from both accidental and malicious uses of 

AI. Meaningful AI governance will require a combination of technical and policy solutions 

that seek to understand, identify, and mitigate the potential risks and harms from the 

development and deployment of AI systems. A thoughtful, risk-based approach to AI 

governance can promote innovation rather than stifle it.   

Moreover, for every problem that AI creates, AI can be a candidate for helping to 

remediate or solve that problem. While technological solutions are not always possible, 

their use in AI policy should be borne in mind as policy is developed. This is especially 

important as AI technology continues to evolve rapidly, potentially presenting new 

issues more frequently than in past technological revolutions. 

Principle: Government Leadership in Responsible Use 

Trust is a necessary component for the widespread adoption of AI by the public and 

private sectors in the United States. The federal government should foster that trust by 

adopting responsible principles and policies that capture the benefits of AI while 

addressing its risks and leading by example. Powering government services with AI is 

also necessary, given their prominent role in our economy. We must ensure that 

Congress, federal agencies, courts, and other government entities utilize AI to improve 

their services, speed, efficiency, and quality 

Principle: Support Sector-Specific Policies 

For an agile and focused approach to AI policy, sector-specific regulators within federal 

agencies and other parts of government should use their existing authority to respond to 

AI use within their individual domains of expertise and the context of the AIôs use. This 

would enable more informed and efficient engagement between federal agencies and 

entities utilizing AI. Agency expertise should remain focused on where it can be most 

effective. 

Sector-specific regulators would also benefit from drawing upon a federal repository of 

AI resources. Examples of these resources include AI expertise, AI-ready data, 

computing hardware, technical resources, and evaluations that allow AI risks to be 

assessed safely. Additionally, coordination among federal agencies through interagency 

structures could improve access to such resources. Improved access and coordination 

could empower agencies with AI skills and allow them to share lessons learned while 

ensuring they continue to specialize in what they do best. 
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Principle: Take an Incremental Approach 

AI is a rapidly evolving technology. It is unreasonable to expect Congress to enact 

legislation this year that could serve as its last word on AI policy. To use AI technology 

properly requires a carefully designed, durable policy framework. In this report, we 

propose a number of recommendations to begin to build this framework with the 

understanding that as AI capabilities continue to advance, we must remain humble and 

acknowledge we do not know what we do not know. Policy will likely need to adapt and 

evolve in tandem with advances in AI. Congress must remain vigilant and flexible in how 

it addresses AI in the years to come. 

Principle: Keep Humans at the Center of AI Policy 

AI systems reflect the principles of the people who design them and require human 

input to train them. The United States will also need to attract, train, and retain the talent 

to remain competitive in this technology. Further, the automation that AI brings will have 

some labor market effects. As policymakers consider laws and regulations focused on 

AI development and governance, they should focus on human impact and human 

freedom. 
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Bipartisan House Task Force on Artificial 
Intelligence: Overview of Recommendations 

Government Use 
Federal agencies have already begun leveraging AI to empower existing agency 

missions and streamline programs. While use cases vary in application and maturity, the 

benefits of responsible government use of AI are potentially transformative. However, 

irresponsible or improper use fosters risks to individual privacy, security, and the fair and 

equal treatment of all citizens by their government. 

Key Findings 

¶ The federal government should utilize core principles and avoid conflicting with 

existing laws.   

¶ The federal government should be wary of algorithm-informed decision-making.  

¶ The federal government should provide notification of AIôs role in governmental 

functions.  

¶ Agencies should pay attention to the foundations of AI systems. 

¶ Roles and associated AI knowledge and skills are unclear and highly varied across 

the federal workforce. 

¶ Skills-based hiring is critical for filling the demand for AI talent in the federal 

workforce. 

Recommendations 

¶    Take an information and systems-level approach to the use of AI in the federal 

government.  

¶    Support flexible governance.  

¶    Reduce administrative burden and bureaucracy using AI.  

¶    Require that agencies provide notification of AIôs role in governmental functions. 

¶    Facilitate and adopt AI standards for federal government use.  

¶    Support NIST in developing guidelines for federal AI systems.  

¶    Improve cybersecurity of federal systems, including federal AI systems.  

¶    Encourage data governance strategies that support AI development.  

¶    Congress and the government must understand the federal governmentôs AI 

workforce needs. 

¶    Support different pathways into federal service for AI talent.  
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Federal Preemption of State Law 
Preemption of state AI laws by federal legislation is a tool that Congress could use to 

accomplish various objectives. However, federal preemption presents complex legal 

and policy issues that should be considered.  

Key Findings 

¶    Federal preemption of state law on AI issues is complex. 

¶    Federal preemption has benefits and drawbacks.  

¶    Preemption can allow state action subject to floors or ceilings. 

¶    Preemption can be multifaceted. 

¶    Definitions must be fit for purpose. 

Recommendations  

¶    Study applicable AI regulations across sectors. 
 

Data Privacy  
As AI systems amass and analyze vast amounts of data, there are increasing risks of 

private information being accessed without authorization. Thoughtful and effective data 

privacy policies and protections will support consumer confidence in the responsible 

development and deployment of AI systems.  

Key Findings 

¶    AI has the potential to exacerbate privacy harms. 

¶    Americans have limited recourse for many privacy harms. 

¶    Federal privacy laws could potentially augment state laws. 

Recommendations 

¶    Explore mechanisms to promote access to data in privacy-enhanced ways. 

¶    Ensure privacy laws are generally applicable and technology-neutral. 

 

National Security 
Like any major dual-use technology, AI has the potential to both bolster and undermine 

national security. This underscores its significance in U.S. defense strategy. Currently, 

the U.S. national security ecosystem is both using and developing AI, but a significant 

proportion of research and development related to AI is occurring outside of government 

activities.  
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Key Findings 

¶    AI is a critical component of national security.  

¶    U.S. adversaries are adopting and militarizing AI. 

¶    National security requires advanced cloud access and AI. 

¶    National security requires AI for contested environments. 

¶    AI can vastly improve DOD business processes. 

Recommendations 

¶    Focus congressional oversight on AI activities for national security. 

¶    Support expanded AI training at DOD. 

¶    Continue oversight of autonomous weapons policies.  

¶    Support international cooperation on AI used in military contexts. 
 

Research, Development, & Standards 
The U.S. remains the leader in fundamental research and standards and consistently 

produces cutting-edge AI applications before other nations. To maintain U.S. leadership 

in global AI innovation and governance, Congress will need to continue federal R&D 

efforts, supporting AI evaluations, and bolstering U.S. standardization efforts for AI. 

Key Findings 

¶    Federal investments in fundamental research have enabled the current AI 

opportunity. 

¶    Continued AI research and evaluation will promote AI advancement. 

¶    Progress in AI R&D is closely linked to access to AI resources. 

¶    A closed AI research ecosystem could limit U.S. competitiveness in AI.  

¶    University AI R&D is necessary but must be paired with vibrant technology transfer 

activities.  

¶    Advancing the science around AI evaluation will help advance adoption.  

¶    The U.S. is a global leader in standard setting but faces competitors.  

Recommendations 

¶    Continually monitor and evaluate the impact of AI on different industries and the 

nation. 

¶    Support fundamental R&D for continued leadership in AI innovation. 

¶    Increase technology transfer from university R&D to market. 
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¶    Promote public-private partnerships for AI R&D. 

¶    Promote research and standardization surrounding the evaluation and testing of 

AI. 

¶    Promote the development of infrastructure and data to enable AI research. 

¶    Continue engagement in international standards development.  

¶    Uphold the U.S. approach to setting standards.  

¶    Align national AI strategy with broader U.S. technology strategy. 

¶    Explore how to accelerate scientific discovery across disciplines with AI.  

¶    Support AI R&D by small businesses. 

¶    Encourage international collaboration with like-minded allies and partners on R&D.  

 

Civil Rights & Civil Liberties 
Adverse effects from flawed or misused technologies are not new developments but are 

consequential considerations in designing and using AI systems. AI models, and 

software systems more generally, can produce misleading or inaccurate outputs. Acting 

or making decisions based on flawed outputs can deprive Americans of constitutional 

rights. 

Key Findings 

¶    Improper use of AI can violate laws and deprive Americans of our most important 

rights. 

¶    Understanding the possible flaws and shortcomings of AI models can mitigate 

potentially harmful uses of AI. 

Recommendations 

¶    Have humans in the loop to actively identify and remedy potential flaws when AI is 

used in highly consequential decision-making.  

¶    Agencies must understand and protect against using AI in discriminatory decision-

making. 

¶    Empower sectoral regulators with the tools and expertise to address AI-related 

risks in their domains. 

¶    Explore transparency for users affected by decisions made using AI. 

¶    Support standards and technical evaluations to mitigate flawed decision-making 

involving AI systems. 
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Education & Workforce 
Despite federal and state efforts, the U.S. has a significant gap in the appropriate talent 

needed to research, develop, and deploy AI applicationsðand this gap is growing. 

Educating and training American learners in AI topics will be critical to continued U.S. 

leadership in AI technology and for Americaôs economic and national security. 

Key Findings  

¶    AI is increasingly used in the workplace by both employers and employees. 

¶    Fostering domestic AI talent and continued U.S. leadership will require significant 

improvements in basic STEM education and training. 

¶    U.S. AI leadership would be strengthened by utilizing a more skilled technical 

workforce. 

¶    AI adoption in America requires AI literacy. 

¶    Kï12 educators need resources to promote AI literacy. 

Recommendations 

¶    Invest in Kï12 STEM and AI Education and Broaden Participation. 

¶    Bolster U.S. AI skills by providing needed AI resources. 

¶    Develop a full understanding of the AI workforce in the United States. 

¶    Facilitate public-private partnerships to bolster the AI workforce. 

¶    Develop regional expertise when supporting government-university-industry 

partnerships. 

¶    Broaden pathways to the AI workforce for all Americans. 

¶    Support the standardization of work roles, job categories, tasks, skill sets, and 

competencies for AI-related jobs. 

¶    Evaluate existing workforce development programs. 

¶    Promote AI literacy across the U.S. 

¶    Empower U.S. educators with AI training and resources. 

¶    Support NSF curricula development. 

¶    Monitor the interaction of labor laws and worker protections with AI adoption. 
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Intellectual Property 
Advances in generative AI technology have introduced new issues for intellectual 

property (IP) laws, raising questions about how the ownership, creation, and protection 

of art, writings, brands, songs, inventions, and other creations should be treated. 

Key Findings 

¶    It is unclear whether legislative action is necessary in some cases, and a number 

of IP issues are currently in the courts.  

¶    Generative AI poses a unique challenge to the creative community.  

¶    It is often difficult for creators to know if their copyrighted works are being used by 

AI developers.   

¶    The global IP policy landscape presents challenges and opportunities to both 

developers and creators.  

¶    While some use cases are legitimate and protected forms of expression, the 

proliferation of deepfakes and harmful digital replicas is a significant and ongoing 

challenge.   

Recommendations 

¶    Clarify IP laws, regulations, and agency activity. 

¶    Appropriately counter the growing harm of AI-created deepfakes. 

 

Content Authenticity  
Generative AI systems include AI that can generate text, image, video, and audio/voice 

content. These systems are trained on a large set of existing written, visual, or audio 

data. The systems identify statistical patterns in this training data and then create novel 

content that matches these patterns. As generative AI systems continue to be trained 

with greater amounts of data and more powerful computing resources, they can 

produce outputs with increasing quality and realism. 

Key Findings 

¶    Synthetic content has many beneficial uses, but if used improperly it can create 

harms and undermine confidence in information integrity.  

¶    There is currently no single, optimal technical solution to content authentication. 

¶    Technical literacy would help with the content authenticity challenges but would not 

be sufficient. 

¶    Digital identity technology allows a person online to verify who they are and 

reduces fraud. 
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Recommendations 

¶    Support a risk-based, multipronged approach to content authenticity. 

¶    Support technical solutions to content authenticity. 

¶    Address demonstrable harms, not speculative harms of synthetic content. 

¶    Identify the responsibilities of AI developers, content producers, and content 

distributors when it comes to synthetic content.  

¶    Examine existing laws related to harmful synthetic content.  

¶    Ensure victims have the necessary tools.  

 

Open & Closed Systems 
Despite often being characterized as either open or closed, there is in fact a continuum 

of different forms of AI model availability and transparency. Open models offer many 

benefits, including customization, transparency, and accessibility. However, there is an 

increased risk that malicious actors could use open models to cause harm, including 

perpetrating financial fraud, threatening national security, or large-scale identity theft. 

Key Findings 

¶    Open AI models encourage innovation and competition.  

¶    There is currently limited evidence that open models should be restricted. 

Recommendations 

¶    Encourage innovation and competition in the development of AI models.  

¶    Focus on demonstrable harms and physical threats.  

¶    Evaluate chemical, biological, radiological, or nuclear (CBRN) threats in light of AI 

capabilities.  

¶    Continue to monitor the risks from open-source models.  

 

Energy Usage & Data Centers 
Significant amounts of power are needed to create and use the most advanced AI 

models, and the data centers supporting AI have increased electricity demand. This 

creates challenges for electrical grid reliability and affordable electricity, which must be 

addressed for U.S. economic and national security. AI can also be a valuable tool for 

developing American energy supplies.  
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Key Findings 

¶    AI is critical to U.S. economic interests and national security and maintaining a 

sufficiently robust power grid is a necessity. 

¶    The growing demands of AI are creating challenges for the grid.  

¶    Continued U.S. innovation in AI requires innovations in the energy sector. 

¶    Planning properly now for new power generation and transmission is critical for AI   

innovation and adoption. 

¶    AI tools will play a role in innovation and modernization in the energy sector. 

Recommendations 

¶    Support and increase federal investments in scientific research that enables 

innovations in AI hardware, algorithmic efficiency, energy technology development, 

and energy infrastructure. 

¶    Strengthen efforts to track and project AI data center power usage. 

¶    Create new standards, metrics, and a taxonomy of definitions for communicating 

relevant energy use and efficiency metrics.  

¶    Ensure that AI and the energy grid are a part of broader discussions about grid 

modernization and security. 

¶    Ensure that the costs of new infrastructure are borne primarily by those customers 

who receive the associated benefits. 

¶    Promote broader adoption of AI to enhance energy infrastructure, energy 

production, and energy efficiency. 

 

Small Business 
Small businesses play a crucial role in maintaining the United States' lead in the AI race 

against other world powers. Unfortunately, small businesses often lack the 

understanding or resources that would allow them to meaningfully adopt this critical 

technology.  

Key Findings 

¶    Small businesses can lack a full understanding of how best to adopt AI. 

¶    Small businesses can lack sufficient access to capital and AI resources.  

¶    Small businesses face excessive challenges in meeting AI regulatory compliance. 
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Recommendations 

¶    Support small business AI literacy. 

¶    Provide resources for small business AI adoption. 

¶    Investigate the resource challenges of small businesses adopting AI. 

¶    Investigate the resource challenges of small AI businesses. 

¶    Ease compliance burdens for small businesses.  

 

Agriculture 
AI has emerged as a powerful tool capable of revolutionizing agriculture. AI 

advancements have the potential to increase food availability, lower food prices, and 

bolster economic growth.  

Key Findings 

¶    AI-driven precision agriculture could enhance farm productivity and natural 

resource management. 

¶    Increased AI integration could enable mechanization and automation technologies 

and enhance efficiency within the specialty crop industry.  

¶    Lack of reliable network connectivity in rural and farming communities impedes AI 

adoption in the agricultural sector. 

¶    AI is already a powerful tool in addressing and combating the wildfire and forest 

health crises.  

¶    Greater adoption of AI at USDA could enhance delivery of numerous agriculture 

programs and reduce costs for farmers and others. 

¶    The CFTCôs principles-based approach allows for flexibility in addressing new 

technologies. 

Recommendations 

¶    Assess existing programs to identify opportunities for advancing AI in precision 

agriculture. 

¶    Pursue further AI research and development to enhance efficiency in specialty 

crops. 

¶    Continue to explore how research and innovation in AI technology could aid land 

managers in improving forest health through better planning and strategies. 

¶    Direct USDA to better utilize AI in program delivery. 

¶    Continue to review the application of the CFTCôs principles-based framework to 

ensure it captures unique risks posed by AI in financial markets. 
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Healthcare 
AI technologies have the potential to improve multiple aspects of healthcare research, 

diagnosis, and care delivery. AI can quickly analyze large data sets, improve diagnostic 

accuracy, streamline operations and automate routine tasks, all of which have the 

potential to improve efficiency and efficacy in treatment and reduce burdens on 

healthcare practitioners, freeing up more time for patient care. 

Key Findings 

¶    AI's use in healthcare can potentially reduce administrative burdens and speed up 

drug development and clinical diagnosis.  

¶    The lack of ubiquitous, uniform standards for medical data and algorithms impedes 

system interoperability and data sharing. 

Recommendations 

¶    Encourage the practices needed to ensure AI in healthcare is safe, transparent, 

and effective. 

¶    Maintain robust support for healthcare research related to AI. 

¶    Create incentives and guidance to encourage risk management of AI technologies  

in healthcare across various deployment conditions to support AI adoption and 

improve privacy, enhance security, and prevent disparate health outcomes. 

¶    Support the development of standards for liability related to AI issues. 

¶    Support appropriate payment mechanisms without stifling innovation.  

 

Financial Services 
The financial services sector has employed AI technologies for decades. The ideal 

environment for continued growth would allow AI innovation to thrive while protecting 

consumers and maintaining market integrity. By focusing on fostering innovation, 

enhancing customer experiences, and ensuring financial inclusion, AI can significantly 

improve the financial sector's efficiency and accessibility. 

Key Findings 

¶    AI presents an opportunity to transform the financial services sector. 

¶    Data quality and data security are paramount in financial service AI models.  

¶    AI can expand access to financial products and services. 

¶    AI technologies are already deployed across the financial services sector. 

¶    Some regulators use AI to identify non-compliance with regulations. 

¶    Small financial services firms can be at a disadvantage in AI adoption. 
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Recommendations 

¶    Foster an environment where financial services firms can responsibly adopt the 

benefits of AI technology. 

¶    Encourage and resource regulators to increase their expertise with AI. 

¶    Maintain consumer and investor protections in the use of AI in the financial 

services and housing sectors. 

¶    Consider the merits of regulatory ñsandboxesò that could allow regulators to 

experiment with AI applications. 

¶    Support a principles-based regulatory approach that can accommodate rapid 

technological changes.  

¶    Ensure that regulations do not impede small firms from adopting AI tools. 

 

 



 

  1 

Background 
Federal agencies have already begun leveraging artificial intelligence (AI) in various use 

cases to empower existing agency missions and streamline programs.1  A February 

2020 report from Stanford University found that ñnearly half of the federal agencies 

studied have experimented with AI and related machine learning tools.ò2 As part of 

Executive Order 13960, signed in 2020, the Trump Administration directed federal 

agencies to create an inventory of AI use cases.3  

There are several prominent examples from the Department of State, Department of 

Justice, and Centers for Disease Control and Prevention.4 Since 2020, the federal 

government has continued to add more AI use cases. A December 2023 report from the 

U.S. Government Accountability Office (GAO) found that 20 of the 23 surveyed 

agencies use AI and collectively reported approximately 200 instances of AI use.5 AI.gov 

also publicizes AI use cases across the federal government, including a portal for 

professionals and students to join the national AI talent surge.6  

 

 
1 The White House. ñAI Use Cases.ò AI.gov, https://ai.gov/ai-use-cases/.  
2 David Freeman, et al. ñGovernment by Algorithm: Artificial Intelligence in Federal Administrative Agencies.ò Stanford 
Law, February 2020, https://law.stanford.edu/wp-content/uploads/2020/02/ACUS-AI-Report.pdf.   
3 Promoting the Use of Trustworthy Artificial Intelligence in the Federal Government. Federal Register, vol. 85, no. 
236, December 2020, https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-
trustworthy-artificial-intelligence-in-the-federal-government.  
4 Lewis Kamb, ñSome U.S. government agencies are testing out AI to help fulfill public records requests,ò NBC NEWS, 
1 Aug. 2023. https://www.nbcnews.com/news/us-news/federal-agencies-testing-ai-foia-concerns-rcna97313.  
5 U.S. GAO, ñArtificial Intelligence: Agencies Have Begun Implementation but Need to Complete Key Requirements,ò 
Government Accountability Office, Dec 2023, https://www.gao.gov/products/gao-24-105980.  
6 Supra 1. 

https://ai.gov/ai-use-cases/
https://law.stanford.edu/wp-content/uploads/2020/02/ACUS-AI-Report.pdf
https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government
https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government
https://www.nbcnews.com/news/us-news/federal-agencies-testing-ai-foia-concerns-rcna97313
https://www.gao.gov/products/gao-24-105980
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While use cases vary in application and maturity, the benefits of responsible 

government use of AI are potentially transformative. However, irresponsible or improper 

use fosters risks to individual privacy, security, and the fair and equal treatment of all 

citizens by their government.  

Responsible Government Use of Artificial Intelligence  

There is no single source of comprehensive guidance on what responsible government 

use of AI entails. However, multiple government entities have holistically identified and 

defined guiding principles for responsible and trustworthy AI, which guide the design, 

use, and deployment of automated systems. This evolving list of AI guiding principles for 

government use includes but is not limited to: 7,8 

¶    Accuracy 

¶    Reliability 

¶    Robustness 

¶    Safety and effectiveness  

¶    Security 

¶    Privacy 

¶    Transparency 

¶    Explainability and interpretability 

¶    Notice and explanation  

¶    Human alternatives, considerations, and fallback  

¶    Equity 

¶    Mitigation of harmful bias  

 

While consensus around AI governance principles would provide a useful starting point 

to meaningfully address responsible AI usage, agencies still face significant challenges 

in curating the approaches needed to fulfill them. Operationalizing principles across the 

AI lifecycle is a challenging and complex task.9  

 

 
7 AI Bill of Rights. The White House, https://www.whitehouse.gov/ostp/ai-bill-of-rights/.  
8 IT Modernization Centers of Excellence. ñAI Guide for Government: A living and evolving guide to the application of 
artificial intelligence for the U.S. Federal Government. U.S. General Services Administration, 
https://coe.gsa.gov/coe/ai-guide-for-government/evolving-principles-and-guidelines/index.html.  
9 Qinghua Lu, Liming Zhu, Xiwei Xu, Jon Whittle, Didar Zowghi, and Aurelie Jacquet. Responsible AI Pattern 
Catalogue: A Collection of Best Practices for AI Governance and Engineering. ACM Comput. Surv. 56, 7, Article 173. 
July 2024, 35 pages. https://doi.org/10.1145/3626234.  

https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://coe.gsa.gov/coe/ai-guide-for-government/evolving-principles-and-guidelines/index.html
https://doi.org/10.1145/3626234


Bipartisan House Task Force on Artificial Intelligence 
Government Use 

  3 

To address these challenges, ad-hoc guidance has been published over the years, such 

as the Government Accountability Officeôs Accountability Framework for Federal 

Agencies and the General Services Administrationôs (GSA) AI Guide for 

Government.10,11  

While such resources can support agencies in developing AI governance approaches, 

none offer a holistic approach to implementing guiding principles. The Biden 

Administration issued Executive Order 14110 on Safe, Secure, and Trustworthy 

Development and Use of Artificial Intelligence, which required the Office of Management 

and Budget (OMB) to establish an interagency council to coordinate and develop 

guidance on federal agency AI use, governance, and risk management.  

In response, OMB published M-24-10 on March 28, 2024, which ñestablishes new 

agency requirements and guidance for AI governance, innovation, and risk 

management, including through specific minimum risk management practices for uses 

of AI that impact the rights and safety of the public.ò12  

The memorandum requires agencies to update any existing internal AI guiding 

principles and guidelines to ensure consistency with the new guidance, to implement 

the Executive Orderôs minimum 

practices by December 1, 

2024 (with extensions 

possible), and to stop using 

any AI in their operations that 

is not compliant with  

the minimum practices  

by that date.  

As the federal government 

continues implementing 

various laws, executive 

orders, and guidance on 

federal AI use, such actions 

should be considered in the 

context of the existing policies 

governing federal information 

systems, data, cybersecurity, 

and procurement.  

 
10 U.S. GAO. ñArtificial Intelligence: An Accountability Framework for Federal Agencies and Other Entities.ò U.S. 
Government Accountability Office, June 2021, https://www.gao.gov/products/gao-21-519sp.  
11 Supra 8.  
12 NOTE: Excludes elements of the IC and DoD. Shalanda Young. ñAdvancing Governance, Innovation, and Risk 
Management for Agency Use of Artificial Intelligence.ò The White House, https://www.whitehouse.gov/wp-
content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-
Artificial-Intelligence.pdf.    

Source: GAO Report - Artificial Intelligence: Agencies Have Begun 
Implementation but Need to Complete Key Requirements. 

https://www.gao.gov/products/gao-21-519sp
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.gao.gov/products/gao-24-105980
https://www.gao.gov/products/gao-24-105980
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Furthermore, the federal government has tools and policies in place to support the 

procurement of more AI systems, and recent OMB guidance has set forth additional AI 

acquisition requirements.13  

To reduce any potential redundancy, ambiguity, or conflicting guidance, developing new 

policies involving AI use and procurement should start with an analysis and 

understanding of how existing policies and procedures can be applied. Legislatively 

harmonious solutions and holistic operational resources spanning the AI life cycle are 

needed to enable consistently managed government AI systems. 

The following section describes (non-exhaustive) information that might be documented 

to operationalize responsible AI principles and how that information might be shared to 

actualize transparency. 

Federal AI Governance and Transparency 

As agencies use AI today and identify use cases for the future, Congress should ensure 

necessary safeguards are in place to protect the publicôs privacy, security, civil rights, 

and civil liberties. The public should know that federal agencies have mature policies to 

leverage AI while safeguarding against the risks presented by algorithmic-based 

decision-making that inappropriately rely on AI systems without the necessary 

governance and transparency policies to ensure proper and effective use.  

Governance and transparency requirements around federal agency use of AI can 

provide important information about government AI systems and be used to inform 

internal government management, Congress, the public, and stakeholders impacted by 

AI-informed outputs.  

Transparent reporting requirements are one of many tools to inform future policymaking 

and provide the detailed, actionable, and timely information needed to ensure federal 

agencies consistently use AI responsibly and effectively.14 Views differ on the type and 

breadth of information that agencies should document and disclose, but they could 

include: 

¶ Data and Metadata: information about the data that was used to train, test, or 
fine-tune the model, including information about the dataôs sources or 
provenance, collection methods, sample size, procedures for cleaning the data, 
bias and skewness, inclusion of protected characteristics or proxy features, and 
ultimate integrity.  

 
13 Letter from The Alliance for Digital Innovation to David A. Myklegard, Deputy Federal Chief Information Officer, and 
Christine J. Harada, Senior Advisor on Federal Procurement Policy, Office of Management and Budget 29 April 2024, 
https://alliance4digitalinnovation.org/wp-content/uploads/2024/04/2024.04.29-ADI-Comments-on-Responsible-
Procurement-of-Artificial-Intelligence-in-Government-RFI-Final.pdf.  
14 Alex Engler, ñThe AI Regulatory Toolbox: How Governments Can Discover Algorithmic Harms,ò Brookings, 2023.  
https://www.brookings.edu/articles/the-ai-regulatory-toolbox-how-governments-can-discover-algorithmic-harms/.  

https://alliance4digitalinnovation.org/wp-content/uploads/2024/04/2024.04.29-ADI-Comments-on-Responsible-Procurement-of-Artificial-Intelligence-in-Government-RFI-Final.pdf
https://alliance4digitalinnovation.org/wp-content/uploads/2024/04/2024.04.29-ADI-Comments-on-Responsible-Procurement-of-Artificial-Intelligence-in-Government-RFI-Final.pdf
https://www.brookings.edu/articles/the-ai-regulatory-toolbox-how-governments-can-discover-algorithmic-harms/
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¶ Software: information about the software components and their origins.15 

¶ Model Development: information about the training, tuning, validation, and 
testing of the AI system, who requested its development, who developed the 
model, communities consulted in development, the development process, tools 
used in development, the modelôs intended uses and known limitations, and 
metrics pertaining to the modelôs efficiency, performance, bias, and energy 
usage.  

¶ Model Deployment: information about model deployment and monitoring, 
including metrics identified in model development, plans to provide notice and 
explanation of the use of AI models to members of the public impacted by the 
modelôs use, and any ongoing training, validation, and testing. 

¶ Model Use: information about how the model is used, including the 
organizational context and design of the entire system in which the model is 
deployed, specific use case applications of the model, the information that a 
deployed model utilizes, the types of determinations or decisions the model is 
intended to inform, meaningful explanations of the model and its outcomes given 
relevant stakeholders, the policies for how to handle outputs, the risks of harm 
identified, and risk mitigation plans including human oversight or intervention. 

It can be difficult for federal agencies to balance the desire for transparency against 

protections for privacy, security, proprietary information, and national security, and as a 

result, transparency does not always mean complete disclosure to the public.16 In such 

cases, transparency may rely on documentation regarding the data collection and 

testing methodology rather than access to the underlying test data.17  

Reporting and transparency policies should be designed to enable appropriate 

governance of different internal governmental functions, such as enabling oversight 

functions internal to the intelligence community, the controlled sharing of statistical 

information, or Congressôs oversight role over executive branch agencies. 

Federal Standards for AI Systems 

While the U.S. government primarily plays a supportive role in developing international 

standards related to information technology (IT), the federal government does set its 

own standards for government systems. These standards are usually based on or align 

with international consensus standards.  

 
15 National Telecommunications and Information Administration. ñSoftware Bill of Materialsò Department of 
Commerce, National Telecommunications and Information Administration, https://www.ntia.gov/page/software-bill-
materials. 
16 Olsen, Henrik Palmer, et al. ñThe Right to Transparency in Public Governance: Freedom of Information and the Use 
of Artificial Intelligence by Public Agencies.ò Digital Government: Research and Practice, vol. 5, no. 1, 12 March 2024, 
pp. 1ï15, https://doi.org/10.1145/3632753.   
17 Id.  

https://www.ntia.gov/page/software-bill-materials
https://www.ntia.gov/page/software-bill-materials
https://doi.org/10.1145/3632753
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In 1995, Congress signed the National Technology Transfer and Advancement Act 

(NTTAA)18 to guide federal agenciesô standard-setting activities. The NTTAA directs 

federal agencies to adopt voluntary consensus standards wherever possible to avoid 

duplication of efforts. It also makes federal agencies responsible for evaluating the 

efficacy of adopting standards through conformity assessment activities.  

In supporting or adopting standards, each agency must coordinate its activities with 

those of other appropriate agencies and the private sector. To provide agencies with 

guidance on implementing NTTAA, OMB maintains OMB Circular A-119 (ñFederal 

Participation in the Development and Use of Voluntary Consensus Standards and in 

Conformity Assessment Activitiesò). 

The National Institute of Standards and Technology (NIST) is responsible for 

promulgating the standards that broadly underpin federal computer systems, called the 

Federal Information Processing Standards (FIPS), in accordance with the E-

Government Act of 2002 (P.L. 107-347)19 and the Federal Information Security 

Modernization Act (P.L. 113-283).20  

In promulgating these standards, NIST must ensure the FIPS adheres to voluntary 

consensus standards wherever possible to avoid duplication of efforts in accordance 

with the NTTAA.  

OMB is the agency tasked with overseeing and coordinating federal information 

management, including IT management. Congress has directed OMB to develop and 

oversee agency IT policies and practices, including leading the government-wide 

implementation of standards promulgated by NIST and enforcing agency policies 

consistent with such standards.  

While OMB issues policies and guidance, NIST continues to support the implementation 

of such standards by providing technical support to other agencies as needed. The 

Cybersecurity and Infrastructure Security Agency also plays a major role in helping to 

facilitate the implementation of cybersecurity standards in government IT systems. 

Specific to AI, the AI in Government Act (P.L. 116-260)21 required OMB to issue 

government-wide guidance on agency use of AI and agency AI governance plans.  

 
18 Office of the Federal Register, National Archives and Records Administration. Public Law 107 - 347 - E-
Government Act of 2002. U.S. Government Printing Office, 16 Dec. 2002, https://www.govinfo.gov/app/details/PLAW-
107publ347.  
19 Id.  
20 Office of the Federal Register, National Archives and Records Administration. Public Law 113 - 283 - Federal 
Information Security Modernization Act of 2014. U.S. Government Publishing Office, 17 Dec. 2014, 
https://www.govinfo.gov/app/details/PLAW-113publ283.  
21 Office of the Federal Register, National Archives and Records Administration. Public Law 116 - 260 - Consolidated 
Appropriations Act, 2021. U.S. Government Publishing Office, 26 Dec. 2020, 
https://www.govinfo.gov/app/details/PLAW-116publ260.  

https://www.govinfo.gov/app/details/PLAW-107publ347
https://www.govinfo.gov/app/details/PLAW-107publ347
https://www.govinfo.gov/app/details/PLAW-113publ283
https://www.govinfo.gov/app/details/PLAW-116publ260
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Further, the Advancing American AI Act (P.L. 117ï263)22 required specified federal 

agencies to take steps to promote responsible AI acquisition and use while protecting 

privacy, civil rights, and civil liberties. For example, the Department of Homeland 

Security (DHS) must issue policies and procedures for DHS related to the acquisition 

and use of AI and considerations for risks and ramifications of AI-enabled systems. The 

Advancing American AI Act also directed OMB to require federal agencies to prepare, 

maintain, and make publicly available inventories of their current and planned AI use 

cases. 

In the National AI Initiative Act (P.L. 116-283),23 Congress directed NIST to support AI 

standards and develop a voluntary AI risk management framework by collaborating with 

stakeholders across the public and private sectors.  

In July 2021, NIST launched a request for information to develop a framework to better 

manage AI risks to individuals, organizations, and society. After substantial collaboration 

with public and private sector partners, NIST released its AI Risk Management 

Framework and accompanying materials on January 26, 2023, to help guide the safe 

and responsible development and use of AI.24 However, the first iteration of the 

framework only sets the theoretical baseline for identifying and mitigating AI risks by 

guiding readers in thinking critically about the context, measurement, and management 

of AI systems and so, is not a standards document.  

As discussed in the Research, Development, & Standards chapter, AI-related 

standards are significantly underdeveloped. This includes standards for federal 

systems. 

AI-Enabling Infrastructure  

Effective public sector AI system governance must be managed across the AI systemôs 

entire lifecycle. Maintaining sound policies over the federal IT and data that support AI 

systems will enable better governance over the AI ultimately used by agencies, 

especially policies that focus on maintaining high-quality data, ensuring data 

governance, and fostering technical capability within the public sector workforce.25  

 

 

 

 
22 Office of the Federal Register, National Archives and Records Administration. Public Law 117 - 263 - James M. 
Inhofe National Defense Authorization Act for Fiscal Year 2023. U.S. Government Publishing Office, 22 Dec. 2022, 
https://www.govinfo.gov/app/details/PLAW-117publ263.  
23 Office of the Federal Register, National Archives and Records Administration. Public Law 116 - 283 - William M. 
(Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021. U.S. Government Publishing Office, 31 
Dec. 2020, https://www.govinfo.gov/app/details/PLAW-116publ283.  
24 National Institute of Standards and Technology, AI Risk Management Framework, 2024, www.nist.gov/itl/ai-risk-
management-framework.  
25 D OôToole, K., C. Turbes, and A. Freeman, Data Policy in the Age of AI: A guide to using Data for Artificial 
Intelligence, Data Foundation, 28 Aug. 2024, https://datafoundation.org/news/ai/301/301-Data-Policy-in-the-Age-of-
AI-A-guide-to-using-Data-for-Artificial-Intelligence.  

https://www.govinfo.gov/app/details/PLAW-117publ263
https://www.govinfo.gov/app/details/PLAW-116publ283
http://www.nist.gov/itl/ai-risk-management-framework
http://www.nist.gov/itl/ai-risk-management-framework
https://datafoundation.org/news/ai/301/301-Data-Policy-in-the-Age-of-AI-A-guide-to-using-Data-for-Artificial-Intelligence
https://datafoundation.org/news/ai/301/301-Data-Policy-in-the-Age-of-AI-A-guide-to-using-Data-for-Artificial-Intelligence
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Several federal laws already provide the foundation for effective data governance 

policies, including the Foundations for Evidence-based Policymaking Act of 2018 (P.L. 

115 ï 435)26 and the Privacy Act of 1974 (P.L. 93-579)27 (discussed in more detail 

below). Enabling the responsible use of AI requires removing barriers to developing safe 

and effective AI systems. Agencies should take steps to remove barriers to responsible 

use of AI with the following considerations in mind.  

Modernization of Federal Information Systems  

Each year, the federal government spends over $100 billion on information technology 

and cybersecurity.28 Approximately 80% of this spending goes to operating existing 

legacy systems that are typically outdated and underpinned by archaic software and 

hardware components.29 These legacy systems create security and operational risks 

and are costly to maintain and remediate when incidents occur.30  

Addressing this problem and modernizing legacy IT will require significant resources. 

These projects can take several years, require substantial upfront financial investment, 

and depend on the technical expertise of engineers experienced in both legacy and 

contemporary technology.  

 

 

 

 

 

 

 

With appropriate oversight and accountability safeguards in place, the federal 

government may be able to use AI to take steps toward modernizing legacy federal IT, 

including by ñautomating the migration of legacy software to more flexible cloud-based 

applications or accelerating mainframe application modernization.ò31  

 
26 Office of the Federal Register, National Archives and Records Administration. Public Law 115 - 435 - Foundations 
for Evidence-Based Policymaking Act of 2018. U.S. Government Publishing Office, 13 Jan. 2019, 
https://www.govinfo.gov/app/details/PLAW-115publ435.  
27 Office of the Federal Register, National Archives and Records Administration. Public Law No. 93 - 579 - The 
Privacy Act of 1974, U.S. Government Publishing Office, 21 Dec. 1974, www.govinfo.gov/content/pkg/STATUTE-
88/pdf/STATUTE-88-Pg1896.pdf.  
28 U.S. Government Accountability Office., GAO-21-524T, ñAgencies Need to Develop and Implement Modernization 
Plans for Critical Legacy Systemsò, U.S. Government Accountability Office, 27 April 2021, 
https://www.gao.gov/products/gao-21-524t. 
29 Id. 
30 Id. 
31 Florian Breger and Cristina Caballe Fuguet, ñWhat can AI and generative AI do for governmentsò, IBM, 2024. 
https://www.ibm.com/blog/what-can-ai-and-generative-ai-do-for-governments/  

Source: GAO - Information Technology: Agencies Need to Develop and 
Implement Modernization Plans for Critical Legacy Systems 

https://www.govinfo.gov/app/details/PLAW-115publ435
http://www.govinfo.gov/content/pkg/STATUTE-88/pdf/STATUTE-88-Pg1896.pdf
http://www.govinfo.gov/content/pkg/STATUTE-88/pdf/STATUTE-88-Pg1896.pdf
https://www.gao.gov/products/gao-21-524t
https://www.ibm.com/blog/what-can-ai-and-generative-ai-do-for-governments/
https://www.gao.gov/products/gao-21-524t
https://www.gao.gov/products/gao-21-524t
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Further, AI may be used to improve data processing and extraction and to create 

documentation related to modernization efforts. For example, Google Cloud and 

Amazon Web Services have both released AI tools that can transform unstructured data 

from documents or tables into structured data. These AI tools allow organizations to use 

their unstructured data in new ways or automate their cumbersome manual processes 

for cleaning data.  

Legacy IT systems and unmanaged data in federal agencies are also significant barriers 

to more rapid adoption of and realization of the benefits of modern AI applications. 

Investments in AI system technology and reforms to accommodate AI adoption in the 

public sector need to consider corresponding IT resources and legacy IT modernization 

projects.  

In the Modernizing Government Technology Act of 2017,32 Congress created the 

Technology Modernization Fund, allowing agencies to apply for technology 

modernization funding assistance outside the annual appropriations process.  

In July 2024, the GSA, which administers the fund, announced it was partnering with 

OMB to ñharness AIôs potential and mitigate its risks in line withò Executive Order 14110 

by investing in innovative projects and modernizing outdated, legacy systems.33  

Improving Federal Cybersecurity   

As information communications technology systems become increasingly complex and 

interconnected, they collect and use greater amounts of data. This compels 

organizations to interact with a growing number of external systems and users, which 

adds to the challenges facing federal cybersecurity teams. Security teams must address 

an expanding attack surface, complex infrastructure, complicated permissions regimes, 

and growing data storage and access requirements.  

As sophisticated attackers seek to use AI offensively to exploit complex systems, 

security teams must use AI defensively to improve cybersecurity resiliency. The interest 

in using AI to improve cybersecurity is underscored by projections that the AI 

cybersecurity market will reach $60.6 billion by 2028.34  

 
32 Office of the Federal Register, National Archives and Records Administration. Public Law 115 - 91 - National 
Defense Authorization Act for Fiscal Year 2018. U.S. Government Publishing Office, 11 Dec. 2017, 
https://www.govinfo.gov/app/details/PLAW-115publ91  
33 Laurence Bafundo, ñHow TMF is Helping Agencies Harness Artificial Intelligence.ò, General Services 
Administration, 10 July 2024, https://www.gsa.gov/blog/2024/07/10/how-tmf-is-helping-agencies-harness-artificial-
intelligence.  
34 FN Media Group LLC. How Artificial Intelligence (AI) in Cybersecurity is Generating a Billion-Dollar Revenue 
Opportunity for Tech Industry. GlobeNewswire, 16 Sept. 2024 https://www.globenewswire.com/news-
release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-
Revenue-Opportunity-for-Tech-Industry.html.    

https://www.govinfo.gov/app/details/PLAW-115publ91
https://www.gsa.gov/blog/2024/07/10/how-tmf-is-helping-agencies-harness-artificial-intelligence
https://www.gsa.gov/blog/2024/07/10/how-tmf-is-helping-agencies-harness-artificial-intelligence
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
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AI already has a growing role in identifying, mitigating, and responding to threat actors 

and cybersecurity incidents.35 This is largely due to AIôs ability to rapidly process large 

datasets, detect subtle patterns, and adapt to new threats, resulting in ña powerful level 

of efficiency and continuous learning that complements human capabilitiesò and acts as 

a force multiplier.36  

Executive Order 14110 directed DHS to take several actions to improve security, 

resilience, and incident response to AI-related cybersecurity threats to critical 

infrastructure.37 It also directed an AI cybersecurity challenge to develop AI tools to find 

and fix vulnerabilities in critical software.38 

DHSôs Cybersecurity and Infrastructure Security Agency also released a Roadmap for 

Artificial Intelligence that is ñfocused at the nexus of AI, cyber defense, and critical 

infrastructure, sets forth an agency-wide plan to promote the beneficial uses of AI to 

enhance cybersecurity capabilities; ensure AI systems are protected from cyber-based 

threats; and deter the malicious use of AI capabilities to threaten the critical 

infrastructure Americans rely on.ò39  

While AI systems offer the prospect of enhanced cybersecurity defense and vulnerability 

detection, we do not yet know the efficacy of these tools. For example, fuzzing tools 

have long been used to find vulnerabilities in software,40 and AI systems have 

demonstrated the capacity to expand the coverage of these tools.41 As a result, some 

cybersecurity challenges may give significant benefit to asymmetric attacks against 

federal IT systems, while others may support better defense of these systems.42 More 

research and testing are necessary to better understand and mitigate these risks while 

facilitating AI-enabled defenses. 

 
35 Nikki Henderson, "Feds Weigh Generative AI Use in Cybersecurity, Data Analysis." GovCIO Media, 6 Aug. 2024, 
https://govciomedia.com/feds-weigh-generative-ai-use-in-cybersecurity-data-
analysis/#:~:text=Federal%20officials%20see%20generative%20AI,information%20for%20driving%20better%20decis
ions.  
36 Lucia Stanham, ñThe Role of Artificial Intelligence in Cybersecurity.ò CrowdStrike, 10 May 2024, 

https://www.crowdstrike.com/cybersecurity-101/artificial-intelligence/.  
37 The White House. Fact Sheet: President Biden Issues Executive Order on Safe, Secure, and Trustworthy Artificial 
Intelligence. The White House, 30 Oct. 2023, https://whitehouse.gov/briefing-room/statements-
releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-
intelligence/.  
38 Id.  
39 DHS Cybersecurity and Infrastructure Security Agency Releases Roadmap for Artificial Intelligence. U.S. 
Cybersecurity and Infrastructure Security Agency, 14 Nov. 2023, https://www.cisa.gov/news-events/news/dhs-
cybersecurity-and-infrastructure-security-agency-releases-roadmap-artificial-
intelligence#:~:text=%E2%80%9COur%20Roadmap%20for%20AI%2C%20focused%20at%20the%20nexus,the%20
critical%20infrastructure%20Americans%20rely%20on%20every%20day.%E2%80%9D.  
40 Takanen, A., Demott, J. D., and Miller, C. Fuzzing for Software Security. Artech House Publishers, 2018, 
https://us.artechhouse.com/Fuzzing-for-Software-Security-Testing-and-Quality-Assurance-Second-Edition-
P1930.aspx  
41 Dongge Liu, et al., AI-Powered Fuzzing: Breaking into Bug Hunting with Machine Learning. Google Security Blog, 
16 Aug. 2023, https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html.  
42 Adversarial Threat Landscape for Artificial-Intelligence Systems (ATLAS). MITRE Corporation, 
https://atlas.mitre.org/matrices/ATLAS.   
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https://govciomedia.com/feds-weigh-generative-ai-use-in-cybersecurity-data-analysis/#:~:text=Federal%20officials%20see%20generative%20AI,information%20for%20driving%20better%20decisions
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Securing Government AI Systems  

Like all software integrated into federal information systems, AI systems can pose 

various security risks, including vulnerabilities created by poor systems configuration, 

malicious data manipulation or poisoning, and increased risks of data breaches and 

leaks through large-scale automated attacks.  

Deploying an AI system can require detailed configuration to ensure it does not 

inadvertently introduce vulnerabilities into federal information systems.43 When 

deploying AI systems, federal agencies must properly define and secure the boundaries 

between sensitive federal information systems and AI systems. Further, federal 

agencies must continuously monitor and improve the configurations of the deployment 

environment to protect the host federal information system. Similarly, when an AI system 

is connected to a federal information system to support or augment human decision-

making, the data ingested by or output from the AI must be resistant to tampering. 

While many cybersecurity standards and processes can address cybersecurity 

vulnerabilities in any information technology system, including AI systems, some may 

need to be updated to address novel or changing threats to AI systems. NISTôs National 

Vulnerability Data (NVD) is a repository of standards-based vulnerability management 

data that removes known vulnerabilities from IT systems, including federal systems.44 

While this repository already processes and includes discovered software vulnerabilities 

resulting from AI systems, additional activities may be required to update definitions and 

standards for AI-related vulnerabilities. Because more advanced AI systems can be 

difficult to change once launched and certain types of attacks aimed at AI systems are 

hard to mitigate against, it may not always be wise to widely disclose discovered 

vulnerabilities, and sharing practices and norms may need to adapt over time.45   

Artificial Intelligence and Data Privacy 

Artificial intelligence systems have the potential to significantly innovate and improve 

social services, but these systems are also often fueled by data about individuals. 

Because these systems are often complex or a part of a complex ecosystem, 

individuals may not know the potential consequences of how their information is used 

when interacting with products and services or larger IT ecosystems.46  

 

 
43 Deploying AI Systems Securely: Best Practices for Deploying Secure and Resilient AI Systems. U.S. Department of 
Defense, April 2024, https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-
SECURELY.PDF.  
44 National Vulnerability Database (NVD). National Institute of Standards and Technology, 20 Sept. 2022 

https://nvd.nist.gov/.  
45 Matt Burgess. "Generative AIôs Biggest Security Flaw Is Not Easy to Fix." Wired, 2023, 

https://www.wired.com/story/generative-ai-prompt-injection-hacking/.  
46 NIST AI Risk Management Framework. National Institute of Standards and Technology, 16 Jan. 2020, 

https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf.  

https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
https://nvd.nist.gov/
https://www.wired.com/story/generative-ai-prompt-injection-hacking/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf
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The federal government led the way in promoting data privacy in government services 

through the Privacy Act of 1974,47 as amended. Ensuring data privacy protections while 

enabling innovation in government services will be critical to advancing AI-enabled 

innovation in federal services and beyond. As such, further updates to how the 

government protects data privacy may be needed. 

Some AI systems present larger data privacy challenges to adoption in the federal 

government than others. Government agencies, especially law enforcement, use and 

help develop a variety of technologies that enhance and expand surveillance 

capabilities that can directly impact peopleôs lives. When misused, these technologies 

can present significant privacy harms for individuals.  

For example, police wrongfully arrested a man in Michigan after a facial recognition 

search misidentified him.48 To protect against misuse, federal agencies will need to 

ensure their AI-enabled products have robust controls, including privacy-by-design, 

collection and use limitations, risk mitigation, and more.49 Allowing users of government 

services to understand and control how their data is used will also provide data privacy 

benefits. 

Facilitating access to federal government-controlled data, including sensitive data, 

through privacy-protective means could open significant data resources for AI 

development. There are several ongoing efforts to support open government data and 

controlled access to sensitive data.  

First, the federal government is implementing the Foundations for Evidence-based 

Policymaking Act of 2018,50 which created several federal activities to support access to 

non-sensitive federal data and govern controlled access to statistical data.51 As 

authorized in the CHIPS and Science Act (P.L. 117 ï 167),52 the National Science 

Foundation (NSF) also launched the National Secure Data Service pilot project in 2022, 

which will test a governmentwide effort to strengthen data linkage and data access 

infrastructure for statistical data.53  

 
47 Supra 27.  
48 New York Times. "A False Arrest in Detroit Spotlights the Risks of Facial Recognition Technology." The New York 
Times, June 2024, https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-
arrests.html#:~:text=Williams%20said.-,Mr.,she%20was%20eight%20months%20pregnant.  
49 Supra 37  
50 Supra 26. 
51 Id.; see also: "Actions - H.R.1770 - 115th Congress (2017-2018): OPEN Government Data Act." Congress.gov, 

Library of Congress, 29 March 2017, https://www.congress.gov/bill/115th-congress/house-bill/1770/all-actions.; see 

also: Confidential Information Protection and Statistical Efficiency Act (CIPSEA). CIO.gov, 

https://www.cio.gov/handbook/it-laws/cipsea/.  
52 Office of the Federal Register, National Archives and Records Administration. Public Law 117 - 167 - An act making 
appropriations for Legislative Branch for the fiscal year ending September 30, 2022, and for other purposes. U.S. 
Government Publishing Office, 8 Aug. 2022, https://www.govinfo.gov/app/details/PLAW-117publ167.  
53 National Secure Data Service Demonstration. National Center for Science and Engineering Statistics, National 

Science Foundation, https://ncses.nsf.gov/initiatives/national-secure-data-service-demo.  

https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html#:~:text=Williams%20said.-,Mr.,she%20was%20eight%20months%20pregnant
https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html#:~:text=Williams%20said.-,Mr.,she%20was%20eight%20months%20pregnant
https://www.congress.gov/bill/115th-congress/house-bill/1770/all-actions
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Finally, many agencies have launched several efforts related to research, development, 

and demonstration of privacy-enhancing technologies, which have the potential to 

provide access to sensitive data with minimal privacy risk.54  

Artificial Intelligence and the Federal Workforce  

The federal government is the nationôs largest employer and is likely to be the biggest 

user of AI systems. Agencies will require data scientists and other technical experts to 

develop, purchase, and maintain AI systems. Other employees will need to be upskilled 

to ensure that AI is used effectively within federal agencies.  

To address this challenge, in 2020, the Office of Personnel Management (OPM) was 

tasked by Congress under the AI in Government Act (P.L. 116-260) with determining the 

existing state of the federal governmentôs AI workforce and what its capacities need to 

be in the coming years.55  

Following this directive, in July 2023, OPM published general technical competencies to 

assist agencies in ñtargeting AI skills needed to fill positions to expand AI capabilities 

governmentwide.ò56  

Then, on November 1, 2023, OMB supplemented this work by clarifying the distinction 

between different skill sets required for different jobs in the AI workforce in a memo with 

draft guidance, noting: 

ñWhen identifying and filling workforce needs for AI, agencies should include both 

technical roles, such as data scientists and engineers, and non-technical roles, 

such as designers, behavioral scientists, contracting officials, managers, and 

attorneys, whose contribution and competence with AI are important for 

successful and responsible AI outcomes. Agencies should provide resources and 

training to develop such AI talent internally and should also increase AI training 

offerings for Federal employees, including opportunities that provide Federal 

employees pathways to AI occupations and that assist employees affected by the 

application of AI to their work.ò 57 

 

 

 
54 Supra 32.; see also: U.S. and U.K. Launch Innovation Prize Challenges in Privacy-Enhancing Technologies to 
Tackle Financial Crime and Public Health Emergencies. Office of Science and Technology Policy, The White House, 
20 July 2022, https://www.whitehouse.gov/ostp/news-updates/2022/07/20/u-s-and-u-k-launch-innovation-prize-
challenges-in-privacy-enhancing-technologies-to-tackle-financial-crime-and-public-health-emergencies/.  
55 Supra 21. 
56 AI in Government Act of 2020 ï Artificial Intelligence Competencies. Chief Human Capital Officers Council, 2023, 

https://chcoc.gov/content/ai-government-act-2020-%E2%80%93-artificial-intelligence-competencies.  
57 Draft Memorandum: Advancing Governance, Innovation, and Risk Management for Agency Use of Artificial 

Intelligence. Office of Management and Budget, Nov. 2023, https://www.whitehouse.gov/wp-

content/uploads/2023/11/AI-in-Government-Memo-draft-for-public-review.pdf.  

https://www.whitehouse.gov/ostp/news-updates/2022/07/20/u-s-and-u-k-launch-innovation-prize-challenges-in-privacy-enhancing-technologies-to-tackle-financial-crime-and-public-health-emergencies/
https://www.whitehouse.gov/ostp/news-updates/2022/07/20/u-s-and-u-k-launch-innovation-prize-challenges-in-privacy-enhancing-technologies-to-tackle-financial-crime-and-public-health-emergencies/
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https://www.whitehouse.gov/wp-content/uploads/2023/11/AI-in-Government-Memo-draft-for-public-review.pdf


Bipartisan House Task Force on Artificial Intelligence 
Government Use 

  14 

To further implement the AI in Government Act, in April 2024, OPM issued a 

competency model for AI, data, and technology talent ñto assist agencies in identifying 

key skills and competencies needed for AI professionals,ò as well as a competency 

model for civil engineers to ensure ñadequate AI expertise and credentials in the Federal 

Government reflect the increased use of AI in critical infrastructure.ò58,59  

Additionally, after partnering with the Office of Science and Technology Policy (OSTP) 

and other stakeholder groups to study whether it should ñestablish an occupational 

series, or update and improve an existing occupational series, to include positions the 

primary duties of which relate to artificial intelligence,ò as required by the Act, OPM 

determined that the multidisciplinary nature of AI work warranted the creation of policy 

guidance providing flexibility to align existing occupational job series with agenciesô 

varied AI needs.  

OPM issued this guidance in April 2024 and continues to support federal agencies at 

their various stages of implementation as they assess AI uses and programs to inform 

their workforce needs.60  

OPM also estimated the number of AI employees in positions related to AI by agency 

and prepared a 2- and 5-year forecast of the number of federal employees in positions 

related to AI that each agency will need to employ, as required by the Act.  

Upskilling and new educational pathways can be leveraged to equip the federal 

workforce with AI-ready workers and AI practitioners. These pathways reflect broader 

workforce considerations discussed in the Education & Workforce chapter.  

However, some considerations are specific to the federal workforce, including unique 

federal educational pathways and position or hiring practice requirements. OPMôs 

ongoing efforts with federal agencies to implement the April 2024 guidance should 

continue to clarify AI work and roles to support the development of education and hiring 

pipelines for the federal AI workforce. 

 

 

 

 
58 Skills-Based Hiring Guidance and Competency Model for Artificial Intelligence Work. Chief Human Capital Officers 

Council, April 2024, https://www.chcoc.gov/content/skills-based-hiring-guidance-and-competency-model-artificial-

intelligence-work.  
59 Artificial Intelligence (AI) Competency Model for Civil Engineering (0810). Chief Human Capital Officers Council, 

April 2024, https://www.chcoc.gov/content/artificial-intelligence-ai-competency-model-civil-engineering-0810.  
60 Artificial Intelligence Classification Policy and Talent Acquisition Guidance: AI in Government. Chief Human Capital 
Officers Council, April 2024, https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-
acquisition-guidance-ai-government.  
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AI Upskilling and Educational Pathways for Government Work 

The Cybersecurity Scholarship for Service program, known as CyberCorps, is an NSF 

and OPM supported program that boosts the federal cybersecurity workforce by offering 

scholarships to students in relevant degree programs in exchange for performing a tour 

of federal service in positions related 

to cybersecurity.61  

The CHIPS and Science Act expanded 

the CyberCorps program to include  

AI-related degrees supporting 

cybersecurity missions.62 These may 

include the use of AI for cybersecurity 

and the security of AI systems.  

The knowledge, skills, and abilities 

relevant to CyberCorps programs and 

graduates are defined by the National 

Initiative for Cybersecurity Education 

(NICE) Workforce Framework for 

Cybersecurity, a framework developed 

by NIST to create a common lexicon to 

describe cybersecurity work and 

workers.63  

The Act also directed NSF to submit to Congress a report and implementation plan to 

develop an AI scholarship-for-service program to augment the federal AI workforce.  

The report was released in May 2024.64 A key challenge to developing a similar program 

to educate future federal AI workers is the lack of a foundational framework for AI skills 

similar to the NICE Framework. These efforts, and the subsequent AI-trained workforce, 

will be crucial to maintaining U.S. economic competitiveness and national security.  

Congress has also enacted legislation requiring federal acquisition professionals to 

receive AI training to make informed, strategic purchasing decisions on behalf of their 

agencies and taxpayers. While the government may need new workforce entrants with 

specialized skills, many existing federal employees will have opportunities to augment 

their skills by incorporating AI into their portfolio through training, reskilling, and 

upskilling efforts.  

 
61 CyberCorpsÈ: Scholarship for Service (SFS). U.S. Office of Personnel Management, https://sfs.opm.gov/.  
62 Supra 52.  
63 Rodney Petersen, et al., National Initiative for Cybersecurity Education (NICE) Workforce Framework for 

Cybersecurity (SP 800-181 Revision 1). National Institute of Standards and Technology, November 2020, 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181r1.pdf.  
64 Artificial Intelligence Scholarship for Service Initiative: Need, Feasibility, and Implementation. National Science 
Foundation, 2024, https://www.nsf.gov/edu/Pubs/2024SFSAIReport.pdf.  

Source: Citizen Codex ï AI in the Federal Workforce 
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Hiring for Government AI Workers 

Industry positions in AI have significantly different hiring pathways from those in the 

federal government. For example, while the industry may shift its hiring approaches and 

incentives to temporarily surge its hiring of AI workers, similar flexibilities in hiring for 

federal agencies require approval. These flexibilities might include special rates, critical 

pay, waivers of recruitment, relocation, retention, or incentive payment limits, education 

requirements, and altered position titles or descriptions to attract the right talent.  

OPM has provided agencies with a host of tools to more flexibly recruit, hire, and retain 

candidates with valuable AI-related skill sets. For example, in May 2022, OPM released 

guidance encouraging agencies to focus on skills-based hiring, which will broaden hiring 

pathways for all Americans by evaluating candidates based on their skills rather than 

strictly relying on proxies for skills, such as college degrees.65  

In 2024, OPM also released memos supporting pay flexibility, incentive pay, and leave 

and workforce flexibility programs for AI-enabling employees and issued guidance on 

skills-based hiring and competencies for AI work.66 Continuing to respond to federal 

agency challenges in hiring AI practitioners is critical to maintaining a robust federal AI 

workforce.  

While OPM developed and released guidance for agencies to more effectively hire AI 

and AI-enabling technologists into new roles, existing technologist hiring pathways 

quickly pivoted to support the AI Talent Surge launched in Executive Order 14110.  

The U.S. Digital Service (USDS), a team within the Executive Office of the President 

consisting of over 200 senior-level technologists to help agencies build critical public-

facing government services, has received over 3,000 new applications since the surge 

was announced and has hired over 30 AI and AI-enabling experts.67  

Additionally, the GSAôs Presidential Innovation Fellows (PIF) and U.S. Digital Corps 

(USDC) programs, which recruit and place senior and early career tech talent at federal 

agencies, received over 2,500 applications for AI and AI-enabling roles. In 2024, these 

programs collectively hired over 50 fellows focused on AI.68  

 
65 Office of Personnel Management, ñPress Release: OPM Releases Skills-Based Hiring Guidanceò 19 May 2022, 
https://www.opm.gov/news/releases/2022/05/release-opm-releases-skills-based-hiring-guidance/.  
66 Office of Personnel Management, ñPress Release:  ICYIMI:  OPM Highlights Key Actions Supporting AI Talent 
Surge to Recruit and Hire AI Professionalsò, https://www.opm.gov/news/releases/2024/05/opm-highlights-key-actions-
supporting-ai-talent-surge-to-recruit-and-hire-ai-professionals/.  
67 AI and Tech Talent Task Force, ñIncreasing AI Capacity Across the Federal Governmentò April 2024, 
https://ai.gov/wp-content/uploads/2024/04/AI-Talent-Surge-Progress-Report.pdf.  
68 Id.; see also: General Services Administration, ñPresidential Innovation Fellows launches first cohort exclusively 
focused on Artificial Intelligenceò 17 June 2024, https://www.gsa.gov/about-us/newsroom/news-releases/presidential-
innovation-fellows-launches-first-cohort-focused-exclusively-on-artificial-intelligence-06172024.; see also: General 
Services Administration, ñGSA announces new cohort of U.S. Digital Corps fellowsò 13 August 2024, 
https://www.gsa.gov/about-us/newsroom/news-releases/gsa-announces-new-cohort-of-us-digital-corps-fellows-
08132024.  
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Key Findings 
The federal government should utilize core principles and avoid conflicting with 

existing laws.  

Policies governing the federal governmentôs use of AI should be consistent with a 

centralized set of core principles to ensure harmonization across agencies regarding 

how to approach and use AI. Guidance to implement these principles should be built 

upon existing law and established policy requirements for data and information records, 

federal information technology systems and cybersecurity, procurement and acquisition, 

workforce management, and performance and accountability. However, agencies 

should have the flexibility to set policies governing their use of AI that best meet their 

needs, consistent with the core principles. AI governance should also be commensurate 

with the complexity and risk profile of the AI system or use case. For example, simple 

process automation and workflow tools should not require the same level of system 

governance controls as large language models with access to sensitive public sector 

data sets.  

Additionally, policies governing agency use of AI should provide holistic, operations-

focused guidance spanning the AI lifecycle to enable efficient agency implementation. AI 

systems can have multiple applications for mission- or programmatic-specific use 

cases. Government-wide policies governing agency use of AI should be designed in the 

context of existing federal information policy requirements governing federal agency 

data and IT systems, such as established privacy and cybersecurity policies. Agencies 

should determine what restrictions for specific AI use cases are necessary, consistent 

with applicable and existing legal and regulatory requirements, and appropriate levels of 

risk consideration.  

 

The federal government should be wary of algorithm-based decision-making.  

Policymakers should be cautious of ñalgorithmic-basedò decision-making taking hold 

within the federal government. Instead, the government should pursue ñalgorithmic-

informedò decision-making supporting missions and programs. Algorithmic-informed 

decision-making entails proper governance of AI systems and a deliberate policy design 

that accounts for the inherent limitations of AI systems within certain use cases. 

Congress and agencies should consider the level of human involvement required for 

algorithmic-based decision-making across use cases. 
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The federal government should provide public notification of AIôs role in 

governmental functions.  

As AI is implemented to support federal agency workflows and inform decision-making, 

it is critical that individuals and entities that are substantively and meaningfully affected 

by an agency decision or determination are provided the proper notifications of AI 

involvement and appropriate recourse for appeals and human review. 

Agencies should pay attention to the foundations of AI systems. 

Congress and federal agencies pushing to adopt AI technologies should be mindful of 

cybersecurity, privacy, and data and IT infrastructure needs when adopting AI 

technologies. Adopting the fundamentals will be critical to ensuring the responsible 

adoption and use of federal AI technologies. 

Roles and associated AI knowledge and skills are unclear and highly varied 

across the federal workforce. 

Understanding the AI roles needed in the federal workforce will require a standard 

taxonomy or workforce framework in AI. Currently, AI-related roles are difficult to track 

due to their evolving nature and non-standardized definitions. This also leads to 

challenges recruiting and hiring AI practitioners with skillsets well-aligned to relevant 

positions. Defining the knowledge and skills needed for AI-focused roles in the federal 

government is critical. A standard taxonomy or workforce framework can enable better 

alignment of AI training programs to workforce needs, more aligned hiring pathways for 

the federal government, and improved analytics on the federal government's supply and 

demand of AI skills.  

Skills-based hiring is critical for filling the demand for AI talent in the federal 

workforce. 

Fulfilling the AI training needs of the American workforce will require developing and 

establishing a pipeline that meets public sector needs by pursuing an ñall of the aboveò 

approach. Training and credentialing in technical fields like cybersecurity are 

increasingly done via nontraditional routes like boot camps and certificate programs 

while relying less on traditional academic degrees. Similarly, many AI work roles will 

likely be filled by those trained or upskilled via non-traditional education pathways. 

Candidates from non-traditional education backgrounds can fulfill increasing demands 

for AI work, and it will be critical to ensure that the correct hiring pathways and 

policiesðsuch as OPMôs May 2022 guidance on skills-based hiringðare in place to 

enable this.69   

  

 
69 Supra 65. 
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Recommendations  
Recommendation: Take an information and systems-level approach to the use of 

AI in the federal government.   

In developing new laws for government use of AI, Congress should consider existing 

federal laws pertaining to federal information policy, information security and 

cybersecurity, public sector data management and privacy, and procurement.  

Existing laws and policies may need to be adopted to address new concerns raised by 

the federal governmentôs use of AI. AI policy that does not engage with existing 

information system level requirements across these policy domains will exist outside the 

current management structure for federal information systems and could lead to 

confusion, inefficiency, undue administrative or industry burden, and ultimately 

overlapping or competing legal or policy requirements.  

For instance, legislation governing federal agency use of AI should build upon existing 

areas of law governing federal information policy and security (Chapter 35, Title 44, U.S. 

Code) or the acquisition of information technology (Chapter 113, Title 40, U.S. Code). 

Where necessary, repetitive or conflicting requirements and definitions should be 

repealed or harmonized.  

Further, when approaching policy decisions about the collection of private-sector 

information or the handling of the publicôs data, such policy should be designed in the 

context of established law such as the 1967 Freedom of Information Act (FOIA) (5 

U.S.C. 552) or the Privacy Act of 1974 (5 U.S.C. 552a) respectively.  

Lastly, this policy approach should be considered for properly balancing and 

coordinating the emerging role of Chief AI Officers with existing federal agency Chief 

Information Officers, Chief Data Officers, Chief Acquisition Officers, Chief Privacy 

Officers, etc., who maintain well-established roles over their respective policy domains. 

 

Recommendation: Support flexible governance of AI.  

AI will continue to evolve quickly. Guidance pertaining to government use of AI must be 

flexible enough to adjust to new advancements. All new laws and policies should adhere 

to core principles and prioritize providing resources that support agenciesô ongoing 

ability to implement evolving standards efficiently, establishing clear authorities across 

the government and within agencies to make decisions about future AI use, and 

fostering communication between relevant decision-makers to ensure harmonization 

where practicable.  
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Recommendation: Reduce administrative burdens and bureaucracy using AI.  

The federal government, like private industry, can achieve enormous efficiency gains by 

leveraging AI to modernize legacy IT systems and outdated processes. Government 

functions rich in well-structured, high-quality data will likely be among the first to achieve 

the productivity gains promised by adopting AI. Such functional domains could include 

geospatial analysis, financial management and accounting, regulatory compliance, and 

procurement workflowsðall domains with established and controlled workflows and 

standards for related data management.  

Congress should encourage agencies to prioritize the adoption of AI within functional 

domains that have the requisite open and structured data (i.e., accessible, explainable, 

controlled, and interpretable data) to make the application of AI most successful. 

Further, Congress should provide agencies with sufficient resources to invest in data 

management strategies consistent with applicable laws that allow more functions to 

have the data necessary to facilitate appropriate and accurate use of AI systems.  

 

Recommendation: Require that agencies provide notification of AIôs role in 

governmental functions.  

In considering legislation governing AI use in government, Congress should require that 

agency policies include plain language notification and appeals processes for 

individuals or entities impacted by federal agency determinations that were 

substantively and meaningfully augmented by an AI system. Such policies could be 

established in conformity with existing statutory requirements regarding the protection of 

and handling of agency controlled Personally Identifiable Information (PII) records 

(Privacy Act of 1974 (5 U.S.C. 552a)) and require recourse to pursue alternative, 

independent human review of agency determinations across federal financial assistance 

and public benefits adjudication, regulatory enforcement and analysis, and public 

engagement and service delivery. 

 

Recommendation: Facilitate and adopt AI standards for federal government use.  

Congress should provide resources for federal agencies to engage in and support 

international standards development for AI-related standards related to their missions by 

participating in those standards activities and adopting consensus standards where 

practicable, as described in NTTAA and OMB Circular A-119. NIST should continue to 

ensure the standards it promulgates for federal systems align with international 

standards.  
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Recommendation: Support NIST in developing guidelines for federal AI systems.  

Congress should support NIST in developing additional voluntary guidance and 

resources for federal agencies adopting AI systems and promulgating AI-related 

standards consistent with its authority to develop and apply the Federal Information 

Processing Standards (FIPS) for federal computing systems. For example, NIST should 

consider developing a risk profile of the AI risk management framework for specific 

federal systems. Such standards should follow existing federal processes and align with 

international standards to the furthest extent practicable.  

  

Recommendation: Improve cybersecurity of federal systems, including federal AI 

systems.  

Cybersecurity will continue to be a critical policy area for federal information systems as 

the government adopts AI systems. Federal agencies should explore bug bounty 

programs70 that enable white hat hackers to find and report vulnerabilities in federal 

systems, including AI systems. In some cases, AI may even help to improve federal 

security. Congress should examine legislation requiring OMB to issue guidance on 

agenciesô use of AI to improve the cybersecurity of information systems.  

 

Recommendation: Encourage data governance strategies that support AI 

development.  

Access to federal data will enable AI innovation and facilitate continued U.S. leadership 

in AI. To accomplish this, agenciesô policies must be consistent with applicable and 

existing legal and regulatory requirements. Congress should provide continued support 

for public access to federal data, including statistical data. Congress should investigate 

opportunities to support OMB in implementing the Evidence-Based Policymaking Act of 

2018 and expand access to data for AI development.  

For example, Congress could explore how to support federal agencies in making AI-

ready data repositories, ensuring standardized documentation and formatting, and 

following applicable laws. Additionally, depending on the results of the National Secure 

Data Service pilot project authorized by the CHIPS and Science Act, Congress should 

explore legislation to support the full implementation of the Service.  

Finally, Congress should explore legislation to support developing and demonstrating 

privacy-enhancing technologies across different use cases. 

 

 

 
70 A method of compensating individuals for reporting software errors, flaws, or faults (ñbugsò) that might 
allow for security exploitation or vulnerabilities. See: Kim Schaffer, et al., ñRecommendation for Federal 
Vulnerability Disclosure Guidelines.ò National Institute of Standards and Technology, May 2023, 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-216.pdf. 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-216.pdf
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Recommendation: Congress and the government must understand the federal 

governmentôs AI workforce needs.  

As agencies work to implement OPMôs Artificial Intelligence Classification Policy and 

Talent Acquisition Guidance under the AI in Government Act, Congress should remain 

apprised of their progress and ensure that OPM is aware of and responding to agency 

AI workforce needs.71 

To improve the understanding of skills and competencies for cybersecurity roles, 

Congress passed the Cybersecurity Enhancements Act of 2014 (P.L. 113-274) and 

subsequently the HACKED Act of 2020 (P.L.116-283, included as part of the William M. 

Thornberry National Defense Authorization Act of Fiscal Year 2021). Among other 

cybersecurity education-related activities, these bills directed NIST to create and update 

a workforce framework for cybersecurity that helped to create standardized work 

categories, roles, tasks, and competency areas.72 The Science, Space, and Technology 

Committee should explore legislation to improve the understanding and standardization 

of AI-related roles, especially those focused on AI governance, including supporting 

career pathways in the federal government. 

 

Recommendation: Support different pathways into federal service for AI talent.  

Congress should investigate ways to incentivize AI workers to join the federal workforce, 

including by supporting the CyberCorps Scholarship for Service program, creating an AI 

Scholarship for Service program, and continuing to support the development of AI roles 

in federal agencies.  

 

 
71 Supra 60. 
72 National Initiative for Cybersecurity Careers and Studies (NICCS): NICE Framework. Cybersecurity and 
Infrastructure Security Agency, March 2024, https://niccs.cisa.gov/workforce-development/nice-framework.   

https://niccs.cisa.gov/workforce-development/nice-framework


 

  23 

Background 
Preemption influences the distribution of powers between the federal government and 

the states. Federal-state preemption originates in the Supremacy Clause of the United 

States Constitution: Article VI, Clause 2.1 The Supremacy Clause establishes that the 

Constitution, federal laws made pursuant to it, and treaties made under its authority are 

collectively the supreme law of the land. Consequently, federal law takes precedence 

over any conflicting state laws. 

Preemption of state AI laws by federal legislation is a tool that Congress could use to 

accomplish various objectives. However, federal preemption presents complex legal 

and policy issues that should be considered. 

Legal Issues in Preemption 

Since preemption delineates the boundaries at which federal authority supersedes state 

legislation, legal analysis is required to understand the circumstances under which 

preemption would take effect and the extent to which state laws would be superseded. 

The requisite legal analysis can involve considerations of the specific text in the federal 

legislation, the intent of Congress, and the interplay between the applicable federal and 

state regulatory regimes.  

 

 
1 "This Constitution, and the Laws of the United States which shall be made in Pursuance thereof; and all Treaties 
made, or which shall be made, under the Authority of the United States, shall be the supreme Law of the Land; and 
the Judges in every State shall be bound thereby, any Thing in the Constitution or Laws of any State to the Contrary 
notwithstanding." The Constitution of the United States: A Transcription. National Archives, 
www.archives.gov/founding-docs/constitution-transcript.   

http://www.archives.gov/founding-docs/constitution-transcript
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Numerous court decisions have shaped how federal laws can preempt state laws and 

the circumstances under which preemption applies. Other legal issues surrounding 

federal-state preemption involve the balance of power between the federal government 

and state governments, as well as the potential conflicts and inconsistencies that can 

arise between different levels of government. 

Applicability of Preemption  

Preemption by federal statute can be either express or implied. When Congress 

exercises its constitutional authority to regulate in a particular area, it can explicitly state 

in legislation whether it intends for federal law to preempt or override state laws on the 

same subject. Moreover, even if legislation does not explicitly state its intent to preempt, 

federal preemption might be implied by the structure and purpose of the legislation or by 

court interpretations of the laws.  

The supremacy of federal law over state law takes many forms. Under the doctrine of 

impossibility preemption, if it were impossible to comply with both the federal and state 

laws, the federal law would preempt the conflicting state law provisions.2  

Similarly, obstacle preemption preempts any state laws that would serve to frustrate the 

objectives of federal legislation. 

 
2 Jay Sykes and Nicole Vanatko, Congressional Research Service, ñFederal Preemption: A Legal Primer,ò 
Congressional Research Service, 23 July 2019, https://crsreports.congress.gov/product/pdf/R/R45825/1.  

Source: Congressional Research Service ï Federal Preemption: A Legal Primer  

https://crsreports.congress.gov/product/pdf/R/R45825/1
https://crsreports.congress.gov/product/pdf/R/R45825/1
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Extent of Preemption 

The extent to which an area subject to legislation has been preempted from state law 

can be unclear. The precise scope of preemption is especially ambiguous when federal 

legislation has not explicitly spoken on preemption. When no express preemption 

clause exists in a federal statute, courts must determine if Congress intended to 

implicitly preempt state law. Determining the scope of federal preemption and resolving 

conflicts between federal and state laws can be legally complex and time-consuming, 

requiring interpretation of numerous 

statutes, regulations, and court 

decisions. 

Moreover, the language chosen by 

Congress or state legislatures where 

preemption is explicit can leave the 

extent of preemption unclear. For 

example, courts have grappled with 

interpreting phrases such as state laws 

ñrelated toò or ñcoveringò certain subjects 

or preempting state ñrequirementsò 

versus ñlaws.ò 

Finally, there is no universal legal 

definition of AI.3 If Congress chooses to 

preempt state AI laws, then the 

preempting legislation should precisely 

define AI in a manner that represents the intended scope of preemption. 

Authority to Regulate 

One significant issue is determining which level of government has the authority to 

regulate the specified area represented by legislation. The Constitution enumerates 

areas for congressional lawmaking, and the Tenth Amendment reserves powers not 

delegated to the federal government to the states or the people. When both federal and 

state governments assert their authority over the same issue, it can precipitate 

jurisdictional conflicts and legal disputes necessitating judicial resolution under 

applicable legal precedents.  

Policy Issues in Preemption 

Prominent policy issues surrounding federal-state preemption revolve around 

Congress's objectives and the specific legislative approach taken to accomplish those 

objectives. 

 
3 See Appendix on Definitional Challenges of AI 
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Uniformity 

Federal preemption can promote uniformity in laws and regulations across the country. 

Uniformity can benefit businesses and individuals operating in multiple states since it 

establishes one consistent approach to compliance. Absent a uniform approach, 

different states can adopt different, ambiguous, or even conflicting regulatory 

requirements that are enforced by disparate state agencies. This disjointed system 

could create obstacles that businesses across the country struggle to comply with as 

they are forced to engage with numerous state legislators and agencies. The benefits of 

uniformity can apply even if no applicable state laws have been promulgated. For 

example, the possibility of several conflicting state regulations could deter businesses 

from making investments that could be rendered obsolete by later regulations. 

Flexibility and Customization 

A disadvantage of federal preemption is its national applicability. State regulations may 

have been created in response to the different needs and preferences of their populus. 

Uniformity by federal preemption can limit a stateôs ability to tailor laws to its popular 

political will. Allowing the states to create legislation on a given topic beyond a federal 

standard can also allow for flexibility in response to changing or unforeseen 

circumstances. 

State Experimentation 

When comprehensive information on the relative advantages, drawbacks, and costs of 

different regulatory approaches is unknown or unclear, it can be acquired by allowing 

different states to adopt different approaches. These state-level ñexperimentsò could 

more quickly provide this information than the federal government cycling through a 

sequence of different regulatory approaches. However, state-level experimentation 

might be burdensome, costly, or not happen quickly enough.  

Relevant Expertise 

Information is valuable in creating informed and comprehensive policies. Due to their 

respective levels of expertise, federal or state governments may be better equipped to 

understand the ramifications of regulating an area. Federal agencies may possess the 

experience and resources that states lack. For example, states lack the Department of 

Defense's expertise on national security issues. Conversely, state governments may be 

better informed due to long-standing experience or relevant industry presence in the 

state. 

Moratorium During a Learning Period 

Another approach to information scarcity is for the federal government to enact a 

moratorium prohibiting state activity until necessary information is acquired during a 

learning period. Learning periods are not without risks, and in some cases, they have 

extended indefinitely to become, in effect, federal preemption of the applicable domain. 
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Establishing Floors and Ceilings for State Regulation 

Federal preemption can establish both floors and ceilings that permit some state 

regulation. Federal laws can impose a ñfloorò by requiring minimum standards and 

baseline protections that states must meet while permitting states to choose to exceed 

these minimums. This ensures that all states meet basic standards while allowing 

flexibility in adopting more stringent regulations.  

An example of legislation that imposes a floor is the Health Insurance Portability and 

Accountability Act (HIPAA).4 Federal legislation can likewise impose a ñceilingò by 

preventing states from imposing any stricter requirements than specified by federal law. 

An example of legislation that implements a regulatory ceiling is the E-SIGN Act,5 which 

imposed a standard for all digital signatures, or Europeôs General Data Protection 

Regulation (GDPR).6 

While legislation like the E-SIGN Act sets forth Congressô vision of how an area should 

be regulated, federal legislation can impose a ceiling even if Congress does not 

regulate that area. Federal legislation could merely preempt specified types of state 

regulation without providing any accompanying regulation (e.g., during a learning period 

moratorium). 

Authority to Enforce 

Federal laws that preempt states from creating their own laws may still allow those 

statesô attorneys general (AG) to enforce the provisions in the federal law. For example, 

the Child Online Privacy Protection Act (COPPA) preempts state and local governments 

from passing laws that create additional liability for activities regulated under the Act. 

However, COPPA enables state AGs to seek damages or other relief under COPPA 

rules in their jurisdictions.7 

Federal Preemption of Internet Technology as an Analog 

It may be helpful to consider the history of federal preemption of another significant 

technology: the internet. The Federal Communications Commission (FCC) has 

attempted to preempt state broadband laws under its authority over interstate 

communications. However, the precise boundaries of this preemption power are still 

actively litigated. 

 
4 Office of the Federal Register, National Archives and Records Administration. Public Law 104 - 191 - Health 
Insurance Portability and Accountability Act of 1996. U.S. Government Printing Office, 20 Aug. 1996, 
https://www.govinfo.gov/app/details/PLAW-104publ191.  
5 U.S. House of Representatives. U.S. Code Title 15: Commerce and Trade, Chapter 96ðProtection of Intellectual 
Property Rights, Govinfo, uscode.house.gov/view.xhtml?path=/prelim@title15/chapter96&edition=prelim.  
6 "General Data Protection Regulation Information Portal." GDPR-Info.eu, https://gdpr-info.eu/.  
7 U.S. House of Representatives. U.S. Code Title 15: Commerce and Trade, Chapter 91: Privacy Protection. GovInfo, 
https://uscode.house.gov/view.xhtml?path=/prelim@title15/chapter91&edition=prelim.  

https://www.govinfo.gov/app/details/PLAW-104publ191
mailto:uscode.house.gov/view.xhtml?path=/prelim@title15/chapter96&edition=prelim
https://gdpr-info.eu/
https://uscode.house.gov/view.xhtml?path=/prelim@title15/chapter91&edition=prelim
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The FCC has grappled with the scope of its authority to preempt state laws regarding 

broadband internet access services based on how such services are classified under 

federal law.  

When the services are classified as a lightly regulated ñinformation serviceò under Title I 

of the Communications Act,8 the FCC has argued this allows federal preemption of state 

laws that could impose greater regulation. However, uncertainty remains. For example, 

courts such as the D.C. Circuit in Mozilla v. FCC9 questioned whether a Title I 

classification provides a sufficient statutory basis for preempting state net neutrality 

laws. 

In addition, the FCC had attempted to preempt state laws restricting municipal 

broadband networks. Section 253 of the Telecommunications Act prohibits state laws 

that may restrict any entity's ability to provide ñtelecommunications services.ò In Nixon v. 

Missouri Municipal League,10 the Supreme Court narrowly interpreted Section 253 as 

not preempting state laws restricting municipalities from providing broadband services 

directly to consumers. 

Finally, the FCC has sought to accelerate the deployment of 5G wireless infrastructure 

by preempting state and local regulations viewed as prohibitive. In 2018, the FCC 

restricted the fees localities could charge for small cell deployments and imposed ñshot 

clocksò for approvals, all of which preempted conflicting state laws under its statutory 

authority over interstate services.11, 12 

  

 
8 47 U.S.C. ÄÄ1-646. U.S. House of Representatives. U.S. Code Title 47: Communications 
https://uscode.house.gov/view.xhtml?path=/prelim@title47&edition=prelim  
9 Mozilla Corp. v. FCC, 940 F. 3d 1 (D.C. Cir., 2019). 
10 Nixon v. Missouri Municipal League, 541 U.S. 125 (2004). 
11 Chris Linebaugh, U.S. Congressional Research Service. ñOverview of Legal Challenges to the FCCôs 5G  
Order on Small Cell Siting,ò Feb. 2019, https://crsreports.congress.gov/product/pdf/LSB/LSB10265.   
12 United States v. Vasquez-Alvarez, 9th Cir. (2020). 

https://uscode.house.gov/view.xhtml?path=/prelim@title47&edition=prelim
https://crsreports.congress.gov/product/pdf/LSB/LSB10265
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Key Findings 
Federal preemption of state law on AI issues is complex.  

Preemption raises many legal and policy issues that should be considered and 
addressed so that Congress effectively implements its intended policies. The context in 
which an AI is deployed is critical to its governance. An AI systemôs functional purpose, 
how it was developed, how it is deployed, and who interacts with it will all affect the 
rules and regulations that governments set to minimize harm. A generally applicable 
foundation model used in one sector may require different regulations than the same 
systems deployed in another. As such, Congress will need to weigh many different 
factors as it considers preemption in any law targeting artificial intelligence or related 
technologies. 

 

Federal preemption has benefits and drawbacks.  

Federal preemption of state law can bring uniformity and clarity, reduce compliance 
burdens, and otherwise implement Congressô policy objectives. However, state-level 
regulation has the advantages of flexibility, customization to different state populations, 
preservation of state authority, and experimentation that provides information relevant to 
policy choices. 

 

Preemption can allow state action subject to floors or ceilings.  

Federal preemption can allow states to pass laws that either meet federal minimums or 
that do not exceed federal maximums. This type of preemption can be established with 
or without a corresponding federal regulatory regime in the same area. 

 

Preemption can be multifaceted.  

Preemption of state AI regulation can be extremely multifaceted. For example, the 
federal government could preempt some, but not other, types of state regulation of a 
domain. Likewise, the federal government could explicitly permit some, but not other, 
types of state regulation of a domain.  

 

Definitions must be fit for purpose.  

AI has no universal definition and is occasionally seen as a general-purpose category of 
technology present in many sectors. Defining covered ñartificial intelligenceò too broadly 
or too narrowly could either exclude high-risk systems from regulation or accidently 
sweep in commonplace technologies, such as spreadsheets and spellcheckers. If 
Congress chooses to preempt state AI laws, the preempting legislation should precisely 
define AI to represent the intended scope of preemption.  
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Recommendations 
Recommendation: Study applicable AI regulations across sectors. 

To better understand the effects of law on this general-purpose technology, Congress 

should commission a study to analyze the applicable federal and state regulations and 

laws that affect the development and use of AI systems across sectors. Such a study 

should analyze which existing laws and legislative and administrative policies are 

technology-neutral but cover AI systems. Further, such a study could help policymakers 

better understand existing regulations and preemptive provisions.  
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Background 
As AI systems amass and analyze vast amounts of data, there are increasing risks of 

private information being accessed without authorization. Training algorithms identify 

patterns within the data and produce a set of instructions or a model that can be used 

with new data.1 AI models are often trained on diverse datasets that include text from 

books, websites, and other digital sources, some of which may contain personal or 

sensitive information. AI systems can also be deployed in sensitive contexts, including 

healthcare settings, that rely on sensitive data. When users interact with some AI 

systems, especially generative AI systems, they can inadvertently reveal private or 

confidential information stored and processed by the AI. Each of these situations has 

provoked significant concerns regarding the data privacy challenges associated with AI. 

Thoughtful and effective data privacy policies and protections will support consumer 

confidence in the responsible development and deployment of AI systems. While the 

House AI Taskforce has endeavored to examine data privacy in the context of AI, further 

exploration of this issue is warranted. Committees with jurisdiction over data privacy 

should continue to invest time and resources in examining these problems and 

proposing solutions for the American people.  

Advanced AI Systems Require Increasing Amounts of Data 

If the data used for training is too small or of poor quality, the model may perform 

suboptimally. Using large quantities of data from multiple diverse sources generally 

allows the trained models to perform better.  

 
1Tursman, Eleanor, et al. ñAI 101 - Aspen Digital.ò Aspen Digital, 20 June 2023, www.aspendigital.org/report/ai-
101/#section2.   

https://www.aspendigital.org/report/ai-101/#section2
https://www.aspendigital.org/report/ai-101/#section2
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According to some research, the performance of algorithms benefits significantly from 

larger training datasets.2,3 In the decades since, the amount of digital data that could be 

used for training algorithms has increased dramatically.4 To be sure, a growing volume 

of research suggests smaller datasets may also play a role in improving AI 

performance.5 

Data available to train AI models is collected and licensed in various ways. Some 

companies use a combination of internal and external data.6 Other firms, such as those 

deploying large language models (LLMs) and foundation models, mainly rely on data 

acquired (ñscrapedò) from the internet.  

Web scraping is a process by which data is copied from the internet. Some companies 

package, process, and label the scraped data for sale, while others release open-

source data sets.7 There is a voluntary standard used by many websites to indicate that 

they should not be scraped, and other companies have added such a stipulation to their 

terms of service. Unfortunately, these clearly stated requests are often ignored8 and 

there are a growing number of disputes and litigation over scraping issues involving AI 

companies. 

 
2 Banko, Michele, and Eric Brill. ñScaling to Very Very Large Corpora for Natural Language Disambiguation.ò ACL 
Anthology, 2001, aclanthology.org/P01-1005.pdf. 
3 Kaplan, Jared, et al. ñScaling Laws for Neural Language Models.ò arXiv, 23 Jan. 2020, 

https://arxiv.org/abs/2001.08361.  
4 Roded, Tal, and Peter Slattery. ñWhat Drives Progress in AI? Trends in Data.ò FutureTech, 19 March 2024, 
futuretech.mit.edu/news/what-drives-progress-in-ai-trends-in-data.  
5 Li, Kangming, et al. ñExploiting redundancy in large materials datasets for efficient machine learning with less data.ò 

Nature Communications, 10 Nov. 2023, https://www.nature.com/articles/s41467-023-42992-y.  
6 Brown, Sara. ñWhy External Data Should Be Part of Your Data Strategy.ò MIT Sloan School , 18 Feb. 2021, 
mitsloan.mit.edu/ideas-made-to-matter/why-external-data-should-be-part-your-data-strategy.  
7 Newman, Marissa, and Aggi Cantrill. ñA High School Teacherôs Free Image Database Powers Ai Unicorns.ò 
Bloomberg, 24 Apr. 2023, www.bloomberg.com/news/features/2023-04-24/a-high-school-teacher-s-free-image-
database-powers-ai-unicorns.   
8 Paul, Katie. ñExclusive: Multiple AI companies bypassing web standard to scrape publisher sites, licensing firm 
says.ò Reuters, 21 June 2024, https://www.reuters.com/technology/artificial-intelligence/multiple-ai-companies-
bypassing-web-standard-scrape-publisher-sites-licensing-2024-06-21/  

Source:  AI Multiple Research - Top 6 Data Collection Methods for AI & 
Machine Learning 

https://aclanthology.org/P01-1005.pdf
https://arxiv.org/abs/2001.08361
https://futuretech.mit.edu/news/what-drives-progress-in-ai-trends-in-data
https://www.nature.com/articles/s41467-023-42992-y
https://mitsloan.mit.edu/ideas-made-to-matter/why-external-data-should-be-part-your-data-strategy
https://www.bloomberg.com/news/features/2023-04-24/a-high-school-teacher-s-free-image-database-powers-ai-unicorns
https://www.bloomberg.com/news/features/2023-04-24/a-high-school-teacher-s-free-image-database-powers-ai-unicorns
https://www.reuters.com/technology/artificial-intelligence/multiple-ai-companies-bypassing-web-standard-scrape-publisher-sites-licensing-2024-06-21/
https://www.reuters.com/technology/artificial-intelligence/multiple-ai-companies-bypassing-web-standard-scrape-publisher-sites-licensing-2024-06-21/
https://research.aimultiple.com/ai-data-collection/
https://research.aimultiple.com/ai-data-collection/
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Companies are also turning to their own usersô data to train AI systems. Google 

allegedly scraped Google Docs and Gmail for data to train AI tools.9 Users may also 

transmit their personal or company data via queries provided to AI models that are 

hosted or otherwise controlled by a third party, like an AI company. Meta and X have 

changed their privacy policies to allow for training AI models on the platformsô data.10,11  

More companies are updating their privacy policies in order to permit the use of user 

data to train AI models.12 Meta faces legal challenges in eleven European countries 

over its plans to use users' personal data to train AI models.13  

The Federal Trade Commission (FTC) has addressed the matter, stating that it may be 

unfair or deceptive for a company to adopt more permissive data practices but only 

inform consumers of this change through an amendment to its privacy policy.14 

In response to these concerns, some companies are turning to privacy-enhancing 

technologies, which seek to protect the privacy and confidentiality of data when sharing 

it. For example, Apple has used a privacy-preserving technology called differential 

privacy to analyze Apple users without sharing individualsô information.15  

Similarly, the AI company Anthropic recently partnered with the UK Safety Institute and 

the PET company OpenMined to test how to utilize secure computation to allow multiple 

parties to access advanced models and nonpublic data.16   

The growth in data widely available to AI companies may be reaching a plateau.17 It is 

unclear how AI developers and researchers will satisfy the need for additional training 

data. Some are exploring synthetic data, which is created artificially through computer 

simulations or algorithms.  

 
9 Morrison, Sara. ñThe Tricky Truth about How Generative AI Uses Your Data.ò Vox, 27 July 2023, 
www.vox.com/technology/2023/7/27/23808499/ai-openai-google-meta-data-privacy-nope.  
10 Mearian, Lucas. ñMetaôs Privacy Policy Lets It Use Your Posts to Train Its AI.ò Computerworld, 21 June 2024, 
www.computerworld.com/article/2264949/metas-privacy-policy-lets-it-use-your-posts-to-train-its-ai.html.  
11 Perez, Sarah. ñElon Muskôs X Is Changing Its Privacy Policy to Allow Third Parties to Train AI on Your Posts.ò 
TechCrunch, 17 Oct. 2024, techcrunch.com/2024/10/17/elon-musks-x-is-changing-its-privacy-policy-to-allow-third-
parties-to-train-ai-on-your-posts/.  
12 Hays, Kali. ñA Long List of Tech Companies Are Rushing to Give Themselves the Right to Use Peopleôs Data to 
Train AI.ò Business Insider, 13 Sept. 2023, www.businessinsider.com/tech-updated-terms-to-use-customer-data-to-
train-ai-2023-9.  
13 Woollacott, Emma. ñMeta Faces Legal Complaints Over New AI Training Data Plans.ò Forbes, 10 June 2024, 
www.forbes.com/sites/emmawoollacott/2024/06/10/meta-faces-legal-complaints-over-new-ai-training-data-plans/.  
14 Staff in the Office of Technology and The Division of Privacy and Identity Protection. ñAI (and Other) Companies: 
Quietly Changing Your Terms of Service Could Be Unfair or Deceptive.ò Federal Trade Commission, 13 Feb. 2024, 
www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-
could-be-unfair-or-deceptive.  
15 ñDifferential Privacy Overview.ò Apple, 2 Nov. 2017, 
images.apple.com/privacy/docs/Differential_Privacy_Overview.pdf.  
16  ñInterviewing Andrew Trask on How Language Models Should Store (and Access) Information.ò Interconnects, 10 

Oct. 2024. www.interconnects.ai/p/interviewing-andrew-trask. 
17 Xu, Tammy. ñWe Could Run out of Data to Train AI Language Programs .ò MIT Technology Review, 24 Nov. 2022, 
www.technologyreview.com/2022/11/24/1063684/we-could-run-out-of-data-to-train-ai-language-programs/.  

https://www.vox.com/technology/2023/7/27/23808499/ai-openai-google-meta-data-privacy-nope
https://www.computerworld.com/article/2264949/metas-privacy-policy-lets-it-use-your-posts-to-train-its-ai.html
https://techcrunch.com/2024/10/17/elon-musks-x-is-changing-its-privacy-policy-to-allow-third-parties-to-train-ai-on-your-posts/
https://techcrunch.com/2024/10/17/elon-musks-x-is-changing-its-privacy-policy-to-allow-third-parties-to-train-ai-on-your-posts/
https://www.businessinsider.com/tech-updated-terms-to-use-customer-data-to-train-ai-2023-9
https://www.businessinsider.com/tech-updated-terms-to-use-customer-data-to-train-ai-2023-9
https://www.forbes.com/sites/emmawoollacott/2024/06/10/meta-faces-legal-complaints-over-new-ai-training-data-plans/
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
https://images.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
https://www.interconnects.ai/p/interviewing-andrew-trask
https://www.technologyreview.com/2022/11/24/1063684/we-could-run-out-of-data-to-train-ai-language-programs/
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Synthetic data can be used as an alternative or supplement to real-world data, 

particularly when real-world data of the appropriate form is unavailable or has already 

been exhausted.18 Synthetic data allows for exploring new possibilities because such 

data can be designed to represent hypothetical situations beyond what existing real-

world data represents.19 Synthetic data also offers privacy-enhancing benefits, given 

that it does not include information on real individuals. Unfortunately, since it does not 

truly represent actual measurements, synthetic data may lack the complexity and 

nuances of real-world data. Accordingly, models trained on synthetic data may be 

unable to perform well in various real-world scenarios, and an overreliance on synthetic 

data may lead to technical complications like model collapse.20   

Privacy Harms From AI 

Americans are vulnerable to several privacy harms. The full breadth of privacy harms is 

difficult to estimate because they are so varied and can encompass different but related 

concerns. Nevertheless, to clarify the policy issues, the following types of privacy harms 

are frequently referenced by stakeholders: 

¶ Physical harms result in bodily injury or death. For example, a man purchased 

personal data about Amy Boyer from New Hampshire, including the address of 

Boyerôs employer. The man fatally shot her where she worked.  

¶ Economic harms involve monetary losses or other losses of value. Identity 

thieves steal personal data and use it to conduct fraudulent transactions in 

victimsô names, including opening credit card accounts and accruing debt that 

damages the victimsô credit history.  

Increasingly, these thieves target public school districts and steal the identities of 

children. The credit records of minors can be exploited for years before the 

victims even discover it. Celeste Gravatt is one of the thousands of parents who 

had her childrenôs data stolen as part of a Minneapolis Public Schools 

cyberattack. She locked their credit accounts but remains worried.  

¶ Emotional harms result from emotional distress from information being released 

about someone without their knowledge or consent. These harms form the basis 

of many privacy torts, such as intrusion upon seclusion, trespass, and more. 

 

 

 

 
18 IBM. ñWhat Is Synthetic Data?ò IBM, 2024, www.ibm.com/topics/synthetic-data.  
19 Bozzella, Kim. ñThe Pros And Cons Of Using Synthetic Data For Training AI.ò Forbes, 20 Nov. 2023, 
www.forbes.com/councils/forbestechcouncil/2023/11/20/the-pros-and-cons-of-using-synthetic-data-for-training-ai/. 
20 Shumailov, Ilia, et al. ñAI models collapse when trained on recursively generated data.ò Nature, 24 July 2024, 
https://www.nature.com/articles/s41586-024-07566-y.  

https://www.ibm.com/topics/synthetic-data
https://www.forbes.com/councils/forbestechcouncil/2023/11/20/the-pros-and-cons-of-using-synthetic-data-for-training-ai/
https://www.nature.com/articles/s41586-024-07566-y
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¶ Reputational harms involve injuries to an individualôs reputation and standing in 

the community, such as lost business, employment, or social status. For 

example, Murray Dowey was the target of ñsextortion,ò online blackmail based on 

the threat of exposing his intimate images. Dowey tragically took his own life 

earlier this year.21  

¶ Discrimination harms involve disadvantaging people based on characteristics like 

sex, race, age, religion, or political affiliation. They can thwart peopleôs ability to 

obtain jobs, secure insurance, and find housing.  

¶ Autonomy harms involve subverting or impairing an individualôs autonomy. For 

example, some bad actors use ñdark patternsò or design features used to deceive 

or manipulate users. 

There are many examples of AI systems exacerbating privacy harms. Synthetic content 

can duplicate someoneôs likeliness without their consent. Facial recognition systems 

can enable pervasive tracking of people in public places. Advanced AI systems, such as 

LLMs, have been found to inadvertently leak personally identifiable information if not 

properly configured or protected.22 Further, AI systems have been shown to infer 

sensitive information about someone,23 even from legally obtained and deidentified 

data,24 in some cases inadvertently revealing personal attributes such as political views 

or sexual orientation. In one case, a major retailerôs system predicted a shopper was 

pregnant and accidentally revealed that information to her father.25  

Americanôs Privacy Protections Vary 

Currently, there is no comprehensive U.S. federal data privacy and security law. 

However, there are several federal privacy laws focused on various sectors or use 

cases, such as child privacy or health information. States have also acted. To date, 

nineteen U.S. states have enacted their own state privacy laws with varying 

standards.26  

 

 
21 Chigozie Ohaka, et al,. ñStop terrorizing children with sextortion, say parents.ò BBC, November 2024. 
https://www.bbc.com/news/articles/cz6jywx37dlo 
22 Yan, Biwei, et al. ñOn Protecting the Data Privacy of Large Language Models (LLMs): A Survey.ò arXiv, 8 March 
2024, arxiv.org/abs/2403.05156.   
23 CreŞu, Ana-Maria, et al. ñInteraction data are identifiable even across long periods of time.ò Nature 
Communications, 25 Jan. 2022, https://www.nature.com/articles/s41467-021-27714-6 
24 Na, Lingyuan, et al. ñFeasibility of Reidentifying Individuals in Large National Physical Activity Data Sets From 
Which Protected Health Information Has Been Removed With Use of Machine Learning.ò JAMA Network Open, 21 
Dec. 2018, https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2719130  
25 Hill, Kashmir. ñHow Target Figured Out A Teen Girl Was Pregnant Before Her Father Did.ò Forbes, 11 Aug. 2022, 
www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/.   
26 Kibby, C. ñU.S. State Privacy Legislation Tracker.ò Resource Center, iapp, 4 Nov. 2024, 
iapp.org/resources/article/us-state-privacy-legislation-tracker/. Some states, such as New York and Colorado, have 
enacted AI-related legislation as well, while others like California are seeking to use their state data privacy and 
security laws to regulate AI. 

https://www.bbc.com/news/articles/cz6jywx37dlo
https://arxiv.org/abs/2403.05156
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2719130
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
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One salient example of state action is data breach notification laws; in the absence of a 

federal standard, each state moved forward to create its own.27 State laws have created 

a patchwork of rules and regulations with many drawbacks. Consumers can be 

confused about the extent of privacy protections, gaps exist in data privacy protections, 

and businesses can face increased compliance burdens and uncertainty.  

Companies that fail to comply with each existing privacy law risk a myriad of lawsuits 

from state regulators and individuals. As such, private companies conducting business 

in multiple states must track and monitor changes to state laws, which is often a 

challenging task for smaller businesses with fewer resources. If businesses are forced 

to comply with multiple state laws, it can inhibit business expansion, hiring, and the 

ability to develop and deploy new technologies.  

Federal legislation that preempts state data privacy laws has advantages and 

disadvantages.28 The complexities of federal preemption are discussed further in the 

chapter on Federal Preemption of State Law.  

 

  

 
27 ñData Breach Notification Laws by State.ò IT Governance, www.itgovernanceusa.com/data-breach-notification-laws.  
28 Mulligan, Stephen P., and Chris D. Linebaugh. ñData Protection and Privacy Law: An Introduction.ò Congressional 
Research Service, 12 Oct. 2022, crsreports.congress.gov/product/pdf/IF/IF11207.    

Source: BSA | The Software Alliance - State Privacy Bills and Laws Map 

https://www.itgovernanceusa.com/data-breach-notification-laws
https://crsreports.congress.gov/product/pdf/IF/IF11207
https://www.bsa.org/policy-filings/us-bsa-state-privacy-bills-and-laws-map
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Key Findings 
AI has the potential to exacerbate privacy harms. 

AI is inherently linked to issues of data: how to obtain large amounts of data, how to 

analyze data for patterns, and how to use those patterns to make predictions. 

Developers and users of AI can intentionally or unintentionally cause or exacerbate data 

privacy harms related to each of these facets.  

 

Americans have limited recourse for many privacy harms. 

Many businesses are generally unrestricted in the types of sensitive information they 

can collect from Americans, how they can use that information, who they can transfer or 

sell it to, and how long they can retain it. While state laws have started to address these 

concerns, many Americans have limited rights or recourse when faced with 

encroachments on their privacy.  

 

Federal privacy laws could potentially augment state laws. 

Federalism has been a controversial issue for federal data privacy laws because of its 

complexity. Congress could adopt a comprehensive system for data protection by 

expressly preempting state laws related to data privacy. Alternatively, Congress could 

preserve state laws in some ways but preempt them in others. Another option is for 

Congress to pass a law that preempts state legislation but still enables states to enforce 

the federal standard. Congress also has the option to leave state schemes intact in 

conjunction with a federal scheme.  
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Recommendations 
Recommendation: Explore mechanisms to promote access to data in privacy-

enhanced ways. 

Access to privacy-enhanced data will continue to be critical for AI development. The 

government can play a key role in facilitating access to representative data sets in 

privacy-enhanced ways, whether through facilitating the development of public datasets 

or the research, development, and demonstration of privacy-enhancing technologies or 

synthetic data. Congress can also support partnerships to improve the design of AI 

systems that consider privacy-by-design and utilize new privacy-enhancing technologies 

and techniques. 

 

Recommendation: Ensure privacy laws are generally applicable and technology-

neutral. 

Congress should ensure that privacy laws in the United States are technology-neutral 

and can address many of the most salient privacy concerns with respect to the training 

and use of advanced AI systems. Congress should also ensure that general protections 

are flexible to meet changing concerns and technology and do not inadvertently stymie 

AI development.  
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Background 
Like any major dual-use technology, AI has the potential to both bolster and undermine 

national security. This underscores its significance in U.S. defense strategy. Currently, 

the U.S. national security ecosystem is both using and developing AI, but a significant 

proportion of research and development related to AI is occurring outside of government 

activities.  

The Department of Defense (DOD) has been involved with AI since its earliest days, 

and its research underpins the flourishing AI ecosystem we see today. DOD is also on 

the leading edge of operationalizing and deploying AI. As early as 1991, DOD used AI to 

solve logistical challenges and reduce expenses.1 Today, the Pentagon is experimenting 

with AI in logistics, business operations, and vehicle autonomy, as well as conducting 

research and cooperative efforts with partners and allies across the globe. 

In 2018, Congress mandated the establishment of the National Security Commission on 

Artificial Intelligence (NSCAI)2 in the National Defense Authorization Act (NDAA) for 

Fiscal Year 2019.3 The Commissionôs work resulted in 543 recommendations spanning 

actions across the Executive Branch and Legislative Branch, organized along several 

lines of effort, including defense against AI-enabled threats, risk management for AI-

enabled and autonomous systems, talent management, and oversight and confidence-

building.4   

 
1 S. R. Hedberg, "DART: revolutionizing logistics planning," in IEEE Intelligent Systems, vol. 17, no. 3, pp. 81-83, April 
2005, https://ieeexplore.ieee.org/document/05635.  
2 National Security Commission on Artificial Intelligence, ñFinal Reportò, National Security Commission on Artificial 
Intelligence 2021, https://reports.nscai.gov/final-report/.  
3 U.S. Congress. Public Law No. 115-232: John S. McCain National Defense Authorization Act for Fiscal Year 2019. 
GovInfo, 13 Aug. 2018, https://www.govinfo.gov/app/details/PLAW-115publ232.   
4 Supra 2. 

https://ieeexplore.ieee.org/document/1005635
https://reports.nscai.gov/final-report/
https://www.govinfo.gov/app/details/PLAW-115publ232
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Congress implemented more than 100 legislative recommendations of the NSCAI 

report, including Section 235 of the FY21 NDAA (P.L. 116-283),5 Acquisition of Ethically 

and Responsibly Developed Artificial Intelligence Technology; Section 236 of the FY21 

NDAA (P.L. 116-283), Steering Committee on Emerging Technology; and Section 1118 

of the FY22 NDAA (P.L. 117-81),6 Occupational Series for Digital Career Field.  

Select History of Artificial Intelligence in the Department of Defense 

Defense Advanced Research Projects Agency (DARPA) 

DARPA has conducted AI research since the 1960s.7 Its research is fundamental to a 

wide range of technologies, such as autonomous vehicles and natural language 

processing (NLP), and forms the basis of commonly used AI-enabled applications as 

Appleôs Siri (the PAL, Personalized Assistant that Leans, program).8  

In 2018, DARPA launched AI Next, a $2 billion, multi-year campaign focused on 

automating DOD business practices, improving the robustness and reliability of AI, and 

enhancing AI security.9  

DARPA currently has multiple ongoing AI research programs, including the AI Cyber 

Challenge (AIxCC), a prize challenge conducted in collaboration with multiple AI 

companies such as Open AI, Anthropic, Google, and Microsoft, as well as with civil 

society groups such as the Linux Foundation, the Open Source Software Foundation, 

DEFCON, and Black Hat USA.  

AIxCC finalists develop open-source AI that can be used to secure AI from various 

cyberattacks and improve the use of AI in defending against cyberattacks.10 

 

 
5 Office of the Federal Register, National Archives and Records Administration. Public Law 116 - 283 - William M. 

(Mac) Thornberry National Defense Authorization Act for Fiscal Year 2021. U.S. Government Publishing Office, 31 

Dec. 2020, https://www.govinfo.gov/app/details/PLAW-116publ283.  
6 Office of the Federal Register, National Archives and Records Administration. Public Law 117 - 81 - National 
Defense Authorization Act for Fiscal Year 2022. U.S. Government Publishing Office, 26 Dec. 2021, 
https://www.govinfo.gov/app/details/PLAW-117publ81.   
7 Defense Advanced Research Projects Agency (DARPA). Defense Advanced Research Projects Agency. 
https://www.darpa.mil.  
8 Id. 
9 Defense Advanced Research Projects Agency (DARPA). "AI Next Campaign." Defense Advanced Research 
Projects Agency, 
https://www.darpa.mil/work-with-us/ai-next-campaign.   
10 Defense Advanced Research Projects Agency, ñDARPA AI Cyber Challenge Proves Promise of AI-Driven 
Cybersecurity.ò Defense Advanced Research Projects Agency, 11 Aug. 2024, https://www.darpa.mil/news-
events/2024-08-11.  

https://www.govinfo.gov/app/details/PLAW-116publ283
https://www.govinfo.gov/app/details/PLAW-117publ81
https://www.darpa.mil/
https://www.darpa.mil/work-with-us/ai-next-campaign
https://www.darpa.mil/news-events/2024-08-11
https://www.darpa.mil/news-events/2024-08-11
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Responsible AI 

DOD issued its first responsible use policy for AI in 2012, and additional Ethical 

Principles for AI were adopted thereafter.11 In 2021, DOD released a Responsible AI 

(RAI) Strategy and Implementation Pathway that details a framework to harness AI in 

line with deployment guidelines and use standards.12 This document also outlines how 

DOD will develop and deploy AI with appropriate levels of human oversight and 

intervention. The five RAI principles establish that AI should be responsible, equitable, 

traceable, reliable, and governable.13 

Project Maven 

Often considered DODôs first large-scale use of AI, Project Maven automated the 

analysis of full-motion video collected by intelligence, surveillance, and reconnaissance 

platforms.14 Despite some obstacles in the early years, there has been a robust 

maturation of Maven-related technologies. At the start of FY 2023, DOD transitioned 

Project Maven, including the management and responsibility for labeled data, AI 

algorithms, test & evaluation capabilities, and the platform itself, to the National 

Geospatial Intelligence Agency (NGA).15  

Chief Digital and Artificial Intelligence Officer  

The Chief Digital & AI Officer (CDAO), established in 2021, serves as DODôs senior 

official responsible for strengthening and integrating data, AI, and digital solutions.16 The 

CDAO assumed responsibility for the Joint AI Center (JAIC), Defense Digital Service 

(DDS), and the Chief Data Officer (CDO). The officeôs stated mission is to ñaccelerate 

DOD adoption of data, analytics, and artificial intelligence from the boardroom to the 

battlefield to enable decision advantage.ò  

 

 

 

 

 
11 Department of Defense. ñDOD Adopts Ethical Principles for Artificial Intelligence.ò U.S. Department of Defense, 24 
Feb. 2020, https://www.defense.gov/News/Releases/release/article/2091996/dod-adopts-ethical-principles-for-
artificial-intelligence/.  
12 U.S. Department of Defense. Department of Defense Responsible Artificial Intelligence Strategy and 
Implementation Pathway. June 2022, https://media.defense.gov/2022/Jun/22/2003022604/-1/-1/0/Department-of-
Defense-Responsible-Artificial-Intelligence-Strategy-and-Implementation-Pathway.PDF.  
13 Supra 11.  
14 U.S. Deputy Secretary of Defense Memorandum, ñEstablishment of an Algorithmic Warfare Cross-Functional Team 
(Project Maven),ò April 
2017, https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf. 
15 Nathan Strout. "Intelligence Agency Takes Over Project Maven, the Pentagonôs Signature AI Scheme." C4ISRNET, 
27 April 2022, https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-
pentagons-signature-ai-scheme/.  
16 U.S. Department of Defense. Artificial Intelligence (AI). https://www.ai.mil.  

https://www.defense.gov/News/Releases/release/article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://www.defense.gov/News/Releases/release/article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://media.defense.gov/2022/Jun/22/2003022604/-1/-1/0/Department-of-Defense-Responsible-Artificial-Intelligence-Strategy-and-Implementation-Pathway.PDF
https://media.defense.gov/2022/Jun/22/2003022604/-1/-1/0/Department-of-Defense-Responsible-Artificial-Intelligence-Strategy-and-Implementation-Pathway.PDF
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.ai.mil/
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As of 2023, CDAOôs stated priorities were:  

¶   Advancing ADVANA, the Departmentôs big-data analytic and visualization platform.  

¶   Improving data quality and data labeling. 

¶   Driving Artificial Intelligence/Machine Learning (AI/ML) or ñEnterprise Scaffolding.ò  

¶   Enabling a joint All-Domain Command & Control (JADC2) Data Integration Layer.  

CDAO is responsible for the data fabric necessary to exchange data among 

Combatant Commands and foreign military partners.    

¶   Planning a Digital Talent Management Pilot for establishing a Defense Digital 

Corps, a cadre of digital experts assigned to digital positions across DOD and 

managed as a unified cohort. 

The CDAO structures its efforts around five key functions:  

¶   Leading and overseeing DOD's strategy development and policy formulation for 

data, analytics, and AI. 

¶   Working to break down barriers to the adoption of AI and data services within 

appropriate DOD institutional processes. 

¶   Creating digital infrastructure and services that support components' development 

and deployment of data, analytics, AI, and digitally enabled solutions. 

¶   Selectively scaling proven digital and Al-enabled solutions for enterprise and joint 

use cases. 

¶   Surging digital services for rapid response to crises and emergent challenges. 

As of January 2024, the CDAOôs total military and civilian combined onboard strength 

was 177, with authorization for up to 197 civilian full-time equivalents (FTEs). 

Additionally, total military on-board strength stood at 49, of which 26 were filled by 

active-duty military billets, with the remainder filled by reservists and National Guard 

members.  

CDAO is Working to Scale AI Across DOD 

The CDAO has been working on multiple initiatives to build the foundations for AI across 

the Department. This includes, most notably, the ADVANA platform, which enhances 

enterprise analytics, enables common data models, and facilitates natural language 

discovery.17 CDAO has also played an important role in the Combined Joint All Domain 

Command & Control (CJADC2) effort to improve data transport.  

 
17 Grace Lin. "Meet Advana: How the Department of Defense Solved Its Data Interoperability Challenges." 
Government Technology Insider, 7 April 2021, https://governmenttechnologyinsider.com/meet-advana-how-the-
department-of-defense-solved-its-data-interoperability-challenges/.  

https://governmenttechnologyinsider.com/meet-advana-how-the-department-of-defense-solved-its-data-interoperability-challenges/
https://governmenttechnologyinsider.com/meet-advana-how-the-department-of-defense-solved-its-data-interoperability-challenges/
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Another CDAO effort, Tradewinds, is a suite of services designed to accelerate adoption 

of AI/ML across DOD. The Tradewinds Solutions Marketplace (launched in November 

2022) serves as a marketplace for opportunities to work with DOD on AI/ML, data, and 

digital projects.  

CDAO also recently announced a new initiative called Open DAGIR (Open Data and 

Applications Government-owned Interoperable Repositories).18 This multi-vendor 

ecosystem will enable industry and government to integrate data platforms and 

development tools/environments while preserving government data ownership and 

industry IP. These and other ongoing efforts at CDAO remain key to establishing the 

necessary underpinnings for scaling AI/ML across DOD. 

National Security Memorandum on AI 

In October 2024, the Biden Administration released a national security memorandum 

(NSM) on AI.19 The NSM makes several policy changes, including making competitor 

nationsô operations against domestic AI companies a top intelligence priority, activities to 

support the evaluation of AI systems, and activities to support the use of AI systems in 

service of the national security mission in ways that align with U.S. values and human 

rights. 

Artificial Intelligence Research and Development 

Department of the Army  

The Army leverages and integrates AI/ML to identify, assess, and prioritize threats and 

facilitate rapid decision-making. The Army intends to integrate AI/ML to enhance 

intelligence operations, predictive maintenance, talent management, and command and 

control, among other use cases. The Armyôs Aided Threat Recognition from Mobile 

Cooperative and Autonomous Sensors (ATR-MCAS) program designs and develops 

AI/ML mobility algorithms to allow autonomous ground and air vehicles to perceive the 

environment, to enable collaborative teaming between vehicles and to aggregate and 

distribute large amounts of target data during reconnaissance missions.20  

 
18 U.S. Department of Defense. "CDAO Announces New Approach to Scaling Data, Analytics, and AI Capabilities." 
U.S. Department of Defense, 30 May 2024, https://www.defense.gov/News/Releases/Release/Article/3791829/cdao-
announces-new-approach-to-scaling-data-analytics-and-ai-capabilities/.  
19 White house, ñMemorandum on Advancing the United Statesô Leadership in Artificial Intelligence; Harnessing 

Artificial Intelligence to Fulfill National Security Objectives; and Fostering the Safety, Security, and Trustworthiness of 
Artificial Intelligence.ò White House. 24 Oct. 2024, https://www.whitehouse.gov/briefing-room/presidential-
actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-
artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/.  
20 Patrick Ferraris, "Aided Detection on the Future Battlefield." U.S. Army, 
https://www.army.mil/article/232074/aided_detection_on_the_future_battlefield.  

https://www.defense.gov/News/Releases/Release/Article/3791829/cdao-announces-new-approach-to-scaling-data-analytics-and-ai-capabilities/
https://www.defense.gov/News/Releases/Release/Article/3791829/cdao-announces-new-approach-to-scaling-data-analytics-and-ai-capabilities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.army.mil/article/232074/aided_detection_on_the_future_battlefield
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Department of the Navy 

The Office of Naval Research (ONR) is integrating AI to optimize mission planning, 

monitor Navy platforms, and forecast possible enemy courses of action.21 ONR also 

incorporates AI to enable intelligent autonomous systems (IAS) for distributed maritime 

operations. The goal is to demonstrate IAS maneuverability and teaming and to assess 

kill chains over tactically relevant ranges without relying on vulnerable command and 

control systems.  

The Minerva program uses AI to optimize the assignment and location of kill chains 

(including sensors, ships, and weapons) to better balance the Navyôs offensive and 

defensive posture. 

The U.S. Marine Corps is leveraging AI to develop a common operating picture, 

enhance situational awareness, and inform and support command decision-making by 

inferring adversarial intent and recognizing patterns in common intelligence and tactical 

scenarios.  

 
21 U.S. Navy, Office of Naval Research. Office of Naval Research. https://www.onr.navy.mil/.  

A ground control station renders a flight path for an autonomous inspection drone at Pittsburgh International Airport 

Air Reserve Station, Pa., Sept. 8, 2023. Source: DARPA Aims to Develop AI, Autonomy Applications Warfighters 

Can Trust 

https://www.onr.navy.mil/
https://www.defense.gov/News/News-Stories/Article/Article/3722849/darpa-aims-to-develop-ai-autonomy-applications-warfighters-can-trust/
https://www.defense.gov/News/News-Stories/Article/Article/3722849/darpa-aims-to-develop-ai-autonomy-applications-warfighters-can-trust/
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Department of the Air Force 

The Air Forceôs basic research program investigates scientific principles and algorithms 

that underlie intelligent, human-machine decision-making to enable machine-based 

future battlespace networks. The Air Force (USAF) and Space Force (USSF) are also 

seeking to leverage AI/ML to support faster material development and characterization 

modeling for materials science problems; automate multi-sensor data exploitation, 

information processing, and data fusion; develop networked collaborative autonomous 

weapons technology; and support and perform operations in complex adversarial 

environments. The Fight Tonight program seeks to develop and demonstrate AI-based 

military planning capabilities to build, assess, and adopt combat power that possesses 

the speed and scale necessary to achieve a decisive advantage in a peer conflict in 

highly contested environments.  

In June 2024, the Department of the Air Forceôs Chief Information Officer, in partnership 

with the Air Force Research Laboratory, announced a series of initiatives to responsibly 

experiment with Generative AI within the confines of predetermined safeguards. These 

efforts, collectively known as ñNIPRGPT,ò are designed to build capabilities organic to 

USAF and USSF and provide a proving ground for private sector partners to 

demonstrate new technologies and new use cases with military applications.22   

DARPA 

DARPA currently has several initiatives focused on developing and integrating AI for 

mission areas, including space domain awareness/data fusion, the autonomous 

maneuver of unmanned systems in military-relevant environments, defense against 

adversarial AI, and algorithms to detect AI-generated content (ñdeepfakesò). In addition, 

DARPA has also coordinated with the Air Force and industry to use AI to fly an F-16 

fighter jet autonomously.  

In 2023, DARPA launched AI Forward, which aims to explore new directions for AI to 

ensure trustworthy military systems.23 AI Forward brings together the private sector, 

academia, and government to identify future DARPA AI focus areas and exploration 

opportunities. This initiative also leverages unique funding opportunities and 

streamlined contracting processes to rapidly address emergent AI research challenges 

and ensure trustworthiness in current and future AI systems.  

Issues 

The development of AI in the national security arena faces both technical and non-

technical impediments.   

 
22 VADM Robert Sharp, ñGEOINT: The Foundation of Intelligenceò. 25 April 2022. 

https://www.nga.mil/news/Remarks_as_prepared_for_delivery_by_Vice_Adm_Rober.html.  
23 Defense Advanced Research Projects Agency (DARPA). "AI Forward." Defense Advanced Research Projects 
Agency, https://www.darpa.mil/work-with-us/ai-forward.   

https://www.nga.mil/news/Remarks_as_prepared_for_delivery_by_Vice_Adm_Rober.html
https://www.darpa.mil/work-with-us/ai-forward


Bipartisan House Task Force on Artificial Intelligence 
National Security 

46 

The technical challenges fall into the following categories: data, infrastructure/compute, 

algorithm and model protection, and talent. All should be viewed as distinct from the 

additional DOD and Executive Branch institutional issues requiring a commensurate 

effort to ensure AI is properly utilized.  

Data 

Data, analytics, and AI play a role in all four DOD priorities outlined in the National 

Defense Strategy.24 They constitute core capabilities that underpin DODôs operational 

and business analytics, as well as its decision-making in support of the Secretary of 

Defenseôs (SECDEF) priorities to ñDefend the Nation,ò ñTake Care of Our People,ò and 

ñSucceed Through Teamwork.ò Data, analytics, and AI are also core capabilities of 

executing joint warfighting functions, especially CJADC2. However, specific obstacles to 

increased data usage include the following: 

¶   DOD still uses a significant number of legacy systems. Some of these systems are 

in locations that make replacements or upgrades difficult for various reasons. For 

example, some legacy systems are located on ships or satellites, and others are 

employed in critical pieces of technology with a low tolerance for risk. Legacy 

systems may use data in antiquated formats not amenable to use by AI. 

¶   Data is frequently unlabeled, rendering it unable to be leveraged to train AI 

algorithms.  

¶   Data ownership is unclear, or DOD does not own relevant data. Contractors may 

own data and not make it available to train algorithms.  

¶   Many programs across DOD and the services are siloed for programmatic or 

classification reasons, hindering both the accessibility and usability of the data for 

AI applications.  

¶   Data is susceptible to attack through poisoning or purposeful insertion or deletion 

that maliciously alters algorithms or models. 

 
24 U.S. Department of Defense. 2022 National Defense Strategy, Nuclear Posture Review, and Missile Defense 
Review. October 2022, https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-
STRATEGY-NPR-MDR.pdf.  

https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-STRATEGY-NPR-MDR.pdf
https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-STRATEGY-NPR-MDR.pdf
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Infrastructure/Compute 

Infrastructure must satisfy certain operational criteria to support DODôs AI efforts. To 

deploy AI across the DOD enterprise, especially operationally and at the edge, sufficient 

infrastructure is necessary to transport data at the speed required for operational 

relevance. In conflict, especially in the Indo-Pacific area of operation, warfightersô use of 

AI could be limited by a lack of proper infrastructure or compute power or by an 

inordinate reliance on infrastructure (e.g., undersea cables or satellites) susceptible to 

attacks. 

AI Algorithm and Model Protection 

Algorithms and models must resist various attacks that could render them ineffective or 

harmful when deployed by DOD. Algorithms and models can be purposefully or 

accidentally manipulated to render them ineffective, useless, or inaccurate, potentially 

endangering human lives.  

The CDAO, in close coordination with data owners and end users of AI systems, is 

developing guiding principles to ensure DOD components and vendors manage the 

entire lifecycle of AI training data, algorithms, and trained models. This control will help 

make the resulting AI systems secure and resilient to attacks, manipulation, or misuse 

by malicious state and non-state actors. 

DODôs supply chain assurance and test and evaluation activities are essential for 

protecting AI data, algorithms, and models. Vulnerabilities in hardware and software 

supply chains, including our vendor base, can provide adversaries with attack vectors 

against DODôs AI capabilities.  

The CDAO is working with the Office of the Under Secretary of Defense for Acquisition 

and Sustainment (OUSD A&S), DARPA, the Defense Logistics Agency (DLA), the 

Services, and the Military Department Counterintelligence Organizations to prototype AI 

supply chain risk evaluation and establish best practices for leveraging data to identify 

and prioritize supply chain threats. Hardware and software supply chains are secured 

from threats across the risk spectrum defined by the DOD Supply Chain Risk 

Management Taxonomy. 

Talent 

Realizing the full benefits of AI requires a workforce skilled in diverse technical and 

analytic skills. DOD must compete with the private sector for the technical talent 

required to develop, use, and deploy AI for military applications. DOD must also ensure 

adequate training of its workforce to understand how to best utilize AI for military use 

cases, ensure ethical applications of AI across the force, and integrate AI-enabled 

systems into legacy platforms.  
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Institutional 

DOD faces organizational challenges in acquiring 

and using AI. Acquisition professionals, senior 

leaders, and warfighters often hesitate to adopt 

new, innovative technologies and their associated 

risk of failure.  

DOD must shift this mindset to one more 

accepting of failure when testing and integrating AI 

and other innovative technologies. It also needs 

an acquisition workforce that understands AI and 

its impact on military systems. This workforce 

must understand the most effective acquisition 

pathways for AI systems and software. 

It can take years to procure and scale a new 

capability across DOD, whereas AI and other 

software-centric technologies generally iterate  

in much shorter timeframes. To avoid technology obsolescence issues, DOD must 

accelerate its planning, programming, budgeting, and execution (PPBE) cycles and its 

procurement timelines to ensure that AI technologies, once procured, remain relevant 

and up to date. Simultaneously, AI is evolving faster than the development and adoption 

of associated policies for its responsible use. DOD must ensure that it updates policies 

appropriately to reflect the changing nature of technology and its impact on warfare.  

Non-technical challenges  

Non-technical challenges include the risks that stem from AI development, especially AI 

with advanced capabilities. Since DOD does not control the course of AI development 

by third parties, the resulting AI assumptions, reliability thresholds, use cases, purposes, 

and capabilities may not be appropriate for DOD uses.  

External AI development also limits DODôs ability to protect the technology from 

adversaries, including nation-states and individual actors. Although the United States is 

committed to developing AI ethically and responsibly, many other parties are not. Finally, 

the novelty of contemporary AIôs capabilities makes it more challenging to predict and 

address how it might be used for harm.  

Dual-Use 

The AI marketplace is primarily driven by commercial interests outside the traditional 

defense industrial base. DOD must take advantage of this burgeoning private sector 

and the associated capital markets to incentivize industry to develop solutions that 

benefit the warfighter. This will require DOD to engage in more timely procurement of AI 

solutions at scale with nontraditional defense contractors. At the same time, industry 

must also work to ensure adequate protection of DOD-relevant data and algorithms.  
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Many AI applications are dual-use in that their versatility and wide-ranging capabilities 

permit them to be used in both civilian and military capacities. Since the commercial 

sector widely uses such dual-use technologies, it is extremely difficult for DOD to limit 

adversariesô acquisition of these technologies. Consequently, DOD must be capable of 

both using and defending against dual-use AI.  

Chinese Investment & Ethical AI Standards 

U.S. adversaries are developing extremely advanced AI models, tools, and applications 

and are participating extensively in global AI research and publications. The Chinese 

Communist Party (CCP) has stated that China intends to become the world leader in AI 

by 2030.25  

China has been ranked in the top three countries for global AI vibrancy.26 It was ahead 

of the United States in several categories, including the number of AI patent 

applications, journal publications, and journal citations. It is estimated that Chinaôs 

burgeoning AI sector could create over $600 billion in economic value annually.27  

 
25 Mozur, Paul. "Chinaôs Artificial-Intelligence Boom." The New York Times, 20 July 2017, 
https://www.nytimes.com/2017/07/20/business/china-artificial-intelligence.html.  
26 "Tortoise Intelligence: Global AI." Tortoise Media, https://www.tortoisemedia.com/intelligence/global-ai/.  
27 Shen, Kai, et al. ñThe next Frontier for AI in China Could Add $600 Billion to Its Economy.ò McKinsey & Company, 7 
June 2022, www.mckinsey.com/capabilities/quantumblack/our-insights/the-next-frontier-for-ai-in-china-could-add-600-
billion-to-its-economy.  

Source: Axios - Patent applications from Chinese inventors pass U.S. for first time 

https://www.nytimes.com/2017/07/20/business/china-artificial-intelligence.html
https://www.tortoisemedia.com/intelligence/global-ai/
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-next-frontier-for-ai-in-china-could-add-600-billion-to-its-economy
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-next-frontier-for-ai-in-china-could-add-600-billion-to-its-economy
https://www.axios.com/2024/03/01/china-us-patents-science-tech
https://www.axios.com/2024/03/01/china-us-patents-science-tech
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In addition to these economic effects, the CCP has outlined an innovation strategy for 

the People's Liberation Army (PLA). A component of this strategy is to militarize AI for 

next-generation warfighting, thereby obtaining a military advantage over countries like 

the United States. 

Chinaôs success in AI is partly due to the large data sets available to the government 

under its autocratic regime. The country has exceptionally large swaths of labeled data 

sets available to continuously train AI models and algorithms.28 For the United States to 

lead in AI development over China, it must develop better methods to label large 

amounts of data at scale.  

While the United States holds high standards for the ethical development and use of AI, 

our adversaries do not. The CCP, in particular, is not bound by the same standards of AI 

development and deployment as the United States. This raises grave concerns about 

the way China and the PLA will leverage AI systems and the underlying data as a 

weapon against the U.S.  

Autonomy  

AI and autonomy are inextricably linked. Autonomous systems can provide great value 

to the military for intelligence, surveillance, reconnaissance, logistics, base protection 

and defense, and more. However, autonomous weapons leveraging AI also raise 

concerns about ethics, decision-making, and governance. Autonomous systems must 

be carefully and continuously reviewed and aligned with DOD policy on autonomous 

weapons.  

Standards Adoption 

AI standards are rooted in the initiatives, frameworks, guidance, and ethical guidelines 

outlined above. Given how quickly AI technologies evolve, prematurely enshrining 

formal enterprise AI standards risks constraining DOD to approaches or processes that 

cannot keep pace with changes in the state of AI technology and commercial offerings.  

Because of this, CDAO has adopted a dual approach to AI standards. In areas where a 

common enterprise approach is critical, such as those outlined in DOD AI Ethical 

Principles or the Responsible AI Strategy and Implementation Pathway, CDAO pursues 

early implementation of relevant AI standards.  

In contrast, CDAO has adopted a more gradual, iterative approach to AI standards 

development in areas where it is less critical to have a single unified enterprise 

standard. This more measured pace of AI standards development enables 

experimentation and ensures DOD can keep pace with rapidly changing technologies.  

 
28Data, Analytics, and AI Adoption Strategy. U.S. Department of Defense, 27 June 2023, 
https://media.defense.gov/2023/Nov/02/2003333300/-1/-
1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF. 

https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
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This approach to AI standards is reflected in the process CDAO outlined in DODôs Data, 

Analytics, and AI Adoption Strategy29 and the Federated AI Construct Implementation 

Plan.30  

Through this approach, in collaboration with DOD Components and conversation with 

industry, CDAO iteratively assesses areas where common best practices, approaches, 

technical patterns, or standards may be appropriate for adoption and scaling across the 

enterprise. This approach, outlined in the Federated AI Construct Implementation Plan, 

was developed based on inputs from the Service Chief Data Officers, the Joint Staff J2, 

ODNIôs Automating Intelligence Using Machines (AIM) Initiative, and NGAôs Project 

Maven.  

 
29 Id. 
30 U.S. Government Accountability Office, ñArtificial Intelligence: DOD Needs Department-Wide Guidance to Inform 
Acquisitions.ò U.S. Government Accountability Office, 29 June 2023, https://www.gao.gov/products/gao-23-105850.  

https://www.gao.gov/products/gao-23-105850
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Key Findings 
AI is a critical component of national security.  

AI technology and expertise with AI, encompassing both offensive and defensive use 

capabilities, is essential to our national security ecosystem. Congress should explore 

ways that the U.S. national security apparatus can safely adopt and harness the 

benefits of AI. 

 

U.S. adversaries are adopting and militarizing AI. 

U.S. adversaries are developing extremely advanced AI models, tools, and applications 

and are participating extensively in global AI research and publications. 

 

National security requires advanced cloud access and AI. 

In a conflict, the U.S. military will be required to operate over vast distances. 

Transporting data across these immense spaces and oceans will require effective use 

of the cloud, automation, and AI. 

 

National security requires AI for contested environments. 

In a conflict, all systems, including AI-enabled autonomous systems, will be required to 

operate in contested, denied, and degraded environments. DOD is actively exploring 

requirements for compute at the edge in order to ensure that AI remains relevant in 

contested environments and that autonomous systems remain secure and trustworthy.  

 

AI can vastly improve DOD business processes. 

AI can be deployed today to simplify back-office tasks and functions, such as auditing, 

financial management, and other business processes. This can result in increased cost 

savings and reduced bureaucracy. 
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Recommendations 
Recommendation: Focus congressional oversight on AI activities for national 

security. 

Congress should exercise its oversight function through briefings, hearings, letters, and 

other opportunities. Such oversight would ideally include hearing from those inside and 

outside the government. These interactions must recognize that Members of Congress 

and staff have varying levels of understanding of AI. The House Armed Services 

Committee (HASC) and other committees of jurisdiction should ensure that briefings 

and hearings on AI activities for national security encompass a variety of perspectives 

and are suitable for different levels of expertise.  

 

Recommendation: Support expanded AI training at DOD. 

DOD is expanding employee training on AI for acquisition professionals, warfighters, 

senior leaders, and others serving in the Department. However, Congress must ensure 

DOD vigorously embraces these efforts.   

 

Recommendation: Continue oversight of autonomous weapons policies. 

In 2023, DOD updated Directive 3000.09 Autonomy in Weapon Systems, which applies 

to autonomous and semi-autonomous weapon systems, including those that incorporate 

AI.31 This policy establishes that ñautonomous and semi-autonomous weapon systems 

will be designed to allow commanders and operators to exercise appropriate levels of 

human judgment over the use of force.ò The directive establishes guiding principles for 

designing, developing, acquiring, testing, fielding, and employing autonomous and 

semi-autonomous weapon systems. Congress should continue robust oversight of this 

and any relevant successor policies and support DODôs policy of requiring meaningful 

human control over the launch of nuclear weapons.   

 

Recommendation: Support international cooperation on AI used in military 

contexts. 

International cooperation will be key to addressing the broader security concerns posed 

by AI in military contexts. Encouraging global norms and agreements that enshrine 

oversight over AI in military contexts, such as through the Political Declaration on 

Responsible Military Use of AI, could strengthen global security efforts.32

 
31 U.S. Department of Defense, DOD Directive 3000.09: Autonomy in Weapon Systems. U.S. Department of Defense, 
25 Jan. 2023, https://media.defense.gov/2023/Jan/25/2003149928/-1/-1/0/DOD-DIRECTIVE-3000.09-AUTONOMY-
IN-WEAPON-SYSTEMS.PDF.  
32 Bureau of Arms Control, Deterrence, and Stability. "Political Declaration on Responsible Military Use of Artificial 
Intelligence and Autonomy." U.S. Department of State, 9 Nov. 2023, https://www.state.gov/political-declaration-on-
responsible-military-use-of-artificial-intelligence-and-autonomy-2/.  

https://media.defense.gov/2023/Jan/25/2003149928/-1/-1/0/DOD-DIRECTIVE-3000.09-AUTONOMY-IN-WEAPON-SYSTEMS.PDF
https://media.defense.gov/2023/Jan/25/2003149928/-1/-1/0/DOD-DIRECTIVE-3000.09-AUTONOMY-IN-WEAPON-SYSTEMS.PDF
https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-2/
https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-2/
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Background 
AI has been transformative across the scientific, economic, and defense realms.1 There 

is a worldwide race to lead in fundamental AI research and commercial applications. 

The U.S. remains the leader in fundamental research and standards and consistently 

produces cutting-edge AI applications, such as ChatGPT, before other nations. 

However, according to the latest National Science Boardôs (NSB) Science and 

Engineering Indicators report, adversarial nations like the Peopleôs Republic of China 

(PRC) are quickly outpacing the world in highly cited and collaborative research and 

development.2 To maintain U.S. leadership in global AI innovation and governance, 

Congress will need to continue federal R&D efforts, supporting AI evaluations, and 

bolstering U.S. standardization efforts for AI. 

The field of artificial intelligence is not new. The U.S. government has been investing in 

artificial intelligence research since the 1950s. However, in the last 10 years, the 

number of AI scientific publications began to accelerate, and in 2016, the U.S. 

government released its first initiative on AI.3 Simultaneously, the private sector has 

been accelerating its investments in AI research and development (R&D), with most of it 

heavily concentrated in a few large companies. As a result, there is an increased focus 

on public-private partnerships in AI R&D to accelerate different areas of AI and broaden 

opportunities for smaller companies and institutions of higher education to contribute to 

their development. 

 
1 Eric Schmidt. "AI, Great Power Competition & National Security." Daedalus, 2022, 
https://www.amacad.org/publication/daedalus/ai-great-power-competition-national-security.  
2 National Science Board. The State of U.S. Science and Engineering 2024: Advancing the Future of the Nationôs 
Workforce and Innovation. National Science Foundation, 2024, https://ncses.nsf.gov/pubs/nsb20243.  
3 National Science Board. ñArtificial Intelligence and the Future of U.S. Technology and Workforce Development.ò 
National Science Foundation, 2020, https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology.  

https://www.amacad.org/publication/daedalus/ai-great-power-competition-national-security
https://ncses.nsf.gov/pubs/nsb20243
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
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AI R&D involves developing methods for learning from data, representing knowledge, 

and performing reasoning to build computer systems capable of performing tasks that 

typically require human intelligence. Fundamental research to advance AI systems 

seeks to improve methods for learning, reasoning, problem-solving, planning, 

knowledge representation, language understanding, and visual perception, as well as to 

understand how systems operate in the real world to assess and address risks, 

including safety, security, and bias.4   

Understanding and mitigating potential risks while capturing benefits will be important to 

AI adoption across all domains and use cases, especially for safety-critical cases or 

cases in which AI-based decisions significantly affect individuals, communities, the 

environment, or society at large. Research in this area is needed to solve several major 

outstanding science and technology challenges, including improving transparency 

mechanisms, such as explainability and interpretability; evaluating the capabilities and 

limitations of AI systems; developing technical mitigations and defense mechanisms for 

highly capable AI systems; improving the abilities of AI systems or agents to perceive 

and act; and developing scalable, general-purpose AI systems that can be deployed 

across real and virtual environments. 

 

AI R&D also involves the application of AI systems to advance research across fields of 

science and engineering. The following is a small sampling of scientific fields for which 

machine learning and AI have been helping to drive discovery for years: 

¶ Biology: personalized genetic medicine; biomolecule structure prediction; 

microscopy image analysis; synthetic biology 

¶ Geology: data interpretation of air, space, and marine sensors; geomodelling 

¶ Astronomy: celestial body identification 

¶ Chemistry: property prediction, sustainable chemistry 

¶ Physics: analysis of complex systems; materials prediction; quantum information 

science 

U.S. AI Research and Development 

The United States has maintained its AI leadership largely due to continued and 

consistent federal investments in AI R&D over decades. Federal investments have 

enabled key discoveries that have driven the technology forward. For example, the 

National Science Foundation (NSF) investments supported key research that led to the 

development of neural networks, which are widely used by industry and academia today 

and whose progenitor was awarded the 2024 Nobel Prize in Physics.5 

 
4 Horvitz, Eric and Mitchell, Tom. ñScientific Progress in Artificial Intelligence: History, Status, and Futures.ò February 
2024, http://erichorvitz.com/AI_Overview_History_Status_Futures_February_2024.pdf.  
5 National Science Foundation. "NSF Congratulates the 2024 Nobel Prize in Physics Laureates." National Science 
Foundation, 2024, https://new.nsf.gov/news/nsf-congratulates-laureates-2024-nobel-prize-physics.  

http://erichorvitz.com/AI_Overview_History_Status_Futures_February_2024.pdf
https://new.nsf.gov/news/nsf-congratulates-laureates-2024-nobel-prize-physics
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The United Statesô total AI R&D growth over the last decade has greatly benefited from 

contributions made by industry. While nonprofits and academia have contributed to this 

growth, building cutting-edge AI systems requires large amounts of data, computing 

power, and financial resources and industry members, especially large firms, tend to 

have greater access to these resources. According to the Stanford University AI Index 

Report 2023, private U.S. businesses invested $47.4 billion in 2022, roughly 3.5 times 

the amount invested by the next highest countryôs private industry (China, $13.4 

billion).6  

The U.S. is also the global leader in newly funded AI companies, with almost double the 

number of new companies in the European Union and United Kingdom combined, 

which is 3.4 times more than those in China.7 

 

Federal Agency Investment in AI R&D 

The most recent estimate of total U.S. federal R&D spending on AI was $2.9 billion in 

2023.8 While the private sector funds and performs the majority of U.S. R&D, the federal 

government has been the leading source of support for basic research. It funds R&D in 

areas where the industry lacks incentives to invest, which is critical for national security, 

public health, weather prediction, and other societal needs. Federal spending on non-

defense AI R&D has increased from $560 million in fiscal year 2018 to $2.1 billion in 

2023.9 All federal science agencies are making substantial investments in fundamental 

AI R&D.  

 
6 N. Maslej, et al. ñThe AI Index 2023 Annual Report,ò Stanford University, April 2023. https://aiindex.stanford.edu/wp-
content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf.  
7 Id. 
8 National Information Technology Research and Development. "AI R&D Investments." Networking and Information 
Technology Research and Development, https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/.  
9 Supra 6. 

Source: Stanford University - The AI Index 2023 Annual Report 

https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
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Federal R&D Expenditures for AI by Select Agencies (U.S. dollars, in millions) 10 

Agency  FY 2022 Actual  FY 2023 Enacted  FY 2024 Requested  

DOE 224.9 246.4 240.6 

NASA 5.7 6.6 12.8 

NIH 860.4 919 925.7 

NIST 31.5 36.2 36.4 

NOAA 3.5 6.4 5 

NSF 720 637.6 757.6 

USDA 135.9 141.3 156.9 

DARPA 429.8 400.5 322.1 

 

The most significant step Congress has taken to enhance AI R&D was including the 

National Artificial Intelligence Initiative Act of 2020 (NAIIA) in Division E of the 2021 

National Defense Authorization Act.11 NAIIA takes a multifaceted approach to AI 

innovation. It prioritizes AI R&D through U.S.-sponsored research, strengthening 

research infrastructure, facilitating public-private partnerships, modernizing governance 

and technical standards for AI technologies, utilizing AI technologies for government 

services, promoting international engagement on AI, and providing AI education, 

including workforce R&D and re-skilling education.12 

In January 2021, OSTP implemented a requirement in NAIIA and established the 

National AI Initiative Office (NAIIO).13 The Office oversees and implements the United 

Statesô national AI strategy and serves as the central hub for federal coordination and 

collaboration in AI research and policymaking across the government and with the 

private sector, academia, and other stakeholders. 

The AI initiative is further coordinated through various subcommittees and working 

groups under the National Science and Technology Council (NSTC), an executive-level 

council of advisors for the President primarily focused on coordinating science and 

technology policy.14 The different interagency groups address different aspects of 

federal AI efforts, from coordinating fundamental research to monitoring developments 

in the private sector and internationally to carrying out specific NAIIA requirements, 

including reporting requirements. 

 
10 Supra 8.  
11 House of Representatives, Congress. 15 U.S.C. 9411 - National Artificial Intelligence Initiative. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap119-
subchapI-sec9411 
12 U.S. House of Representatives, Committee on Science, Space, and Technology. AI One-Pager: H.R. 6216, the 
National Artificial Intelligence Initiative Act of 2020. https://republicans-science.house.gov/_cache/files/b/1/b1cdbff1-
29fb-42eb-9b68-62549079d797/29C8210F379D9896460FA4171986B70B.ai-one-pager-6216.pdf.  
13 The White House. "White House Launches National Artificial Intelligence Initiative Office." The White House, 2021, 
https://trumpwhitehouse.archives.gov/briefings-statements/white-house-launches-national-artificial-intelligence-
initiative-office/.  
14 Office of Science and Technology Policy. "National Science and Technology Council (NSTC)." The White House, 
https://www.whitehouse.gov/ostp/ostps-teams/nstc/.  

https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap119-subchapI-sec9411
https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap119-subchapI-sec9411
https://republicans-science.house.gov/_cache/files/b/1/b1cdbff1-29fb-42eb-9b68-62549079d797/29C8210F379D9896460FA4171986B70B.ai-one-pager-6216.pdf
https://republicans-science.house.gov/_cache/files/b/1/b1cdbff1-29fb-42eb-9b68-62549079d797/29C8210F379D9896460FA4171986B70B.ai-one-pager-6216.pdf
https://trumpwhitehouse.archives.gov/briefings-statements/white-house-launches-national-artificial-intelligence-initiative-office/
https://trumpwhitehouse.archives.gov/briefings-statements/white-house-launches-national-artificial-intelligence-initiative-office/
https://www.whitehouse.gov/ostp/ostps-teams/nstc/
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The NSTC has released several reports on different 

aspects of the federal role in AI, including the first 

National AI R&D Strategic Plan in 2016.15,16 The 

strategic plan calls for long-term investments in AI 

research to keep the United States a world leader in 

AI. It has been updated twice, in 2019 and 2023.17,18 

The plan identified knowledge gaps regarding 

fundamental AI questions, human-AI teaming, AI 

governance, measuring, testing, and standards for AI, 

robotics, and more. It included recommendations for 

research, research infrastructure, international 

cooperation, developing shared public data sets, 

fostering public-private partnerships, and AI R&D 

workforce needs.  

Highlights of Federal AI R&D and Infrastructure Investments 

As an illustration of the breadth of AI R&D, every research directorate at the NSF 

contributes to its total portfolio of AI R&D.19 It is worth noting that NSF is our 

government's largest computer science research funder.  

In addition, because of its Social, Behavioral, and Economic Sciences Directorate, NSF 

also has an outsized role in advancing research on ethical, legal, and social implications 

of AI and the science of AI governance more broadly, including by supporting 

interdisciplinary research teams that include social scientists and technology ethicists. 

As the U.S. faces intensifying global competition in science and technology, NSFôs 

investments in emerging technology research are imperative for scaling innovation and 

commercializing basic research. Created in 2022, the Technology, Innovation, and 

Partnership (TIP) Directorate builds on NSFôs longstanding leadership in science and 

engineering research and education. NSF recently released a 3-year roadmap for TIP, 

identifying AI and machine learning (ML) as the top priority.  

 
15 Office of Science and Technology Policy. ñPreparing for the Future of Artificial Intelligence.ò The White House, 
October 2016, 
https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_fu
ture_of_ai.pdf.  
16 Office of Science and Technology Policy. ñArtificial Intelligence, Automation, and the Economy.ò The White House, 
December 2016, https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-
Automation-Economy.PDF.  
17 ñNational Artificial Intelligence Research and Development Strategic Plan: 2019 Updateò. National Coordination 
Office for Networking and Information Technology Research and Development, 2019, 
https://www.nitrd.gov/pubs/National-AI-RD-Strategy-2019.pdf.  
18 ñNational Artificial Intelligence Research and Development Strategic Plan: 2023 Updateò. National Coordination 
Office for Networking and Information Technology Research and Development, 2023, 
https://www.nitrd.gov/pubs/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-
Update.pdf.  
19 National Science Foundation. "What is Artificial Intelligence?" National Science Foundation, 
https://new.nsf.gov/focus-areas/artificial-intelligence#what-is-artificial-intelligence-695.  

Source: NITRD - AI R&D 

Investments. FY19 ï FY25. 

https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf
https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf
https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-Automation-Economy.PDF
https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-Automation-Economy.PDF
https://www.nitrd.gov/pubs/National-AI-RD-Strategy-2019.pdf
https://www.nitrd.gov/pubs/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
https://www.nitrd.gov/pubs/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
https://new.nsf.gov/focus-areas/artificial-intelligence#what-is-artificial-intelligence-695
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
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The United States Department of Energy (DOE) and its National Laboratory complex 

have invested in AI research and development for decades. During this time, they have 

been responsible for developing cutting-edge AI tools and high-performance computing 

for open science and classified research needs.  

Within the federal complex, 

DOE has unique computational 

resources, including the worldôs 

top two most powerful 

supercomputers20 and physical 

and digital infrastructure 

supporting both governmental 

and non-governmental scientific 

research.  

This has enabled them to 

rapidly advance the 

development of complex AI 

models, which could potentially 

accelerate discoveries in several fundamental science fields, such as materials science, 

chemistry, and biology.  

The scope of these efforts is outlined in a May 2023 report, Advanced Research 

Directions on AI for Science, Energy, and Security, in which DOE National Lab 

representatives propose a strategy for further developing AI tools for scientific 

innovation.21  

DOE also recently introduced a proposal titled ñFrontiers in Artificial Intelligence for 

Science, Security, and Technologyò (FASST), highlighting key areas within their 

jurisdiction where AI could rapidly be leveraged.22 These include increasing the 

electricity grid's reliability, developing more effective cancer screenings and treatments, 

and improving stewardship of the nuclear weapons stockpile. In July 2024, DOE 

announced the roadmap for the FASST Initiative, which will harness the Departmentôs 

advanced supercomputing, research infrastructure, and the vast repositories of scientific 

data produced by its facilities.23 

 
20 Keumars Afifi-Sabet. "Top 7 Most Powerful Supercomputers in the World Right Now." Live Science, March 2024, 
https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now.   
21 U.S. Department of Energy. "Advanced Research Directions on AI for Science, Energy, and Security." U.S. 
Department of Energy, May 2023, https://www.anl.gov/sites/www/files/2024-05/AI4SESReport-2023-v7.pdf. 
22 U.S. Department of Energy. ñFASST: Artificial Intelligence and Machine Learning for Science and Technology.ò U.S. 
Department of Energy, https://www.energy.gov/fasst.  
23 U.S. Department of Energy. "DOE Announces Roadmap for New Initiative on Artificial Intelligence for Science, 
Security, and Energy." U.S. Department of Energy,  2024, https://www.energy.gov/articles/doe-announces-roadmap-
new-initiative-artificial-intelligence-science-security-and.  

Frontier at Oak Ridge National Laboratory is the most powerful 

supercomputer in the world.  

https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
https://www.anl.gov/sites/www/files/2024-05/AI4SESReport-2023-v7.pdf
https://www.energy.gov/fasst
https://www.energy.gov/articles/doe-announces-roadmap-new-initiative-artificial-intelligence-science-security-and
https://www.energy.gov/articles/doe-announces-roadmap-new-initiative-artificial-intelligence-science-security-and
https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
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Several other federal agencies play critical roles in our nationôs AI R&D. While this 

report falls far short of capturing the breadth of federal R&D, it does include additional 

information in other chapters. Please see the Healthcare chapter for a summary of 

research at the National Institutes of Health (NIH), the National Security chapter for a 

summary of research at the Department of Defense (DOD), and the Agriculture 

chapter for a summary of research at the United States Department of Agriculture 

(USDA).   

National Artificial Intelligence Research Institutes 

As part of the National AI Initiative Act of 2020, Congress directed the creation of a 

network of AI Institutes, coordinated through NSF, that any federal department or 

agency can fund to create partnerships between academia and the public and private 

sectors to accelerate AI research.24, 25 Participating agencies include USDA, the 

National Institute of Standards and Technology (NIST), and the Department of Veteranôs 

Affairs. Since enactment, twenty-seven institutes have been established, with $500 

million in total investments, focusing on areas ranging from agriculture to veteransô 

affairs to education.26 NSF plans to award up to three more in FY 2025.27 Each awardee 

comprises one or more research institutions across the U.S. and seeks to promote 

foundational AI research.  

National Artificial Intelligence Research Resource 

The National AI Initiative Act of 2020 created a task force to examine the merits of 

establishing a National AI Research Resource (NAIRR), connecting capable but under-

resourced researchers to dependable computational data, software, training models, 

and other resources needed to advance AI research.28, 29  

The NAIRR task force published its final report in January 2023, issuing final 

recommendations to strengthen and democratize the U.S. AI innovation ecosystem.30  

 

 

 
24 National Science Foundation. "National Artificial Intelligence Research Opportunities." National Science 
Foundation, https://new.nsf.gov/funding/opportunities/national-artificial-intelligence-research.  
25 National Science Foundation. ñNational Artificial Intelligence Research Institutesò, National Science Foundation. 
September 2023, https://nsf-gov-resources.nsf.gov/2023-
09/AI_Institutes_Hill_Day_Booklet.pdf?VersionId=pw2q_TeAvI05kmyLqqr.59M1IPocA84w.  
26 ñNational Artificial Intelligence Research Resource Pilot.ò National Science Foundation, 24 Jan. 2024, 
new.nsf.gov/focus-areas/artificial-intelligence/nairr. 
27  National Science Foundation. Fiscal Year 2025 National AI Research Institutes Strategic Plan. September 2023, 
https://nsf-gov-resources.nsf.gov/files/59_fy2025.pdf?VersionId=InUkjV8YETHGc0DM73jRVKA_m_CDL4s6.  
28 National Science Foundation. "National Artificial Intelligence Research Resource." National Science Foundation, 
https://new.nsf.gov/focus-areas/artificial-intelligence/nairr.  
29 Supra 11.  
30 ñStrengthening and Democratizing the U.S. Artificial Intelligence Innovation Ecosystem,ò National AI Research 
Resource Task Force, January 2023. https://www.ai.gov/wp-content/uploads/2023/01/NAIRR-TF-Final-Report-
2023.pdf.  

https://new.nsf.gov/funding/opportunities/national-artificial-intelligence-research
https://nsf-gov-resources.nsf.gov/2023-09/AI_Institutes_Hill_Day_Booklet.pdf?VersionId=pw2q_TeAvI05kmyLqqr.59M1IPocA84w
https://nsf-gov-resources.nsf.gov/2023-09/AI_Institutes_Hill_Day_Booklet.pdf?VersionId=pw2q_TeAvI05kmyLqqr.59M1IPocA84w
https://new.nsf.gov/focus-areas/artificial-intelligence/nairr
https://nsf-gov-resources.nsf.gov/files/59_fy2025.pdf?VersionId=InUkjV8YETHGc0DM73jRVKA_m_CDL4s6
https://new.nsf.gov/focus-areas/artificial-intelligence/nairr
https://www.ai.gov/wp-content/uploads/2023/01/NAIRR-TF-Final-Report-2023.pdf
https://www.ai.gov/wp-content/uploads/2023/01/NAIRR-TF-Final-Report-2023.pdf
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One year after the NAIRR task force published its recommendations, NSF launched a 

two-year pilot program for the NAIRR in partnership with ten other federal agencies and 

more than 25 private sector, non-profit, and philanthropic organizations.31 NSF invested 

$30 million in the NAIRR pilot in FY24 and included an additional $30 million in the 

Presidentôs budget request for FY25. Thirty-five initial awards for computing time were 

announced in May 2024, and as of today, more than 100 total awards represent 

principal investigators across 25 states, and additional awards are expected.  

The NAIRR pilot leverages the Department of Energyôs computational assets, including 

Oak Ridge National Laboratoryôs Summit supercomputer.32 DOE will also be assisting 

with access to several different National Laboratory projects, including Argonne National 

Laboratoryôs Leadership Computing Facilityôs AI Testbed33 and Oak Ridgeôs CITADEL 

framework34 for protected data. Moreover, the pilot will include a program called ñNAIRR  

Secure,ò a multi-agency partnership comprised of DOE, NSF, and NIH that will 

assemble privacy and security-preserving resources to enable research involving 

sensitive data. 

 
31 Supra 27.  
32 Summit was initially slated for decommissioning at the end of 2023, but DOE extended its life until October 2024 to 
assist this program.     
33 Argonne National Laboratory. "ALCF AI Testbed." Argonne National Laboratory, https://www.alcf.anl.gov/alcf-ai-
testbed.   
34 Oak Ridge National Laboratory. ñCitadel User Guide.ò Oak Ridge National Laboratory, 
https://docs.olcf.ornl.gov/systems/citadel_user_guide.html.  

Source: NSF - U.S. NAIRR pilot brings cutting-edge AI resources to researchers and educators across the nation 

https://www.alcf.anl.gov/alcf-ai-testbed
https://www.alcf.anl.gov/alcf-ai-testbed
https://docs.olcf.ornl.gov/systems/citadel_user_guide.html
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Participants of the NAIRR pilot hope it will serve as a proof-of-concept model for 

connecting researchers and educators to resources and demonstrate NAIRRôs ability to 

advance novel, transformative, and public-interest AI research. H.R. 5077, the CREATE 

AI Act of 2023, is a bill introduced by members of the House AI Caucus,35 

Representatives Eshoo, McCaul, Beyer, and Obernolte, that would authorize the 

development of a complete NAIRR.36 Implementation and evaluation of the NAIRR pilot 

should be monitored in preparation for a possible full-scale NAIRR.  

Academic Research 

Academic research advances foundational knowledge in science and technology. 

Fundamental science research in universities drives discoveries that can lead to new or 

improved technologies while teaching and training the next generation of researchers. 

University research is also the source of thousands of spin-off companies contributing to 

regional economic development and job creation.37  

Such spin-offs are primarily clustered near the university, which drives regional 

innovation. However, AI research at universities continues to be limited by access to 

data and computational power. Even the most well-resourced academic institutions do 

not have the resources to train AI systems of comparable complexity as the most 

advanced AI models. Institutions that serve rural areas and minority-serving institutions 

face even deeper challenges in accessing these resources. As a result, many 

researchers have left academia entirely for industry.  

AI R&D would be bolstered by providing researchers greater access to advanced 

computational resources. This especially benefits those facing significant financial, 

capacity, or logistical challenges when participating in the AI research ecosystem. 

Science agencies could facilitate access to computational resources from a wide range 

of advanced computing technologies, from traditional on-site computing to cloud 

computing to emerging computing paradigms, such as edge computing and quantum 

computing. Because of resource constraints, such cyberinfrastructure would have 

natural tradeoffs between providing resources for a large number of smaller AI research 

projects and a small number of frontier research projects that need significant 

resources. 

 

 

 

 
35 Artificial Intelligence Caucus of the U.S. House of Representatives. Rep. Anna Eshoo, 
https://artificialintelligencecaucus-eshoo.house.gov/.  
36 "H.R.5077 - 118th Congress (2023-2024): CREATE AI Act of 2023." Congress.gov, Library of Congress, 11 Sept. 
2024, https://www.congress.gov/bill/118th-congress/house-bill/5077. 
37 Prokop, D., Huggins, R., & Bristow, G. (2019). ñThe survival of academic spinoff companies: An empirical study of 
key determinants.ò International Small Business Journal, 37(5), 502-535. https://doi.org/10.1177/0266242619833540.  
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The development of shared public AI-ready datasets would also bolster R&D. 

Fundamental research, including manual laboratory measurements, automated 

laboratories, curation of existing data, and new experimental methods, are all critical for 

generating the data needed by AI models.38 Further, consistent federal policies, 

guidelines, and tools that make data findable, accessible, interoperable, and reusable 

can significantly advance AI research across disciplines.39  

Federal, academic, and industry researchers often lack streamlined access to existing 

data, which is critical for efficiently discovering, developing, and translating discoveries 

to industry across R&D.40,41 This issue is outsized in the biotechnology space.  

Although the U.S. has historically funded some biological database development and 

management at NIH, most biological data assets are fragmented across several 

governmental and nongovernmental repositories without considerations for 

interoperability. Likewise, these repositories can substantially differ in metadata curation 

and quality, further hindering the integration of this data to train sophisticated AI models. 

This may partially be explained by the lack of consistent standards for how 

biotechnology data and metadata are reported and stored for access.42  

Federal investment in open-source software libraries and toolkits can also support AI 

R&D. Federal activities, such as the NSFôs Pathways to Enable Open-Source 

Ecosystems program, have long supported open-source environments to spur 

innovation in critical and emerging technologies.43 Federal agencies can develop open 

software libraries or contribute to them in areas where industries do not have the market 

incentive to develop these tools for government or other sectors.44  

Scientific innovation requires the sharing of experimental design, results, and data. By 

sharing this information, researchers encourage more transparency, reproducibility of 

results, and dissemination of findings among practitioners. Many of the seminal papers 

that allowed AI development to accelerate over the last few years were openly 

published, such as Googleôs Transformers paper,45 which underpins systems like 

ChatGPT.  

 

 
38 Id. 
39 U.S. Senate Committee on Biotechnology. "Leveraging Biological Data." Senate Committee on Biotechnology, 

2023, https://www.biotech.senate.gov/press-releases/leveraging-biological-data/.  
40 The White House. ñVisions, Needs, and Proposed Actions for Data for the Bioeconomy Initiative.ò The White 

House, 2023, https://www.whitehouse.gov/wp-content/uploads/2023/12/FINAL-Data-for-the-Bioeconomy-Initiative-

Report.pdf.  
41 Supra 31.  
42 Supra 40. 
43 National Science Foundation. "POSE: Pathways to Enable Open-Source Ecosystems." National Science 
Foundation, https://new.nsf.gov/funding/opportunities/pose-pathways-enable-open-source-ecosystems.  
44 Supra 19. 
45 Jakob Uszkoreit, et al. "Transformer: A Novel Neural Network Architecture for Language Understanding." Google 
Research Blog, 2017, https://research.google/blog/transformer-a-novel-neural-network-architecture-for-language-
understanding/.   

https://www.biotech.senate.gov/press-releases/leveraging-biological-data/
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However, in recent years, many industrial labs have been pulling back on the number of 

AI-related academic papers they publish or present at conferences. While trade secrets 

and competitive advantage are legitimate considerations in what to publish, there is a 

risk that a closed AI research ecosystem could limit U.S. competitiveness in AI.  

To promote AI innovation, federal and nongovernmental organizations should 

collaborate to find a more appropriate balance between openness on the one hand and 

IP, safety, and national security risks on the other. Many observers have described a 

ñvalley of deathò between basic research conducted at U.S. universities and the 

commercialization activities typically carried out by industry.46 Universities generally lack 

the means of production necessary to take initial research results and generate 

marketable products. According to the American Academy of Arts and Sciences, the 

pace of American translation of discoveries and inventions from laboratory research to 

products must accelerate for the U.S. to remain competitive.47  

The Task Force finds closer cooperation among industry, government, and academia 

could increase technology transfer, stimulate innovation, lead to new products and 

processes, and expand markets. 

Research on AI Evaluations and Testing 

Many AI systems consistently produce positive, predictable, and intended results, but 

some fail or intermittently produce unintended results. As a result, AI systems routinely 

fail to meet performance, safety, or reliability expectations.48 With the recent rise in the 

capabilities of AI systems, there has been a corresponding growth of interest in 

managing the risks of AI systems.49 Some of this discussion has focused on addressing 

theoretical safety concerns or aligning the development of AI systems with certain 

values,50 while other researchers have focused on sociotechnical challenges, looking at 

AI risks through the complex human, organizational, and technical factors involved in AI 

design, development, and use.51 Determining good and bad results and the impact of 

any given AI system will require effective and consistent testing and evaluation of AI 

systems.  

 
46 Charles Wessner, et al. "Driving Innovations Across the Valley of Death." ResearchGate, 2005, 
https://www.researchgate.net/publication/263062453_Driving_Innovations_Across_the_Valley_of_Death.  
47 Moore, J., & Wilson, I. 2021. ñDecades of basic research paved the way for today's Covid-19 vaccines.ò 
https://www.statnews.com/2021/01/05/basic-research-paved-way-for-warp-speed-covid-19-vaccines/. 
48 Inioluwa Deborah Raji, I. Elizabeth Kumar, Aaron Horowitz, and Andrew Selbst. 2022. ñThe Fallacy of AI 
Functionality. In Proceedings of the 2022 ACM Conference on Fairness, Accountability, and Transparency (FAccT 
'22).ò Association for Computing Machinery, https://doi.org/10.1145/3531146.3533158.  
49 Dario Amodei, Chris Olah, Jacob Steinhardt, Paul Christiano, John Schulman, and Dan Man®. Concrete problems 
in AI safety. Dan Hendrycks, Mantas Mazeika, and Thomas Woodside. An Overview of Catastrophic AI Risks, 
September 2023. http://arxiv.org/abs/2306.12001. 
50 Iason Gabriel. Artificial Intelligence, Values, and Alignment. Minds and Machines, 30(3):411ï437, September 2020. 
https://link.springer.com/10.1007/s11023-020-09539-2. 
51 Miranda Bogen and Amy Winecoff. "Applying Sociotechnical Approaches to AI Governance in Practice." Center for 
Democracy & Technology, 2024, https://cdt.org/insights/applying-sociotechnical-approaches-to-ai-governance-in-
practice/#:~:text=Applying%20a%20sociotechnical%20lens%20to,of%20deployment%20in%20unexpected%20ways.  
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Developers currently use several common practices to assess their AI systems.52 The 

first is benchmark tests, which quantitatively evaluate the accuracy of an AI model. 

Developers can also use multidisciplinary teams of model developers, relevant subject 

matter experts, experts in responsible AI development, legal experts, and others to 

evaluate generative AI models before deployment. Developers also utilize post-

deployment monitoring of their projects to detect improper use or violations of their 

terms of service.  

Finally, developers commonly deploy AI red teaming, a structured process that 

leverages outside experts to test AI systems for vulnerabilities and flaws. In many 

cases, tests and evaluations are developed alongside the technology itself by private 

industry. As a result, there are often limited mechanisms for public qualitative evaluation 

and testing. 

Unfortunately, many of these forms of AI evaluation currently lack rigorous scientific 

methodologies.53 Several major scientific challenges underpin the evaluation of 

advanced AI systems that reduce reproducibility or have limited utility.54 For example, 

current performance-oriented evaluations may be good at evaluating individual models 

but are bad at comparing capabilities between different models.55 Further, some forms 

of evaluation may be insufficient by themselves. For example, red teaming is limited 

because developers must know all the risks and variables before testing.56 

Federal agencies have proposed several activities to improve the evaluation of AI 

systems. The CHIPS and Science Act directed NIST to establish testbeds to evaluate AI 

systems.57 Executive Order 14110, titled ñSafe, Secure, and Trustworthy Development 

and Use of Artificial Intelligence,ò also established evaluation and testing activities at 

NIST, DOE, and the Department of Homeland Security.58  

 
52 U.S. Government Accountability Office. ñArtificial Intelligence: Opportunities and Challenges in the U.S. 
Government.ò GAO-25-107651, 2023, https://www.gao.gov/assets/gao-25-107651.pdf.  
53 John Burden, "Evaluating AI Evaluation: Perils and Prospects." Leverhulme Centre for the Future of Intelligence, 

Centre for the Study of Existential Risk, University of Cambridge: arXiv, 2024, 

https://arxiv.org/html/2407.09221v1#bib.bib7.  
54 Narayanan and Kapoor . "Evaluating Large Language Models: A Minefield." Princeton University, 
https://www.cs.princeton.edu/~arvindn/talks/evaluating_llms_minefield/#/9.  
55 Id. 
56 Sorelle Friedler et al., ñAI Red-Teaming Is Not a One-Stop Solution to AI Harms: Recommendations for Using Red-
Teaming for AI Accountability,ò Data and Society, 25 Oct. 2023, https://datasociety.net/library/ai-red-teaming-is-not-a-
one-stop-solution-to-ai-harms-recommendations-for-using-red-teaming-for-ai-accountability/.  
57 Office of the Federal Register, National Archives and Records Administration. Public Law 117 - 167 - An act making 
appropriations for the Legislative Branch for the fiscal year ending September 30, 2022, and for other purposes. U.S. 
Government Publishing Office, 8 Aug. 2022, https://www.govinfo.gov/app/details/PLAW-117publ167.  
58 The White House. "Fact Sheet: President Biden Issues Executive Order on Safe, Secure, and Trustworthy Artificial 

Intelligence." The White House, 30 Oct. 2023, https://www.whitehouse.gov/briefing-room/statements-

releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-

intelligence/.   
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NIST also established an AI Safety Institute to help support AI standardization related to 

AI safety and evaluation-related challenges.59 The AI Safety Institute has also recently 

created an associated public-private consortium of over 200 organizations.60 

U.S. Leadership in Standards Development for AI  

The strength of the United States in international standards development will be 

instrumental to its global technological leadership in the development and governance 

of artificial intelligence.61 At its core, a standard is a repeatable, harmonized, agreed-

upon, and documented way of doing something.62  

Standards contain technical specifications, 

requirements, guidelines, or characteristics 

that can be used to ensure that materials, 

products, processes, and services are fit for 

purpose. Adherence to standards is usually 

voluntary. Technical standards can become 

mandatory for the private sector when 

governments adopt them as a requirement 

in legislation or regulation. Governments 

may also impose internal standards on their 

own agencies, as the United States does 

with cybersecurity. International standards 

facilitate international trade, enable U.S. 

competitiveness, and support consumer 

protection, security, public health, and safety.  

The primary agency supporting standardization is NIST, which supports U.S. 

competitiveness by advancing measurement science, standards, and technology.63 

NIST is responsible for providing and maintaining many inputs and tools that support 

standard-setting activities. NIST offers standard reference materials, data, and 

instrumentation to help users verify the accuracy of specific measurements.  

 

 

 
59 National Institute of Standards and Technology. ñArtificial Intelligence Standards and Innovation (AISI).ò National 
Institute of Standards and Technology, https://www.nist.gov/aisi.  
60 National Institute of Standards and Technology. "Artificial Intelligence Safety Institute Consortium (AISIC)." National 
Institute of Standards and Technology, https://www.nist.gov/aisi/artificial-intelligence-safety-institute-consortium-aisic.  
61 Testimony Before the Subcommittee on Research and Technology: Advancing U.S. Leadership in Artificial 
Intelligence and Quantum Computing. U.S. House of Representatives, 17 March 2022, https://republicans-
science.house.gov/_cache/files/4/f/4fbb3c44-3dd2-4c2b-bcbd-
2d2c21029ce3/FA18AABDD2217B0C4777C04D3CCA18C6.2022-03-17-testimony-olthoff.pdf.  
62 National Institute of Standards and Technology. "Learn More About Standards." National Institute of Standards and 
Technology, https://www.nist.gov/standardsgov/learn-more-about-standards.  
63 The National Bureau of Standards Organic Act of 1901, 57th Congress, P.L. 56-177. 
https://www.nist.gov/system/files/documents/2017/05/09/NIST-Organic-Act.pdf.  
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The CHIPS and Science Act directed NIST to lead information exchange and 

coordination among federal agencies and communication from federal agencies to the 

private sector to support international standards development.64 NIST acts as a 

convener, bringing together industry, academia, and government stakeholders to 

facilitate the development of standards that meet national priorities. Further, NIST 

facilitates coordination between federal, state, and local governments for standards 

engagement, adoption, and conformity assessment activities.65 NIST also directly 

engages in standards setting bodies and tracks U.S. representation.66 

While most countries worldwide have a top-down approach to setting standards, the 

United States has long maintained an industry-led, bottom-up approach to most 

standard setting.67  

The U.S. standards system protects against poor standards by enabling vibrant 

deliberation and competition and ensuring that technical merit prevails. The government 

plays a supportive role by providing technical inputs to enable the standard setting, 

supporting scientific R&D, facilitating an open investment climate, promoting a rules-

based standards system, and adopting consensus standards wherever possible.  

As a result of this system, the United States has long held global leadership in standard 

setting. Federal coordination, tracking of federal participation, and increasing federal 

participation in standard setting can help promote continued U.S. leadership in 

international standards bodies.  

In May 2023, a National Standards Strategy on Critical and Emerging Technologies was 

released, outlining the federal's role in supporting industry-led standards development.68 

NIST published the implementation roadmap for this strategy in July 2023.69 This plan 

and implementation roadmap are designed to supplement, not supplant, the American 

National Standards Instituteôs U.S. Standards Strategy, which was updated in 2020.70  

U.S. leadership in international standards setting is at risk, however. The increasing 

pace of technological change and globalization combined with the rise of strategic 

competitors has created challenges to our standards leadership.  

 
64 Supra 57.  
65 National Institute of Standards and Technology. "Interagency Committee on Standards Policy (ICSP)." National 
Institute of Standards and Technology, https://www.nist.gov/standardsgov/interagency-committee-standards-policy-
icsp.   
66 Department of Defense Appropriations Act, 1979, Pub. L. No. 93-144, 93 Stat. 144, 1979, 
https://www.govinfo.gov/content/pkg/STATUTE-93/pdf/STATUTE-93-Pg144.pdf.  
67 National Institute of Standards and Technology. "Setting Standards to Strengthen U.S. Leadership in Technical 
Standards." National Institute of Standards and Technology, 2023, https://www.nist.gov/speech-testimony/setting-
standards-strengthening-us-leadership-technical-
standards#:~:text=In%20the%20U.S.%2C%20our%20voluntary,system%20in%20the%20United%20States.  
68 The White House. ñU.S. Government National Standards Strategy,ò The White House, 2023. 
https://www.whitehouse.gov/wp-content/uploads/2023/05/US-Gov-National-Standards-Strategy-2023.pdf.  
69 The White House. U.S. Government National Standards Strategy: Implementation Roadmap, Version 7. 2024, 
https://www.whitehouse.gov/wp-content/uploads/2024/07/USG-NSSCET_Implementation_Rdmap_v7_23.pdf.  
70 American National Standards Institute. U.S. Standards Strategy 2020 Edition. 2020, 
https://share.ansi.org/Shared%20Documents/Standards%20Activities/NSSC/USSS-2020/USSS-2020-Edition.pdf.  
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Seeing international standards as another tool to gain competitive advantage for 

domestic industries, some countries have taken steps in clear contradiction of the core 

principles of international standard-setting that the United States and its like-minded 

partners have maintained for decades.  

As a result of efforts by both allies and adversaries like the Chinese Communist Party 

(CCP),71 there is a renewed focus in policy circles on technical standards, how they are 

set, and who sets them. 

In recent years, U.S. stakeholders have cited increasing Chinese competition in 

standards setting.72 There has been a rise in the number of Chinese companies 

participating in standards development organizations (SDOs), the number of proposals 

and submissions from by Chinese companies, and the number of Chinese nationals 

taking leadership positions in these organizations.73 However, the number of 

participants, proposals, and leadership positions a nation holds does not equate to 

effectiveness by international standards.74  

While stakeholders submit proposals of varying quality to these bodies, only the ones 

with the most technical merit are adopted. Standards experts from the U.S. industry 

argue that a standard's ñsuccessò can be better measured by the degree to which it is 

adopted in the marketplace because it meets a market need or opportunity.75  

Policies undermining the U.S. approach of a bottom-up, rules-based, multistakeholder 

process for setting standards could disadvantage American companies and embolden 

our adversaries to ostracize U.S. firms from their domestic standards processes. For 

example, in 2019, the Bureau of Industry and Security (BIS) put Chinese company 

Huawei on the Entity List, a register of foreign individuals and organizations that pose a 

national security concern to the U.S. and are subject to export restrictions and licensing 

requirements.76  

 
71 Matt Sheehan, Marjory S Blumenthal, and Michael R. Nelson. "Three Takeaways From Chinaôs New Standards 
Strategy" Carnegie Endowment for International Peace. 2021, 
https://carnegieendowment.org/research/2021/10/three-takeaways-from-chinas-new-standards-strategy?lang=en.   
72 Mark Montgomery and Theo Lebryk, ñChinaôs Dystopian ñNew IPò Plan Shows Need for Renewed US Commitment 
to Internet Governance,ò Just Security, 13 April 2021. https://www.justsecurity.org/75741/chinas-dystopian-new-ip-
plan-shows-need-for-renewed-us-commitment-to-internet-governance/.    
73 Xirui Li and Dingding Chen, ñShould the West Fear Chinaôs Increasing Role in Technical Standard Setting?ò The 
Diplomat, 15 April 2021. https://thediplomat.com/2021/04/should-the-west-fear-chinas-increasing-role-in-technical-
standard-
setting/#:~:text=Internationally%2C%20from%202011%20to%202020,percent%20and%2067%20percent%2C%20re
spectively.  
74 Exovera. A New ñGreat Game?ò: Chinaôs Role in International Standards for Emerging Technologies. Center for 
Intelligence Research and Analysis, 2022, https://cira.exovera.com/wp-content/uploads/2022/08/NIST-Final-
Report.pdf.  
75 Nigel Cory. "Americaôs National Security Concerns Over China Shouldnôt Imperil Its Leadership in Technical 
Standards Development." Information Technology and Innovation Foundation, 20 Jan. 2023, 
https://itif.org/publications/2023/01/20/americas-national-security-concerns-over-china-shouldnt-imperil-its-leadership-
in-technical-standards-development/.  
76 Entity List. U.S. Department of Commerce, Bureau of Industry and Security, https://www.bis.gov/entity-list.  
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BIS did not create an exception for U.S. companies to continue participating in 

standards development activities in which Huawei was also participating.77 As a result, 

American companies were severely disadvantaged in certain international standards 

setting activities (until BIS later issued clarification).78  

The greatest strength of the U.S. approach to voluntary consensus standards is its 

bottom-up, rules-based, multistakeholder process in which technical merit wins the day.  

Federal policies regarding voluntary consensus standards, trade, or strategic 

competitors that deviate from this approach can risk our national interests. The federal 

government can work with allies to uphold the U.S. open, rules-based approach in 

international standards bodies.   

AI Standards 

For many reasons, AI standards are much less 

mature than other information technology 

standards. Some AI standardization needs are 

novel or more complex than other information 

technology standards, and there are significant 

gaps in the underlying science to inform 

standards development.  

Standards for AI systems will most likely need to 

be context-dependent. For example, an AI 

system deployed in the aviation context will need 

technical standards different from those of an AI 

chatbot. Further, elements of AI standards are 

sociotechnical in a way that technical standards 

bodies lack experience addressing. All of this is in 

a context where technology is changing rapidly.  

Mature standards for AI will be critical for effective governance of the development and 

use of AI systems, whether through regulation or some kind of incentive-based system. 

Standards bodies have been developing related standards for years, but these 

processes are slow and limited by all the challenges described above.79 

 

 

 
77 Federal Register Notices: 2019 Regulations. U.S. Department of Commerce, Bureau of Industry and Security, 
https://www.bis.doc.gov/index.php/federal-register-notices/17-regulations/1541-federal-register-notices-2019.  
78 Note, for this reason, the policy was later lifted after years of being in effect.  
U.S. Federal Register. "Release of Technology to Certain Entities on the Entity List in the Context of Standards." 
Federal Register, 18 June 2020, https://www.federalregister.gov/documents/2020/06/18/2020-13093/release-of-
technology-to-certain-entities-on-the-entity-list-in-the-context-of-standards.  
79 See IEEE 7000 series on AI. ñAUTONOMOUS AND INTELLIGENT SYSTEMS (AIS),ò 
https://standards.ieee.org/initiatives/autonomous-intelligence-systems/.  
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In the NAIIA, Congress directed NIST to support AI standards development.80 In 

Executive Order 14110, the President directed NIST to carry out a series of activities to 

support standardization and evaluation related to AI systems.81 For example, NIST 

established a plan for global engagement on AI standards after stakeholder 

comments.82  

Given that technical standards processes take a significant amount of time, the federal 

government can help organizations responsibly adopt AI systems and AI governance by 

developing or distributing existing guidance and best practices for AI systems.  

For example, NIST developed a voluntary AI risk management framework through 

collaboration with stakeholders across the public and private sectors.83 NIST developed 

the framework (published in January 2023) through a widely applauded, consensus-

driven, open, transparent, and collaborative process.   

NIST also published a draft playbook to help organizations with implementation. 

However, the first iteration of the framework only sets the theoretical baseline for 

identifying and mitigating AI risks by guiding readers to think critically about the context, 

measurement, and management of AI systems. Similarly, the agency produced a 

specific generative AI risk profile under the risk management framework.84 These 

documents can also make their way into standards processes over time.  

Several other federal agencies will play key roles in supporting AI-related 

standardization. The Department of State advises the President on foreign policy issues 

and leads on behalf of the United States in treaty-based international standards bodies, 

such as the International Telecommunication Union. Because the State Department 

lacks the technical expertise to engage in many technical standards, it sometimes 

delegates leadership to other expert agencies. Mission-oriented agencies that focus on 

specific sectors, such as the Department of Energy, may also engage with international 

standards organizations that set AI-related standards relevant to their missions. 

  

 
80 Supra 11.  
81 Supra 59. 
82 National Institute of Standards and Technology. Artificial Intelligence Risk Management Framework. 2023, 
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-5.pdf.  
83 National Institute of Standards and Technology. AI Risk Management Framework. National Institute of Standards 
and Technology, https://www.nist.gov/itl/ai-risk-management-framework.  
84 National Institute of Standards and Technology. Generative AI Profile: NIST AI Risk Management Framework. 
National Institute of Standards and Technology, https://airc.nist.gov/docs/NIST.AI.600-1.GenAI-Profile.ipd.pdf.  
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Key Findings 
Federal investments in fundamental research have enabled current AI 

opportunities.  

Investments in fundamental research across several agencies, such as the National 

Science Foundation, National Institutes of Health, Department of Defense, and 

Department of Energy, have provided the critical knowledge base and much of the 

technical workforce to advance AI opportunities today. 

 

Continued AI research and evaluation will promote AI advancement. 

Many challenges facing AI development and adoption are rooted in unanswered 

scientific or technical questions. These questions can be widely applicable to many 

industries and use cases.   

 

Progress in AI R&D is closely linked to access to AI resources. 

Researchers need significant computational and data resources to continue progress in 

AI R&D. This is especially apparent at the frontier of AI development, where developing 

the most advanced AI models requires costly computational resources and data sets. 

 

A closed AI research ecosystem could limit U.S. competitiveness in AI.  

Like many scientific fields, AI R&D has a rich history of open research, collaboration, 

and shared findings. However, AI researchers at some private firms could reduce the 

openness of their work for competitive reasons, limiting the AI knowledge that others 

can build upon.  

 

University AI R&D is necessary but must be paired with vibrant technology 

transfer activities.  

Universities generally lack the means of production necessary to translate their initial 

research results into marketable products. There is often a wide gap between the basic 

research conducted at universities and the commercialization activities carried out by 

industry. 

 

Advancing the science around AI evaluation will help advance adoption. 

To deploy AI technologies, users will need to ensure they behave reliably. Different 

types of evaluation can measure how the AI system performs in specific contexts and 

use cases.  
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The U.S. is a global leader in standard setting but faces competitors.  

The United States employs an industry-led, bottom-up approach to most standard 

setting. However, the U.S. faces challenges from nations that could use standards as a 

tool to gain a competitive advantage for their domestic industries. 
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Recommendations 
Recommendation: Continually monitor and evaluate the impact of AI on different 

industries and the nation.  

The U.S. should establish mechanisms to monitor and evaluate how AI affects different 

industries and society. This information would be valuable in informing AI policies with 

the most up-to-date information available. This, in turn, would allow such policies and 

funding to align with our national objectives and priorities. For example, it might become 

evident that additional research would be valuable in solving certain problems or 

addressing new concerns. 

 

Recommendation: Support fundamental R&D for continued  leadership in  AI 

innovation .  

Fundamental science research in universities drives discoveries that can lead to new or 

improved technologies while teaching and training the next generation of researchers. 

Sustained, strategic federal investments in fundamental AI R&D, including through 

public-private partnerships, will be critical to maintaining U.S. leadership in AI 

technologies and applications. A disproportionate amount of AI R&D exists within a few 

large companies. Therefore, federal investments are critical to continuing the 

fundamental AI research that will ultimately benefit commercial development and the 

public.  

Congress should continue to support the National Science Foundation, Department of 

Energy, National Institutes of Health, and other science agencies that make grants to 

universities for AI R&D, including AI-enabled science in the STEM field. Further, to 

ensure the United States remains the global leader in standardization, Congress should 

continue R&D investments in critical and emerging technologies such as AI, particularly 

metrology science, that underpin technical standards. 

 

Recommendation: Increase technology transfer from university R&D to market.  

It is difficult for universities to carry their basic research to commercialization. 

Universities generally lack the means of production necessary to take initial research 

results and generate marketable products. The pace of American translation of 

discoveries and inventions from laboratory research to products must accelerate for the 

U.S. to remain competitive. Closer cooperation among industry, government, and 

academia could increase technology transfer, stimulate innovation, lead to new 

products and processes, and expand markets. 
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Recommendation: Promote public -private partnerships for AI R&D.  

Companies conduct a significant amount of Americaôs AI R&D and reasonably keep 

certain developments as trade secrets that are key to their competitive strategy. 

However, public-private partnerships for AI R&D and commercialization are an 

advantage of our national innovation ecosystem. The U.S. should also build off its long 

history of partnerships between the government (including National Labs), universities, 

and the private sector to collaborate on finding an appropriate balance between open 

and closed research. This can, among other things, help avoid federal funding of 

redundant research with similar work in industry. Congress should support initiatives 

that support and expand these effective partnerships.  

 

Recommendation: Promote research and standardization surrounding the 

evaluation and testing of AI.  

The science surrounding AI evaluations is rapidly evolving. Evaluations for AI deployed 

in one use case may not apply to others. Purely technical evaluations of an AI system 

might not address all challenges, such as sociotechnical problems from the uses of the 

AI system. The context will be critical to improving evaluations of AI systems deployed 

in a given industry or for a particular use case. Voluntary standards developed for AI 

evaluation should consider particular AI use cases. Similarly, organizations and existing 

sectoral regulators should explore evaluation regimes that are most appropriate for their 

contexts or situations. Congress should consider supporting activities to improve and 

standardize evaluations.  

 

Recommendation: Promote the development of infrastructure and data to enable 

AI research. 

Researchers require significant computational and data resources to make continued 

progress in AI R&D. Resource constraints often impede the ability of academia, small 

businesses, and others to conduct AI research and utilize state-of-the-art AI systems. 

Developing a shared public infrastructure of computational resources, data resources, 

shared testing resources, and software would promote AI R&D in the United States. 

Federal science agencies should facilitate access to their computational resources and 

promote greater availability of their data. Federal investment in open-source software 

libraries and toolkits would also support AI development. Finally, Congress should 

examine how the NAIRR could provide these critically needed AI resources.  

 

 



Bipartisan House Task Force on Artificial Intelligence 
Research, Development, and Standards 

75 

Recommendation: Continue U.S. engagement in international standards 

development.  

The United States is a global leader in standard setting with its industry-led, bottom-up 

approach. However, the U.S. faces challenges from nations that could use standards as 

a tool to gain a competitive advantage for their domestic industries. Federal 

coordination, tracking of federal participation, and increasing federal participation in 

standard setting can help promote continued U.S. leadership in international standards 

bodies. Congress should also explore mechanisms to improve U.S. stakeholder 

engagement in international standard setting, such as grants for small businesses and 

addressing barriers to convening stakeholder meetings in the United States. 

 

Recommendation: Uphold the U.S. approach to setting standards.  

The United States has a long history of setting standards led by multiple industry 

stakeholders. The U.S. approach protects against poor standards by enabling vibrant 

deliberation and competition so that the standards with the most technical merit prevail.  

Policies that undermine the bottom-up, rules-based, multistakeholder process for 

standard setting can put American companies at a disadvantage and embolden our 

adversaries to ostracize U.S. firms from the standards processes. Federal policies 

concerning voluntary consensus standards, trade, and strategic competitors should not 

deviate from this approach. The federal government should also work with allies to 

uphold the United Statesô open, rules-based approach to international standards bodies.  

  

Recommendation: Align national AI strategy with broader U.S. technology 

strategy. 

AI is one of the most transformative technologies in decades and promises to be a core 

part of our national interests for years to come. To ensure a government-wide approach 

to AI development, AI should be considered a part of the national science and 

technology strategy and similar federal strategies. 

The National AI Initiative Act formalizes interagency coordination and strategic planning 

on AI initiatives. The CHIPS and Science Act directs OSTP to work with the National 

Science and Technology Council (NSTC) to develop a comprehensive national science 

and technology strategy every four years to ensure research and development meets 

our strategic directives.85 AI should be an explicit part of this national strategy. 

 

 
85  Supra 57.   



Bipartisan House Task Force on Artificial Intelligence 
Research, Development, and Standards 

76 

Recommendation: Explore how to accelerate scientific discovery  across 

disciplines with AI . 

AI has the potential to accelerate research in all fields of science. Federal science 

agencies are investing substantially in fundamental AI R&D and its application to 

various STEM fields. With this experience and expertise, agencies can understand the 

resource barriers that impede AI R&D and can offer potential solutions that would 

broaden AI research in the U.S. For example, agencies could study and recommend 

additional infrastructure investments to better harness AI for scientific discovery. 

Interdisciplinary research that combines AI with fields like disease prevention, 

environmental sciences, and manufacturing can deliver tools to address our most 

complex challenges in new ways. Federal agencies have historically partnered to solve 

these problems and achieve common goals. NSF, which funds university research 

across all non-biomedical disciplines and numerous STEM education programs, should 

be key in promoting interdisciplinary AI research.  

 

Recommendation: Support AI R&D by small businesses.  

Small businesses are the backbone of the U.S. economy. Accordingly, Congress should 

continue to support small businessô capacity to conduct and advance AI R&D. Programs 

like Small Business Innovation Research (SBIR) and Small Business Technology 

Transfer (STTR) are serviced by 10+ federal agencies, with extramural R&D budgets 

exceeding $100 million and $1 billion, respectively.86 Both programs are designed to 

allow small businesses to commercialize advanced technological solutions and 

ultimately promote technology transfer between industry, academia, and the 

government. Agencies like NSF and DOD should continue contributing significantly to 

AI-focused SBIR/STTR awards; these programs can support foundational and applied 

AI research to enhance national security and our R&D infrastructure.87 

 

 

 

 

 

 
86 U.S. Small Business Administration. "About the Small Business Innovation Research (SBIR) and Small Business 

Technology Transfer (STTR) Programs." SBIR.gov, https://www.sbir.gov/about.  
87 National Science Foundation. "Small Business Innovation Research (SBIR) and Small Business Technology 
Transfer (STTR) Programs." National Science Foundation, https://new.nsf.gov/funding/opportunities/nsf-small-
business-innovation-research-small-0.  

https://www.sbir.gov/about
https://new.nsf.gov/funding/opportunities/nsf-small-business-innovation-research-small-0
https://new.nsf.gov/funding/opportunities/nsf-small-business-innovation-research-small-0
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Recommendation: Encourage international collaboration with likeminded allies 

and partners on R&D 

Global issues, like AI governance, spur international dialogue. While governments like 

the PRC deploy AI technologies to surveil and control their populations, the United 

States has an opportunity to lead the world in the responsible and ethical design, 

development, and deployment of AI technologies. This will benefit from international 

cooperation on research and standardization. In 2019, the Organization for Economic 

Cooperation and Development (OECD) Recommendation on Artificial Intelligence 

included investing in AI R&D as the first recommendation for national policies and 

international cooperation. The United States has signed onto this commitment, and it 

remains a major focal point for international cooperation on AI R&D.  

The United States should continue to engage and lead in these international fora to 

demonstrate an interest in R&D cooperation and foster a global culture of responsible AI 

development that respects applicable international law, individual privacy, and human 

rights. Congress should support federal AI R&D efforts that build public confidence in AI 

technology and foster shared values and social priorities with like-minded nations. 

Related activities could include the U.S. Science Envoy Program and other federal 

science programs that support international cooperation, facilitate shared infrastructure, 

and ensure U.S. access to international talent. 
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Background 
AI systems, especially those used to automate complex or intensive processes, have 

brought undeniable benefits to our daily lives. However, if used without the proper 

design, understanding, and safeguards, AI systems can also cause harm.  

An AI model, and software systems more generally, can produce misleading or 

inaccurate outputs. Acting or making decisions based on flawed outputs can violate 

laws, exacerbate harms, or create new ones.  

Some harms can potentially have wide-ranging effects across large segments of the 

population; they can even constitute crimes or violations of constitutional rights, civil 

rights, or civil liberties. Particularly in situations that implicate fair and equal access to 

government services and benefits, it is essential to ensure that the federal government 

lawfully protects the publicôs civil rights and liberties. 

Adverse effects from flawed or misused technologies are not new developments but are 

consequential considerations in designing and using AI systems. Businesses, 

government, and law enforcement agencies have used technologies with inaccuracies 

or flawed designs that have affected Americanôs civil rights. In one example, faulty facial 

recognition technology used by law enforcement has led to wrongful arrests.1  

 
1 Thaddeus Johnson et al, ñFacial recognition systems in policing and racial disparities in arrests,ò Government 
Information Quarterly, Volume 39, Issue 4, 2022, 101753, 
https://www.sciencedirect.com/science/article/abs/pii/S0740624X22000892?via%3Dihub.; see also: Tate Ryan-
Mosely, ñThe new lawsuit that shows facial recognition is officially a civil rights issueò, MIT Technology Review, 14 
April 2021, https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-
detroit-police/.  

https://www.sciencedirect.com/science/article/abs/pii/S0740624X22000892?via%3Dihub
https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-detroit-police/
https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-detroit-police/
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One stateôs software system, designed to detect unemployment insurance fraud, 

produced numerous improper fraud charges and financial penalties.2 Finally, a retailerôs 

use of a flawed facial recognition system improperly identified people as shoplifters.3  

Concerns about these harms were being considered in 2020 when Executive Order. 

13960, ñPromoting the Use of Trustworthy Artificial Intelligence in the Federal 

Government,ò was signed by President Trump.  

That order stated:  

ñAgencies are encouraged to continue to use AI, when appropriate, to 

benefit the American people. The ongoing adoption and acceptance of AI 

will depend significantly on public trust. Agencies must therefore design, 

develop, acquire, and use AI in a manner that fosters public trust and 

confidence while protecting privacy, civil rights, civil liberties, and 

American values, consistent with applicable law and the goals of [my 

earlier] Executive Order, 13859.ò4 

In 2022, the Biden Administrationôs Office of Science and Technology Policy (OSTP) 

released the Blueprint for an AI Bill of Rights, a white paper positioned as non-binding 

and not constituting U.S. government policy.5 This document lays out a number of 

policies that could support and protect civil rights and civil liberties, as well as promote 

U.S. values in the design, deployment, and governance of AI systems.  

Deprivation of Americansô constitutional rights, civil rights, and civil liberties through 

automation and automated decisions is a serious concern that deserves in-depth 

examination. While the House AI Taskforce has endeavored to examine AI policy issues 

through multiple lenses, further exploration of the potential pitfalls associated with AI 

adoption is warranted in many cases, including civil rights and civil liberties. Committees 

with jurisdiction over these issues should consider areas implicating Americansô rights, 

including law enforcement adoption of AI-enabled technology. When AI adoption can 

impact these rights and liberties, time and resources should be invested in exploring the 

scope of the problem, considering potential pitfalls, and identifying solutions. For more 

information on elections and First Amendment implications from synthetic content, 

please see the Content Authenticity chapter. 

 
2 Alejandro De La Garza, ñStatesô Automated Systems Are Trapping Citizens in Bureaucratic Nightmares With Their 
Lives on the Line,ò Time, 28 May 2020, Tihttps://time.com/5840609/algorithm-unemployment/me,  
3 Federal Trade Commission. "Rite Aid Banned from Using AI Facial Recognition after FTC Says Retailer Deployed 
Technology without Reasonable Safeguards." Federal Trade Commission, Dec. 2023, www.ftc.gov/news-
events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-
technology-without.  
4 Executive Office of the President. "Promoting the Use of Trustworthy Artificial Intelligence in the Federal 
Government." Federal Register, 8 Dec. 2020, www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-
the-use-of-trustworthy-artificial-intelligence-in-the-federal-government. This E.O. builds on Executive Order 13859, 
issued in 2019 and available at https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-
american-leadership-in-artificial-intelligence.  
5 AI Bill of Rights. The White House, https://www.whitehouse.gov/ostp/ai-bill-of-rights/. 

https://time.com/5840609/algorithm-unemployment/
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government.%20This%20E.O
http://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government.%20This%20E.O
https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-american-leadership-in-artificial-intelligence
https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-american-leadership-in-artificial-intelligence
https://www.whitehouse.gov/ostp/ai-bill-of-rights/
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AI Can Lead to Flawed Actions and Decision Making 

Because AI models are data-driven, problems with training data can cause models to 

perform differently than designed or expected. Specifically, the training data used can 

be imbalanced, incomplete, or otherwise limited, sometimes in subtle and difficult-to-

detect ways. Training data can include historical patterns that have not been subjected 

to sufficiently rigorous scrutiny or analysis by AI model trainers. These flaws in training 

data can fail to account for important nuances or misrepresent particular groups or 

types of decisions. 

 

It is essential that training data is representative and is otherwise high quality for its 

intended purpose. If not, a model trained on data with these shortcomings can produce 

inaccurate, misleading, or otherwise flawed outputs. AI models can produce outputs 

with flaws that are skewed or uneven in that they disproportionately affect one or more 

groups of people. Using these kinds of flawed outputs in decision-making could risk 

engaging in bias and discrimination against groups, including protected classes such as 

race, sex, or veteran status.  

One major set of risks caused by improper design and use of AI systems is harmful 

bias, which can occur when an algorithm produces results that are systemically skewed. 

Bias can be introduced into an AI system when it is created, or it can emerge because 

of the manner in which the AI system is used.  

The chance of producing such a skewed model is amplified when the training data of an 

AI model reflects historical bias,6 does not adequately represent certain groups or 

otherwise exhibits a statistical distribution that does not comport with the desired use of 

the model. 

 
6 Leonardo Nicoletti and Dina Bass, "Humans Are Biased. Generative AI Is Even Worse." Bloomberg, 9 June 2023, 
www.bloomberg.com/graphics/2023-generative-ai-bias/. 

Source: Proxima - Addressing Bias in AI for Medical 

Applications: A Comprehensive Guide 

http://www.bloomberg.com/graphics/2023-generative-ai-bias/
https://www.proximacro.com/news/addressing-bias-in-ai-for-medical-applications-a-comprehensive-guide
https://www.proximacro.com/news/addressing-bias-in-ai-for-medical-applications-a-comprehensive-guide
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The National Institute of Standards and Technology (NIST) has described three 

categories of bias that can influence AI systems and their output.7 First, systemic biases 

result from the procedures and practices of particular institutions, which may not be 

consciously discriminatory but may have disadvantaged certain social groups. These 

biases can then be reflected in datasets used to train AI systems and left unaddressed 

by the norms and practices of AI development and deployment. 

Second, statistical and computational biases 

result from errors that occur when the data the AI 

system is trained on is not representative of 

relevant populations. These biases arise when 

algorithms are trained on one type of data and 

cannot accurately extrapolate beyond that.  

Finally, human biases can result from common 

cognitive phenomena such as anchoring bias, 

availability heuristic, or framing effects that arise 

from adaptive mental shortcuts but can lead to 

cognitive bias. These errors are often implicit and 

affect how an individual or group perceives and 

acts on information.8  

Biases in AI systems can contribute to harmful actions or negative consequences and 

produce unwarranted, undesirable, or illegal decisions. Examples include decisions 

disadvantaging people based on one or more protected characteristics of that person, 

such as a personôs race, sex, or veteran status.  

While discrimination based on protected classes is illegal, even when bias does not 

directly violate a law, it can still be harmful if that system is used to make consequential 

decisions like whether to hire or fire people, how to diagnose a disease, or whether to 

grant an individual credit. The harm resulting from bias and any improper use of or 

reliance upon AI systems is unjustifiable, whether or not existing laws prohibit it. 

When discussing bias in AI, it is important to keep in mind that not all bias is harmful, 

and not all AI bias is due to human bias.  

First, not all bias is inherently harmful. Statistical and computational biases that arise in 

an analysis are a normal and expected part of data science, machine learning, and 

some of the most popular contemporary AI technologies.  

 

 
7 Reva Schwartz et al., ñTowards a Standard for Identifying and Managing Bias in Artificial Intelligence,ò National 
Institute of Standards and Technology, March 2022, 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf.  
8 Bettina J. Casad, et al., "Confirmation Bias." Britannica, 2022, www.britannica.com/science/confirmation-bias.   

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf
http://www.britannica.com/science/confirmation-bias
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For example, a model trained to detect a rare disease may be trained with limited data 

available, and that data may over- or under-represent segments of the true population. 

That bias could lead to misdiagnoses for some segments of the population. However, if 

users understand these limitations, they can account for the bias and use the tool 

appropriately to mitigate the risk of harm.  

Second, biased systems are not necessarily the result of human bias in the design or 

use of the system. As the example above demonstrates, biased systems can arise from 

a variety of factors, including limited input data. A model may also perpetuate bias in 

ways other than by learning directly from data that includes protected characteristics. 

For example, using a variable closely correlated with a protected class in model training 

can serve as an unintended proxy for that protected class.9 These kinds of correlations 

between training data and protected classes can lead to or perpetuate discrimination.  

Enforcement  

Several agencies are committed to enforcing the federal laws that protect civil rights, 

non-discrimination, fair competition, consumer protection, and equal opportunity. In April 

2023, the Justice Departmentôs Civil Rights Division, the Consumer Financial Protection 

Bureau, the Equal Employment Opportunity Commission, and the Federal Trade 

Commission jointly pledged to uphold Americaôs commitment to core principles of 

fairness, equality, and justice and to enforce existing civil rights laws in automated 

systems including systems involving AI.10 They were joined in this pledge in April 2024 

by the Department of Education, Department of Health and Human Services, 

Department of Homeland Security, Department of Housing and Urban Development, 

and Department of Labor.11 

These agencies enforce federal laws such as the Civil Rights Act, Fair Housing Act, 

Americans with Disabilities Act, and Fair Credit Reporting Act. This pledge states, 

ñexisting legal authorities apply to the use of automated systems and innovative new 

technologies just as they apply to other practices.ò However, this may be challenged 

given recent Supreme Court rulings that curtail agenciesô ability to interpret ambiguous 

statutes.12 

Existing agency authorities may not always be clearly applicable to the type of 

discrimination at issue. Particularly in the case of emerging technologies, regulators 

may lack the resources or expertise to adequately enforce existing laws in new contexts 

engendered by emerging technology.  

 
9 For example, zip code, which is not a protected class, can be correlated with race, a protected class. 
10 U.S. Department of Justice, ñJoint Statement on Enforcement Efforts Against Discrimination and Bias in Automated 
Systems,ò U.S. Department of Justice, www.justice.gov/crt/page/file/1581491/dl?inline.  
11 U.S. Department of Justice, ñJoint Statement on Enforcement of Civil Rights, Fair Competition, Consumer 
Protection, and Equal Opportunity Laws in Automated Systems.ò U.S. Department of Justice, 4 April 2022, 
www.justice.gov/crt/media/1346821/dl?inline.   
12 Loper Bright Enterprises v. Raimondo, (No. 22-451), 603 U.S. ___ (2024), 144 S. Ct. 2244, (6/28/2024); 
Relentless, Inc. v. Department of Commerce, (No. 22-1219), 62 F.4th 621 (1st Cir. 2023), slip. op. at 1., 603 U.S. ___ 
(2024), (7/30/2024). https://www.supremecourt.gov/opinions/23pdf/22-451_7m58.pdf . 

http://www.justice.gov/crt/page/file/1581491/dl?inline
http://www.justice.gov/crt/media/1346821/dl?inline
https://www.supremecourt.gov/opinions/23pdf/22-451_7m58.pdf
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Further, many AI systems are highly complex, and the entity that creates or deploys an 

AI system may have much more information about these systems than those affected. 

Consequently, regulators and the public often cannot determine the specific factors that 

algorithmic systems rely upon.  

Without sufficient transparency into specifically how AI systems generate their outputs, 

one must evaluate the AI system as it is deployed to determine whether it has the 

potential to produce discriminatory decisions. It might not always be apparent how AI 

systems produce their outputs, what roles these outputs play in human decision-

making, or how to correct these flaws.  

 

 

  

Source: TechTarget - 6 ways to reduce different types of bias in machine learning 

https://www.techtarget.com/searchenterpriseai/feature/6-ways-to-reduce-different-types-of-bias-in-machine-learning
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Key Findings 
Improper use of AI can violate laws and deprive Americans of our most important 

rights. 

AI that is flawed, skewed, biased, or improperly used in decision-making can violate 

laws or deprive Americans of their constitutional rights, civil rights, and civil liberties. 

Decisions made with the assistance of AI can potentially cause harms, such as bias or 

discrimination against protected classes. As Congress considers policies regarding AI 

design, development, and use across sectors and use cases, a core consideration 

should be mitigating harmful outcomes impacting Americanôs civil rights and civil 

liberties. 

 

Understanding the possible flaws and shortcomings of AI models can mitigate 

potentially harmful uses of AI. 

It is not always apparent when AI systems produce flawed outputs or what roles flawed 

outputs play in human decision-making. Evaluating and documenting the specific 

characteristics and limitations of AI models, particularly in the context of their intended 

uses, can reveal risks associated with making decisions based on their outputs and help 

protect civil rights and civil liberties. Bringing more voices into the design and training 

process may help improve AI systems and address some of these issues. 
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Recommendations 
Recommendation: Have humans in the loop to actively identify and remedy 

potential flaws when AI is used in highly consequential decision-making. 

This is necessary to safeguard the constitutional rights and civil liberties of Americans 

affected by AI systems, whether those systems are used by government or private 

entities.  

 

Recommendation: Agencies must understand and protect against using AI in 

discriminatory decision-making. 

Not only must federal agencies understand and protect against harmful AI use internally, 

but those agencies tasked with overseeing civil rights and consumer protection must 

also understand and protect against unlawful AI use by others. This is especially 

important for decision-making in high-impact areas like banking, healthcare, housing, 

education, employment, law enforcement, and other public services.  

 

Recommendation: Empower sectoral regulators with the tools and expertise to 

address AI-related risks in their domains. 

Existing sectoral regulators are empowered to hold both public and private sector actors 

accountable for different violations of constitutional rights, civil rights, civil liberties 

violations, and consumer protection. To address how AI intersects with their 

jurisdictions, regulators need tools and technical expertise to understand and properly 

address AI-related risks. Agencies should adopt tools that allow them to evaluate AI-

enabled decision-making and identify and quantify potential shortcomings in AI-enabled 

decision-making. AI knowledge is especially helpful to regulators in domains such as 

financial services, healthcare, housing, education, employment, and consumer 

protection, where many novel types of AI decisions are emerging. One possible 

approach is for agencies with AI expertise to assist regulators in developing specific 

research programs to understand and mitigate different risks of AI systems across 

different contexts and use cases.  
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Recommendation: Explore transparency for users affected by decisions made 

using AI. 

AI technologies play a larger role in decision-making in areas such as banking, 

healthcare, housing, education, employment, consumer protection, and law 

enforcement. Within their domain, sectoral authorities should explore the questions 

surrounding whether and under which circumstances it would be appropriate to inform 

individuals when consequential decisions are made by a process that substantially uses 

AI. A similar concern is whether and to what extent individuals should be informed about 

the characteristics of AI systems used by government or private entities in making 

consequential decisions. Improved transparency could also help ensure effective 

oversight of AI by the public and private sectors, especially AI used in election 

advertisements and to inform law enforcement and judicial decision-making.  

 

Recommendation: Support standards and technical evaluations to mitigate 

flawed decision-making involving AI systems. 

Improved private sector engagement in and the development of industry-led technical 

standards could help provide a rigorous technical basis to guide the proper use of AI 

systems in decision-making. AI standards are much less mature than other types of 

information technology standards, such as cybersecurity. Such standards for AI will be 

critical to maximizing transparency, control, evaluation, and accountability of AI systems 

to foster public trust in AI and lower the chances of producing harmful results. These 

standards would be most helpful if directed to particular use cases of AI systems. 
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Background 
Worldwide demand for science, technology, engineering, and mathematics (STEM) 

capable workers, especially for AI-related jobs and careers, continues to grow. But while 

STEM competencies across U.S. sectors are becoming more essential, Kï12 

mathematics and science scores in the United States are well below those of many 

other nations and have stagnated.1 Despite federal and state efforts, the United States 

has a significant gap in the appropriate talent needed to research, develop, and deploy 

AI applicationsðand this gap is growing.2 Training and educating American learners on 

AI topics will be critical to continuing U.S. leadership in AI technology and to the 

country's economic and national security.  

Fostering AI and STEM Talent 

Training the future generations of talent in AI-related fields starts with AI and STEM 

education. While AI literacy is generally useful to all students in our increasingly digital 

world, additional foundational knowledge and skills are needed to prepare students to 

work in more technical roles in creating and advancing AI technologies, such as AI 

researchers, AI/Machine Learning (ML) engineers, and data scientists.3  

 
1 National Science Board. ñTalent in U.S. and Global STEM Education and Labor Force.ò National Center for Science 
and Engineering Statistics, 2024, https://ncses.nsf.gov/pubs/nsb20243/talent-u-s-and-global-stem-education-and-
labor-force#elementary-and-secondary-mathematics-and-science. 
2 Diana Gehlhaus, et al. ñThe U.S. AI Workforce: An Analysis of the U.S. Artificial Intelligence Labor Marketò. Center 
for Security and Emerging Technologies, 2021, https://cset.georgetown.edu/publication/u-s-ai-workforce/. 
3 U.S. Department of Defense. ñ2020 DoD Artificial Intelligence Training and Education Strategy.ò National Defense 
Foundation, 2020, https://nwcfoundation.org/wp-
content/uploads/2021/02/2020_DoD_AI_Training_and_Education_Strategy_and_Infographic_10_27_20.pdf. 

https://ncses.nsf.gov/pubs/nsb20243/talent-u-s-and-global-stem-education-and-labor-force#elementary-and-secondary-mathematics-and-science
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https://nwcfoundation.org/wp-content/uploads/2021/02/2020_DoD_AI_Training_and_Education_Strategy_and_Infographic_10_27_20.pdf
https://nwcfoundation.org/wp-content/uploads/2021/02/2020_DoD_AI_Training_and_Education_Strategy_and_Infographic_10_27_20.pdf
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For example, becoming an AI/ML specialist requires students to have core knowledge of 

operational analysis and mathematics, including trigonometry, linear algebra, calculus, 

and statistics.4  

Addressing the future needs of the domestic AI industry must start with fostering AI 

talent. However, one of the major challenges to fostering domestic AI talent is a 

widespread lack of basic literacy in STEM concepts.5   

A 2019 international assessment of mathematics and science showed that United 

States eighth graders ranked in the middle of education systems in countries with 

advanced economies, with Singapore, Japan, and others far outpacing the U.S. Since 

then, recent national assessment scores indicated that mathematics achievement 

regressed approximately 20 years during the COVID-19 pandemic.6   

For students seeking other AI-relevant courses, such as computer science, only 57% of 

U.S. public high schools offer them as opposed to countries where they are widely 

taught, like China and South Korea.7 While students earn more mathematics credits in 

high school and complete more advanced courses than in previous years, their scores 

on a national mathematics assessment have not improved. Regardless of the potential 

benefits, efforts to improve science-based 

training will be challenging if teachers continue 

to lack the necessary resources. 

AI learning should also be nurtured starting from 

the Kï12 level. AI learning has traditionally 

required advanced programming knowledge that 

is typically beyond the scope of Kï12 settings. 

However, the emergence of more age-

appropriate tools and curricula has enabled 

educators today to improve the learning process 

for younger students.8 Several studies have 

found the potential to ñgamifyò the learning 

experience for younger learners, enabling them 

to study AI systems in their STEM courses.9  

 
4 U.S. Department of Defense Cyber Workforce. AI/ML Specialist Work Role. U.S. Department of Defense, 2023, 
https://public.cyber.mil/dcwf-work-role/ai-ml-specialist/. 
5 National Science Board. ñScience and Engineering Indicators 2020.ò National Science Foundation, 2020, 
https://www.nsf.gov/nsb/publications/2020/nsb202015.pdf. 
6 National Center for Science and Engineering Statistics. Elementary and Secondary STEM Education. National 
Science Foundation, 2023, https://ncses.nsf.gov/pubs/nsb202331/. 
7 Code.org. ñ2023 State of Computer Science Education: A Survey of U.S. Kï12 Schools.ò Code.org, 2023, 
https://code.org/assets/advocacy/stateofcs/2023_state_of_cs.pdf. 
8 Liyao Zou, et al. "A Preliminary Study on the Application of Artificial Intelligence Technology in Meteorological 
Education and Training." ACM Transactions on Computing Education, 
https://dl.acm.org/doi/abs/10.1145/3358695.3360939. 
9 Martin, et al. "Systematic review of research on artificial intelligence in K-12 education (2017ï2022)." Computers 
and Education: Artificial Intelligence, ScienceDirect. June 2024, 
https://www.sciencedirect.com/science/article/pii/S2666920X23000747.  

Source: NSB Science and Engineering 

Indicators 2020 

https://public.cyber.mil/dcwf-work-role/ai-ml-specialist/
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Studies regarding Kï12 AI curriculum in the Asia-Pacific region have not only shown a 

positive influence on studentsô learning outcomes with various AI concepts such as 

machine learning, neural networks, and deep learning but have also shown 

improvement in studentsô interest in AI courses.10 

Currently, the most common pathway into the AI workforce is through a four-year 

degree.11 Interest in AI-related degrees like computer science is surgingðenrollment in 

computer science degrees grew 249 percent between 2011 and 2020.12 However, there 

is some concern that the teaching capacity at universities is not growing proportionally.13  

Another key challenge is the significant gap in science and engineering degree awards 

to certain underrepresented groups, including minorities and women. The National 

Science Board (NSB) describes this issue as ñthe missing millionsòðthose who have 

yet to be engaged in the STEM workforce so that it reflects the regionôs racial, ethnic, 

and gender makeup of the general population.14  

It is critical the United States cultivates STEM talent in every zip code of the country. 

While progress has been made in recent years,15 significantly more work is needed to 

overcome this gap.  

Several studies on innovation have clearly demonstrated the benefits of diverse 

perspectives on innovation capacity and competitiveness.16 Broadening participation 

would help provide the talent needed to develop an AI-capable workforce and help 

ensure the technology is deployed safely and ethically.  

As with many technologies, there is a risk that the benefits will extend primarily to 

communities that are part of its development, raising the possibility that AI could 

reinforce existing structural, economic, social, and demographic disparities.  

Resources for AI Learning 

One key challenge facing the development of domestic AI talent is the lack of access to 

AI resources, particularly computational power and data, at institutions of higher 

education.  

 
10 Jiahong Su, et al. "A meta-review of literature on educational approaches for teaching AI at the K-12 levels in the 
Asia-Pacific region." Computers and Education: Artificial Intelligence, vol. 3, 2022, p. 100065, 
https://doi.org/10.1016/j.caeai.2022.100065. 
11 Rathinam, Sonali, et al. ñThe U.S. AI Workforce: Analyzing Current Supply and Growth.ò Center for Security and 
Emerging Technologies, 2024, https://cset.georgetown.edu/publication/the-u-s-ai-workforce-analyzing-current-supply-
and-growth/. 
12 Remco Zwetsloot and Jack Corrigan, "AI Faculty Shortages: Are U.S. Universities Meeting the Growing Demand 
for AI Skills?" Center for Security and Emerging Technology, July 2022. https://doi.org/10.51593/20190049.  
13 Id. 
14 Supra 5. 
15 National Science Foundation. "NSF Releases Latest Science and Engineering Indicators Report." National Science 
Foundation News, 2020, https://www.nsf.gov/nsb/news/news_summ.jsp?cntn_id=308617. 
16 Forbes Insights. "Diversity Confirmed to Boost Innovation and Financial Results." Forbes, 15 Jan. 2020, 
https://www.forbes.com/sites/forbesinsights/2020/01/15/diversity-confirmed-to-boost-innovation-and-financial-
results/?sh=45c6ec0c4a6a. 

https://doi.org/10.1016/j.caeai.2022.100065
https://cset.georgetown.edu/publication/the-u-s-ai-workforce-analyzing-current-supply-and-growth/
https://cset.georgetown.edu/publication/the-u-s-ai-workforce-analyzing-current-supply-and-growth/
https://doi.org/10.51593/20190049
https://www.nsf.gov/nsb/news/news_summ.jsp?cntn_id=308617
https://www.forbes.com/sites/forbesinsights/2020/01/15/diversity-confirmed-to-boost-innovation-and-financial-results/?sh=45c6ec0c4a6a
https://www.forbes.com/sites/forbesinsights/2020/01/15/diversity-confirmed-to-boost-innovation-and-financial-results/?sh=45c6ec0c4a6a


Bipartisan House Task Force on Artificial Intelligence 
Education and Workforce 

90 

Even large research institutions do not have the resources to train AI systems of 

complexity comparable to ChatGPT. Smaller institutions of higher education, minority-

serving institutions, community colleges, secondary schools, startups, and small 

businesses may face deeper challenges in purchasing or otherwise accessing the 

needed computing resources.17  

New Workforce Pathways for AI Practitioners  

Continued U.S. leadership in AI will require growing the pool of trained AI practitioners, 

including people with skills in researching, developing, and incorporating AI techniques. 

This will likely require expanding workforce pathways beyond the traditional educational 

routes.  

AI leadership would also be strengthened by utilizing more of the skilled technical 

workforce, defined by the National Center for Science and Engineering Statistics as the 

workforce that is highly skilled in science and engineering fields but does not possess a 

bachelorôs degree or above.18 Although ñAIò was generally not a keyword in job 

descriptions before 2022, AI-related skills were present in jobs like information 

technology, data science, and computer engineering.19  

Now, many workforce pathways, even some not considered technical, are rapidly and 

continually evolving their training to include explicit AI skills. Interest in AI-related 

certificates and degrees is growing swiftly,20 including new industry partnerships with 

community colleges to train new talent. For example, one Fortune 500 companyôs AI 

workforce program expanded to over 85 community colleges in 35 states between 2020 

and 2023.21 However, many companies do not recognize certificates or even associate 

degrees as suitable credentials,22 and the adoption of non-traditional hiring pathways, 

like skills-based recruitment, remains low but is rising.23  

 

 

 
17 Alan Blatecky, et al. Missing Millions: Democratizing Computation and Data to Bridge 
Digital Divides and Increase Access to Science for Underrepresented Communities. National Science Foundation 
2021, https://www.rti.org/publication/missing-millions/fulltext.pdf. 
18 National Science Foundation. Skilled Technical Workforce: Overview and Working Group. National Science 
Foundation, 2021, https://www.nsf.gov/statistics/stw/docs/skilled-technical-workforce-overview-and-working-
group.pdf. 
19 Diana Gehlhaus and Ines Pancorbo, "U.S. Demand for AI Certifications" Center for Security and Emerging 
Technology, June 2021. https://doi.org/10.51593/20210001.  
20 Jackie Snow. "Students of All Ages Returning to School for AI." GovTech, 2024, 
https://www.govtech.com/education/higher-ed/students-of-all-ages-returning-to-school-for-ai.  
21 Jobs for the Future. AI-Ready Workforce Report. The Center for Artificial Intelligence & the Future of Work, 2023, 
https://info.jff.org/hubfs/JFF-AI-Ready%20Workforce%20Report_103123-
vF.pdf?utm_medium=email&_hsmi=280455825&utm_content=280455825&utm_source=hs_automation.  
22 Supra 19.  
23 Agovino, "Skills-Based Hiring Is Gaining Ground." Society for Human Resource Management, 2024, 
https://www.shrm.org/topics-tools/news/all-things-work/skills-based-hiring-new-workplace-trend.  
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The federal government and states are also developing workforce programs to support 

pathways into AI-related jobs. The Department of Labor (DOL), through its authorities 

under the National Apprenticeship Act of 193724 and the Workforce Innovation and 

Opportunity Act (WIOA),25 is the nationôs primary federal supporter of industrial 

workforce development, including apprenticeships. DOL has been working with industry 

partners to facilitate access to AI-related apprenticeship programs.26 Several states also 

support AI-related apprenticeships, such as through tax incentives for employers that 

offer apprenticeships.27  

However, a persistent challenge is the lack of a workforce framework for AI that 

identifies and formalizes standard AI roles, and the skills and competencies needed for 

those roles. Without a standard framework for reference, there can be significant 

variation between AI curricula and training programs, exacerbating challenges in 

validating the skills and competencies of AI job seekers.  

Understanding the AI Workforce 

Little is currently understood about who makes up the ñAI workforce,ò including its 

demographic makeup, changes in the workforce over time, employment gaps, and the 

penetration of AI-related jobs across sectors.28 Further, AI-related work roles, job 

categories, tasks, skill sets, and competencies are underdeveloped and often 

undefined. For example, there are no standard criteria for the tasks, skills, or knowledge 

that workers need to be able to do testing, evaluation, and analysis of AI systems. 

Without good data on the AI workforce, it will be difficult to understand the abilities, 

gaps, and needs of this important workforce segment. Without standardized roles, 

tasks, and the knowledge and skills to perform those tasks, workforce pathways and 

professional certifications for AI-related jobs will remain immature and variable. 

Understanding the AI workforce, including defining roles and skills, is critical for creating 

educational and talent pipelines for AI.  

Updates to workforce training programs and nontraditional hiring pathways are needed 

to fulfill the growing need for AI practitioners. These programs can help AI job seekers 

successfully navigate from career education and upskilling programs into the 

professional AI workforce.  

 
24 United States, Congress. National Apprenticeship Act of 1937. Public Law 75-308, 16 Aug. 1937. United States 
Statutes at Large, vol. 50, pp. 664ï666. GovInfo, https://www.govinfo.gov/content/pkg/STATUTE-50/pdf/STATUTE-
50-Pg664.pdf. 
25 Office of the Federal Register, National Archives and Records Administration. Public Law 113 - 128 - Workforce 
Innovation and Opportunity Act. U.S. Government Publishing Office, 21 July 2014, 
https://www.govinfo.gov/app/details/PLAW-113publ128. 
26 Exiger. "Exiger and IAA Partner to Launch DOL Registered Apprenticeship Program." Exiger, 2024, 
https://www.exiger.com/perspectives/exiger-and-iaa-partner-to-launch-dol-registered-apprenticeship-program/.  
27 South Carolina Department of Revenue. TC45: Employee's Withholding Allowance Certificate. South Carolina 

Department of Revenue, 2023, https://dor.sc.gov/forms-site/Forms/TC45.pdf.  
28 The White House. National Artificial Intelligence Research and Development Strategic Plan: 2023 Update. The 
White House, May 2023, https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Artificial-Intelligence-
Research-and-Development-Strategic-Plan-2023-Update.pdf.  

https://www.govinfo.gov/content/pkg/STATUTE-50/pdf/STATUTE-50-Pg664.pdf
https://www.govinfo.gov/content/pkg/STATUTE-50/pdf/STATUTE-50-Pg664.pdf
https://www.govinfo.gov/app/details/PLAW-113publ128
https://www.exiger.com/perspectives/exiger-and-iaa-partner-to-launch-dol-registered-apprenticeship-program/
https://dor.sc.gov/forms-site/Forms/TC45.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf


Bipartisan House Task Force on Artificial Intelligence 
Education and Workforce 

92 

Skills-based hiring will expand talent pools by making it easier for applicants without a 

bachelorôs degree to demonstrate their skills and will help remove barriers to 

employment for historically underrepresented groups.29 The United States can 

strengthen the AI workforce by enabling skills-based hiring, developing an AI workforce 

framework, and investigating barriers to workforce participation. Standardizing work 

roles, job categories, tasks, skill sets, and competencies for AI-related jobs will also help 

enable skills-based hiring. This includes within the federal workforce, as was directed in 

the AI in Government Act of 2020,30 which is still ongoing.31  

Further success will also require extensive, well-ordered data analytics to monitor the 

status of the AI workforce. Supporting better data can help decision-makers focus 

efforts and investments to address gaps and disparities, including demographic 

disparities, in the AI workforce. Some of this work is currently being done by the Bureau 

of Labor Statistics and the National Center for Science and Engineering Statistics.32 

Congress and the federal government should continue to examine how to improve and 

streamline such data collection and analysis. 

 
29 Office of Personnel Management. OPM Releases Skills-Based Hiring Guidance. Chief Human Capital Officers 
Council, 2024, https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-
guidance-ai-government.  
30 Office of the Federal Register, National Archives and Records Administration. Public Law 116 - 260 - Consolidated 
Appropriations Act, 2021. U.S. Government Publishing Office, 26 Dec. 2020, 
https://www.govinfo.gov/app/details/PLAW-116publ260. 
31 Supra 29. 
32 Hill, National Center for Science and Engineering Statistics. Artificial Intelligence & Technology: A National 
Perspective. National Science Foundation, 2020, https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-
technology.  

Source: Avison Young - Labor demand for AI skills continues to grow across the U.S. 
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An Evolving AI Workforce  

While it is crucial to establish a workforce framework for AI roles, it is also important to 

stress that the composition of the AI workforce is not static. With AI technology 

advancing rapidly and being adopted across many sectors, skills for AI practitioners and 

roles within the AI ecosystem are also quickly evolving. A framework and taxonomy of 

skills will enable better research and monitoring of emerging skills gaps, improving U.S. 

leadership in AI.  

There are also entirely new roles that have emerged in the AI value chain, and their 

scope will be heavily influenced by advancing technology and policy. For example, there 

is an emerging sector of AI auditors who assess and ensure that AI systems are 

following legal and ethical protocols.33 However, research into AI measurement, 

assessment, and assurance best practices is ongoing. Existing roles supporting AI 

development and integrationðsuch as data center workers and cybersecurity 

professionalsðmay also grow or change alongside the technologyôs evolution. 

AI models rely on large and well-curated datasets, which has led to a robust sector of 

data labeling tasks that require significant human labor. In some cases, this work is 

outsourced to the Global South, where conditions are rife for worker exploitation.34 

Additionally, some of the most advanced models use ñreinforcement learning from 

human feedbackò (RLHF) to align model outputs with human preferences. This 

technique requires humans to provide feedback that directly ñrewardsò a model for 

preferred outputs. 

In some cases, this means having low-wage gig workers manually flag undesirable or 

toxic content to make the model fit for public consumption.35 Because parts of the 

internet contain large amounts of disinformation, bias, and hate speech, without 

intervention, these systems are prone to mimic toxic content. This kind of human 

feedback requires workers to have appropriate skills and training to interpret the content 

correctly. As companies seek to improve AI systems on complex topics, there will need 

to be a commensurate increase in the skills required for humans to provide relevant 

feedback in RLHF or similar AI training paradigms.  

Facilitating Public-Private Partnerships to Bolster the AI Workforce  

American leadership in many critical and emerging technologies has historically been 

rooted in the U.S. government-university-industry R&D ecosystem and workforce 

pipelines.  

 
33 Mark Dangelo. "Auditing AI: The emerging battleýeld of transparency and assessment." Thomson Reuters, 2023, 
https://www.thomsonreuters.com/en-us/posts/technology/auditing-ai-transparency/.  
34 Chinasa T. Okolo and Marie Tano. "Moving Toward Truly Responsible AI Development in the Global AI Market." 
Brookings, 2023, https://www.brookings.edu/articles/moving-toward-truly-responsible-ai-development-in-the-global-ai-
market/.  
35 Billy Perrigo. "OpenAI Used Kenyan Workers on Less Than $2 Per Hour to Make ChatGPT Less Toxic." Time, 
2023, https://time.com/6247678/openai-chatgpt-kenya-workers/.  
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Successful collaborations between educational institutions, government, and industries 

should effectively align education and workforce development with market needs and 

emerging technologies. The National Science Foundationôs (NSF) Directorate for 

Technology, Innovation and Partnerships (authorized in the CHIPS and Science Act of 

202236) is a key facilitator for these activities. 

To foster the AI workforce needed for continued U.S. leadership in AI, partnerships must 

occur at every level, including with key workforce stakeholders. Greater collaboration 

between federal, state, and local entities with nonprofits, industry, and education 

stakeholders can provide useful opportunities for adopting AI tools and resources in pre-

Kï12 classrooms.  

Partnerships can also create effective workforce pipelines from community or technical 

colleges to data centers and factory floors. This has been proven through programs 

such as P-TECH (Pathways in Technology Early College High School), a collaboration 

between IBM, public schools, and two-year institutions, to offer students a high school 

diploma, an associate degree in STEM, and immediate professional development 

work.37 Further, partnerships can provide unique research experiences and support job 

pathways for students graduating with undergraduate or graduate degrees. Industry can 

also offer buy-in to training programs through direct support or by recognizing 

credentials.  

There are also opportunities to develop and cultivate regional expertise through 

government-university-industry partnerships. Different regions will bring their own 

industries with individual needs, and employer-led workforce development activities may 

differ across geographies. Supporting such regional partnerships could also facilitate 

the equitable and broad dispersion of AI training and the economic opportunities it 

brings.  

AI Literacy and Empowering Educators 

As society has become more knowledge-based, citizens have had to learn basic digital 

competencies to compete equally in the workplace.38 Digital literacy has extended to 

new literacies, such as media, computer, data, and now AI literacy.39 AI literacy involves 

understanding how AI functions, using it responsibly, and applying it effectively and 

ethically in various fields. It spans all disciplines, helping people become informed 

consumers and responsible creators while approaching digital content critically.  

 
36 Office of the Federal Register, National Archives and Records Administration. Public Law 117 - 167 - An act making 
appropriations for Legislative Branch for the fiscal year ending September 30, 2022, and for other purposes. U.S. 
Government Publishing Office, 8 Aug. 2022, https://www.govinfo.gov/app/details/PLAW-117publ167. 
37 P-TECH: A Global Model for Education and Workforce Development. P-TECH, 2023, https://www.ptech.org/.  
38 Lankshear, Colin, et al. Digital Literacies: Concepts, Policies, and Practices. 2010, 
https://pages.ucsd.edu/~bgoldfarb/comt109w10/reading/Lankshear-Knobel_et_al-DigitalLiteracies.pdf.  
39 Siu-Cheung Kong, et al. "Evaluation of an artificial intelligence literacy course for university students with diverse 
study backgrounds." Computers and Education: Artificial Intelligence, vol. 2, no. 1, 2021, p. 100020, 
https://www.sciencedirect.com/science/article/pii/S2666920X21000205.  
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For example, a lack of understanding of AI could lead the public to avoid AI products, 

missing out on productivity-enhancing or quality-of-life-improving uses of the 

technology. Meanwhile, rampant or reckless use of AI without sufficient understanding of 

the technology may lead to AI-related mistakes or harms.40  

Comprehensive AI literacy is fundamental to ensuring that AI is used in ways that 

maximize benefits and mitigate harms.41 Age-appropriate learning curricula and teacher 

education across disciplines can lead to AI-enabled learners through improved AI 

conceptual understandings in both Kï12 and undergraduate students.42  

AI literacy is crucial not only for developing a skilled workforce and positioning our 

nation as a leader in this critical field but also for mitigating ethical and other challenges 

associated with AI. As our adversaries gain access to AI technologies for surveillance, 

weaponization, and economic competition, it is imperative we promote American 

leadership through an AI-literate public. From early childhood, AI literacy education will 

positively affect our everyday lives, work productivity, and social circles. Proficient, 

widespread understanding of AI will mitigate some negative impacts of this technology, 

such as recognizing harms in the AI-generated content space. 

Curricula Development 

Facilitating the development and implementation of AI-related and AI-enabled curricula 

will be critical to improving AI literacy. As curricula is developed by the National Science 

Foundation (NSF), private sector, and civil society, considerations should cover diverse 

educational formats, including online learning, vocational training, and continuous 

professional development to meet evolving workforce needs. AI literacy education 

should also incorporate proper use and technology ethics at every stage, from Kï12 to 

lifelong learners, to promote the responsible use of AI.  

 
40 Talagala, Nisha. "The Rise of the AI-Enabled Practitioner." Forbes, 2 Feb. 2022, 
https://www.forbes.com/sites/nishatalagala/2022/02/02/the-rise-of-the-ai-enabled-practitioner/.  
41 TeachAI Policy. TeachAI, 2023, https://www.teachai.org/policy.  
42 Davy Tsz Kit Ng, et al. "Conceptualizing AI literacy: An exploratory review." Computers and Education: Artificial 
Intelligence, vol. 2, 2021, p. 100041, https://doi.org/10.1016/j.caeai.2021.100041.  

https://www.forbes.com/sites/nishatalagala/2022/02/02/the-rise-of-the-ai-enabled-practitioner/
https://www.teachai.org/policy
https://doi.org/10.1016/j.caeai.2021.100041


Bipartisan House Task Force on Artificial Intelligence 
Education and Workforce 

96 

Teacher Needs and Guidance 

Teachers need knowledge of AI technology to achieve AI literacy and education for 

students. However, less than a third of teachers have received AI trainingðone 2024 

survey found that 71 percent of Kï12 teachers had received no professional learning 

about using artificial intelligence in the classroom.43 Educators and administrators 

simultaneously must learn to operate specific AI products and understand how a 

broader range of AI systems integrate into their daily activities. Given the individual 

needs of teachers on a district or state-wide basis, this integration can be highly variable 

and subject to different jurisdictions and place-based needs.  

As AI systems are increasingly integrated into the classroom, educators and 

administrators will need tools and resources to identify adverse outcomes. Additionally, 

the distribution of these resources is highly variable across the country, and certain 

populations, including those with a range of disabilities, may not have access to the 

positive benefits that AI systems can enable.  

Academic integrity is a primary concern among teachers, educators, and administrators 

at all levels. Some students have used generative AI tools to cheat or plagiarize on their 

assignments. School districts 

and universities struggle to 

write policies to characterize 

misconduct and govern 

academic integrity. One of the 

major challenges in this space 

is the lack of effective AI 

detection software. Some 

detection systems have 

proven to be inaccurate,44 

while others produce biased 

outcomes.  

For example, some detection 

systems have inadvertently 

accused multilingual students 

because the systems are 

trained using writing samples 

from native speakers.45 

 

 
43 Lauraine Langreo, ñTeachers Desperately Need AI Training. How Many Are Getting It?,ò Education Week, 25 March  
2024, https://www.edweek.org/technology/teachers-desperately-need-ai-training-how-many-are-getting-it/2024/03.  
44 Elkhatat, A.M., Elsaid, K. & Almeer, S. Evaluating the efficacy of AI content detection tools in differentiating between 

human and AI-generated text. 2023. https://doi.org/10.1007/s40979-023-00140-5.  
45 Weixin Liang et al., ñGPT detectors are biased against non-native English writers,ò Patterns 4, no. 7 (2023), 
https://doi.org/10.1016/j.patter.2023.100779.  

Source: Education Week - Teachers Desperately Need AI Training. 

How Many Are Getting It? 
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States are starting to grapple with this technology in their school districts. As of June 

2024, only 12 statesðArizona, California, Indiana, Michigan, Mississippi, North 

Carolina, Ohio, Oklahoma, Oregon, Virginia, Washington, and West Virginiaðhad 

issued AI-related guidance from the state department of education or another 

organization.46 Districts and higher education institutions have also varied significantly in 

approaching AI tools. Some systems have banned AI systems (or are reconsidering 

their bans),47 some have developed policies for appropriate use,48 while still others have 

built their own AI-enabled education tools.49  

Because educators and administrators often lack the training and resources to teach AI 

literacy and to incorporate AI tools into their classrooms, federal, state, and local 

governments will need to work alongside administrators to enable educators to do so.  

Similarly, faculty and administrators will need to adopt new strategies to manage AI use 

in higher education settings. Institutions can support their faculty by offering clear 

guidelines and training to enable them to identify benefits and limitations in their courses 

and determine whether and how to integrate AI into their classrooms and assignments. 

Federal, state, and local governments should support institutions as they seek to 

provide these guidelines and training to their faculty.  

AI Impact on Workforce 

The automation of human jobs has been occurring for centuries amid both promise and 

concern. The latest technological progression has included machine learning and 

traditional AI techniques, such as computer vision and automated decision-making 

processes, which have become commonplace over the past two decades. Using AI to 

automate tasks across various industries has driven some productivity gains.50  

However, this automation has also led to the displacement of some jobs that involve 

repetitive or predictable tasks. As AI has progressed, businesses are increasingly 

incorporating more advanced AI, including generative AI, into tasks beyond these 

simpler tasks, including creative work, computer programming, and legal work. While AI 

may displace some jobs, it will augment existing jobs and create new ones. Some jobs 

created may require more advanced skills, such as AI system design, maintenance, and 

oversight; others may require less advanced skills, such as data entry or data labeling. 

 
46 Becky Pringle. Report of the NEA Task Force on Artificial Intelligence in Education. National Education Association, 
June 2024, https://www.nea.org/sites/default/files/2024-
06/report_of_the_nea_task_force_on_artificial_intelligence_in_education_ra_2024.pdf.  
47 
 Searcey, Dionne. "Despite Cheating Fears, Schools Repeal ChatGPT Bans." The New York Times, 2023, 
https://www.nytimes.com/2023/08/24/business/schools-chatgpt-chatbot-bans.html.  
48 Shaw, C., Yuan, L., Brennan, D., Martin, S., Janson, N., Fox, K., & Bryant, G., 23 Oct. 2023. 
Tyton Partners. https://tytonpartners.com/app/uploads/2023/10/GenAI-IN-HIGHER-EDUCATION-FALL-2023-
UPDATE-TIME-FOR-CLASS-STUDY.pdf.  
49 ñEd Powered by Individual Acceleration Plan,ò Los Angeles Unified School District, 2024, 
http://www.lausd.org/site/default.aspx?PageID=19406.  
50 OECD/APO, Identifying the Main Drivers of Productivity Growth: A Literature Review, Organisation for Economic 

Co-operation and Development Publishing, Paris, 2022 https://doi.org/10.1787/00435b80-en.  
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Congress must consider how the U.S. workforce and economy can best incorporate and 

utilize AI while protecting against potential detriments to existing jobs, workers, and 

communities.  

Understanding Worker Augmentation and Displacement Due to AI 

Shifting demographic, social, and economic trends have led to persistent labor 

shortages, widening skill gaps, and an aging population. In response to talent 

shortages, businesses across all economic sectors increasingly look to AI-enabled 

automation and digital transformation to supplement their workforce and increase 

productivity. It is important to examine how AI will affect the composition and distribution 

of the workforce.  

Generally, AI is expected to augment workersô knowledge and enable them to become 

more productive. These tools can allow workers to spend more time completing 

complex problems that draw upon their expertise rather than on mundane tasks. This 

will require improved AI literacy across the workforce and may require specific up-

skilling to perform AI-augmented tasks. 

Different sectors will adopt and adapt to AI differently, and there will be sector-specific 

considerations for AIôs ethical and responsible use. For example, a 2024 survey of 

journalists found that over 70 percent of respondents had started using generative AI in 

some capacity, but they continue to have concerns about lack of human supervision, 

inaccurate information, bias, and more.51  

 
51 Diakopoulos, Nicholas & Cools, Hannes & Li, Charlotte & Helberger, Natali & Kung, Ernest & Rinehart, Aimee & 
Gibbs, Lisa. ñGenerative AI in Journalism: The Evolution of Newswork and Ethics in a Generative Information 
Ecosystem.ò Research Gate, 2024, 
https://www.researchgate.net/publication/379668724_Generative_AI_in_Journalism_The_Evolution_of_Newswork_a
nd_Ethics_in_a_Generative_Information_Ecosystem.  

Source: World Economic Forum - Fastest growing vs. fastest declining jobs 
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Some tasks are more likely to be automated by AI, leading to a reallocation of human 

labor that may displace some workers and industries. The impact of this automation is 

often felt disproportionately on the lower-wage and low-skilled workers who can least 

afford to adjust. However, AI tools have also started to displace skilled roles, such as 

those in some creative and technical industries, traditionally insulated from automation. 

For example, generative AI tools have been demonstrated to be used in creative 

professions like graphic design and technical tasks like coding. A 2023 survey of the 

animation entertainment industry found that 75% of respondents believed generative AI 

tools have already supported eliminating, reducing, or consolidating jobs in the 

industry.52  

Furthermore, not all AI adoption into workforce settings augments or enables skills. 

Some fields and workplaces have adopted AI in ways that automate complex tasks and 

leave human workers to perform lower-skilled tasks, a process called ñdeskilling.ò  

For example, some hospitals have started to explore AI technologies in contexts in 

which nurses have traditionally played a role, such as treatment decisions.53 Without 

careful development and deployment, automating the complex tasks that previously 

relied on nuanced human decision-making could result in poorer outcomes and a lower-

skilled workforce. 

It is critical to understand and monitor how skills, jobs, and roles change as AI 

technologies improve and are increasingly incorporated into the economy. These 

dynamics will affect long-term educational and vocational pathways into those roles, 

societal perceptions toward work,54 and macroeconomic factors like tax revenue.55  

Training an AI-Enabled Workforce 

Harnessing the benefits of AI systems will require a workforce capable of integrating 

these systems into their daily jobs. The World Economic Forum projects that over the 

next ten years, 1.1 billion jobs will likely be radically transformed by technologies such 

as AI.56 A Microsoft survey notes that more than 82% of business leaders say increased 

AI use will require new skills from their workers.57  

 
52 CVL Economics. ñFUTURE UNSCRIPTED: The Impact of Generative Artificial Intelligence on Entertainment 

Industry Jobs.ò Animation Guild, 2024, https://animationguild.org/ai-and-animation/.  
53 National Nurses United. ñA.I.ôs impact on nursing and healthcare.ò 2023, 
https://www.nationalnursesunited.org/artificial-intelligence.  
54 Mirbabaie, M., Br¿nker, F., Mºllmann Frick, N.R.J. et al. The rise of artificial intelligence ï understanding the AI 

identity threat at the workplace. Electron Markets 32, 73ï99 (2022). https://doi.org/10.1007/s12525-021-00496-x.  
55 Daron Acemoglu, et al. Taxes, Automation, and the Future of Labor. MIT Sloan School of Management, 2023, 
https://mitsloan.mit.edu/shared/ods/documents?PublicationDocumentID=7929.  
56 Preston Fore. ñTo address AIôs growing skills gap, IBM is promising to train 2 million people over the next 3 years, 
Fortune Recommendsò Fortune, 29 Sep. 2023, https://fortune.com/education/articles/ibm-commitment-two-million-
workers-in-ai-by-2026/.  
57 Id. 
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According to an IBM survey, executives estimate that 40% of their workforce will need 

reskilling in response to AI and automation in the next three years, and 87% of 

executives expect job roles to be ñaugmented, rather than replaced, by generative AI.ò58  

To adapt to AI-augmented roles, incumbent workers will likely need to upskill or improve 

their performance in their current role to gain AI competency. These shifts in the labor 

market will also require reskilling or transitioning workers to new roles requiring skills 

outside their area of focus. To avoid long-term unemployment, displaced workers may 

benefit from assistance and wage replacement while retraining for an extended period. 

Adopting AI and automation technologies can require significant human infrastructure, 

including new skills and work routines, changes to physical infrastructure, and changes 

to cultural norms.  

 

Demand for AI skills has broadly increased since 2010.59 However, evidence suggests 

there is currently a large shortage of AI workers and potential workers who can 

transition into AI roles.60 Furthermore, this demand is growing across different industry 

sectors, with higher growth in the information, professional, scientific, and technical 

services, as well as the finance and insurance sectors.61  

 
58 IBM. ñResearch Insights - IBM Institute for Business Value, Augmented work for an automated, AI-driven world.ò 
IBM, August 2023, https://www.ibm.com/downloads/cas/NGAWMXAK.  
59 Stanford University. ñAI Index Report 2024.ò Stanford HAI, May 2024, https://aiindex.stanford.edu/wp-
content/uploads/2024/05/HAI_AI-Index-Report-2024.pdf.  
60 Diana Gehlhaus and Ilya Rahkovsky. ñU.S. AI Workforce, Labor Market Dynamics.ò Center for Security and 
Emerging Technologies, 2021, https://cset.georgetown.edu/wp-content/uploads/CSET-U.S.-AI-Workforce-Labor-
Market-Dynamics.pdf.  
61 Id. 

Source: IBM - Augmented work for an automated, AI-driven world 
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As AI changes the skills required to do certain jobs, organizations are exploring how to 

reskill and upskill their existing workforces to remain competitive. For example, Amazon 

has trained thousands of employees in machine learning through its Machine Learning 

University program.62 However, these reskilling and upskilling efforts are challenging 

and do not guarantee a positive outcome.63 A 2021 report from the OECD found that 

only a fraction of workers participate in these training programs, and those who 

participate often do not need them.64 

To achieve the best results across the U.S., such programs may require significant 

support from federal, state, and local governments and other key partner organizations, 

such as community and technical colleges, local universities, labor unions, education 

nonprofits, and workforce development organizations.  

AI Use by Employers 

Employers are also heavily integrating AI tools into workplace operations. They use AI 

to manage workers, including assigning tasks, scheduling workers, evaluating 

performance, hiring, and firing.65 A 2022 survey of human resources leaders found that 

98% planned to rely on software and algorithms to reduce labor costs.66 However, 

integrating these technologies into established fields and disciplines can change the 

conditions and quality of labor in those jobs, including changes to workplace culture.67  

One challenge with integrating AI into workplace settings is the possibility of errors such 

as harmful bias, which can occur when an algorithm produces systematically prejudiced 

results due to erroneous assumptions in the machine learning process.  

Bias in automated decision-making, even using non-AI tools, is a recognized problem: 

in 2015, Amazon acknowledged that its internal AI-driven recruitment technology 

systematically ranked female applicantsô resumes lower than male applicantsô because 

the AI model was trained primarily on male applicants.68  

 

 
62 Amazon Web Services. ñMachine Learning and AI Solutions.ò AWS, 2024, https://aws.amazon.com/ai/machine-
learning/.  
63 Jorge Tamayo, et al. "Reskilling in the Age of AI." Harvard Business Review, September 2023, 
https://hbr.org/2023/09/reskilling-in-the-age-of-ai.  
64 OECD (2021), Training in Enterprises: New Evidence from 100 Case Studies, Getting Skills Right, OECD 
Publishing, Paris, https://doi.org/10.1787/7d63d210-en.  
65 Alexandra Mateescu. ñExplainer: Challenging Worker Dataficationò. Data & Society, November 2023, 
https://datasociety.net/wp-content/uploads/2023/11/DS_Explainer-Challenging-Worker-Datafication.pdf.  
66 Brian Westfall. ñAlgorithms Will Make Critical Talent Decisions in the Next RecessionðHereôs How To Ensure 
Theyôre the Right Ones.ò Capterra, 2023, https://www.capterra.com/resources/recession-planning-for-businesses/.  
67 Alexandra Mateescu and Madeleine Clare Elish. ñAI in Context: The Labor of Integrating New Technologies.ò Data 
& Society, 2019, https://datasociety.net/wp-content/uploads/2019/01/DataandSociety_AIinContext.pdf.  
68 Jeffrey Dastin. ñInsight - Amazon scraps secret AI recruiting tool that showed bias against women.ò Reuters, 2018, 
https://www.reuters.com/article/usamazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-
showed-bias-against-women-idUSKCN1MK08G.   
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The 2022 survey of human resource leaders mentioned previously found only 50% were 

completely confident that their tech would make unbiased decisions.69 Though AI has 

improved substantially over time, a 2023 study found that algorithmic bias in gender, 

race, and ability of job applicants is still pervasive and stems from limited raw data sets 

and biased algorithm designers.70 

AI technologies are also increasingly being used in workplace surveillance.71 This 

includes monitoring and recording video or audio, GPS location, computer activity, and 

biometric data. This has also included monitoring employees working from home, 

potentially trespassing into home life.72 Businesses use this data for productivity 

tracking and algorithmic discipline, including firings.73  

Businesses can also use the data they collect to train other AI models, such as 

improving operational efficiencies and workplace safety.74  

However, there are concerns that the ñdataficationò of workers could negatively impact 

workers and make their workplaces less safe.75 A 2024 survey of U.S. workers found 

that workplace monitoring technologies used to discipline workers were strongly related 

to negative worker health and well-being outcomes.76 While data-driven analytics may 

contribute to improved business practices and productivity, these tools may also harm 

workersô civil rights or systematically lock certain workers out of employment 

opportunities altogether.  

Understanding Labor Shifts 

As job seekers, employers, and education providers seek to keep pace with the 

evolving skill demands of the economy, timely and granular data on skills and 

occupations is critical. This crucial work is done by the Department of Laborôs 

Employment and Training Administration (ETA)ðincluding the O*NET system of 

occupational characteristics and the Workforce Data Quality Initiative for statewide 

dataðand the Bureau of Labor Statistics (BLS)ðincluding the Employment Projections 

program and the Work Stoppages program.  

 
69 Supra 66. 
70 Chen, Z. Ethics and discrimination in artificial intelligence-enabled recruitment practices. Humanit Soc Sci Commun 
10, 567. Nature, 2023. https://doi.org/10.1057/s41599-023-02079-x.  
71 Wendi Lazar and Cody Yorke. "Watched While Working: Use of Monitoring AI in the Workplace Increases." 
Reuters, 25 April 2023, https://www.reuters.com/legal/legalindustry/watched-while-working-use-monitoring-ai-
workplace-increases-2023-04-25/.  
72 Supra 69. 
73 Colin Lecher. "How Amazon automatically tracks and fires warehouse workers for óproductivityô." The Verge, 25 
April 2019, https://www.theverge.com/2019/4/25/18516004/amazon-warehouse-fulfillment-centers-productivity-firing-
terminations.  
74 Brian Warrick, "The Role of Artificial Intelligence in Occupational Safety and Health Practices (OSH)." USF Public 
Health News, 2024, https://www.usf.edu/health/public-health/news/2024/ai-in-osh-practices.aspx.  
75 Supra 71.  
76 Alexander Hertel-Fernandez. ñEstimating the Prevalence of Automated Management and Surveillance 
Technologies at Work and Their Impact on Workersô Well-Being.ò Washinton Center for Equitable Growth, 2023, 
https://equitablegrowth.org/research-paper/estimating-the-prevalence-of-automated-management-and-surveillance-
technologies-at-work-and-their-impact-on-workers-well-being/.  

https://doi.org/10.1057/s41599-023-02079-x
https://www.reuters.com/legal/legalindustry/watched-while-working-use-monitoring-ai-workplace-increases-2023-04-25/
https://www.reuters.com/legal/legalindustry/watched-while-working-use-monitoring-ai-workplace-increases-2023-04-25/
https://www.theverge.com/2019/4/25/18516004/amazon-warehouse-fulfillment-centers-productivity-firing-terminations
https://www.theverge.com/2019/4/25/18516004/amazon-warehouse-fulfillment-centers-productivity-firing-terminations
https://www.usf.edu/health/public-health/news/2024/ai-in-osh-practices.aspx
https://equitablegrowth.org/research-paper/estimating-the-prevalence-of-automated-management-and-surveillance-technologies-at-work-and-their-impact-on-workers-well-being/
https://equitablegrowth.org/research-paper/estimating-the-prevalence-of-automated-management-and-surveillance-technologies-at-work-and-their-impact-on-workers-well-being/


Bipartisan House Task Force on Artificial Intelligence 
Education and Workforce 

103 

Monitoring, understanding, and projecting workforce trends, including wages, is critical 

for informing educational and social policies and projecting tax revenue. Congress 

should continue to work with the agencies to monitor shifts in demand across industries, 

occupations, and skillsets to understand the impact of AI on the workforce, including 

non-AI jobs. 

Existing Programs for Worker Dislocation, Reskilling, and Upskilling  

There are several existing programs for workforce development which could be updated 

to address changes brought forth by AI. These programs include: 

¶ Programs authorized under the Workforce Innovation and Opportunity Act.77 WIOA 

requires states to strategically align their workforce development programs to 

coordinate the needs of both job seekers and employers. Funding for WIOA has 

never reached authorized levels. WIOAôs Dislocated Worker Program was funded at 

$1.095 billion in FY 2023 and only served 212,018 people in program year 2022 (the 

most recent year with available data).78 Further, the WIOA Dislocated Worker 

Program emphasizes short-term training, which is an effective tool for rapid 

reemployment, but many new jobs created from automation may require higher skill 

attainment and, thus, longer training. Some of the most common credentials earned 

through WIOA are for low-wage occupations, such as nursing assistants. The 

median annual earning of a training program on the Eligible Training Provider list is 

$29,388.79 

¶ Trade Adjustment Assistance (TAA). DOLôs TAA ended in 2022, but previously, it 

helped workers dislocated by foreign trade become reemployed in an in-demand 

industry by providing access to training, employment and case-management 

services, allowances for job search and relocation, and wage insurance. It cost 

$582.1 million in FY 2019 and served 28,751 participants.  

¶ Unemployment Insurance (UI). DOL oversees the UI program, which provides 

income support to workers who lose a job through no fault of their own while they 

seek reemployment. 

¶ Education and Work-Based Learning Programs. Although not specifically targeted 

toward dislocated workers, the DOLôs Employment and Training Administration 

provides training programs and other services, including Skills Training Grants, the 

Adult Literacy and Education Initiative, and work-based learning programs 

that provide education, training, and learning opportunities to prepare individuals for 

future employment. 

 
77 Supra 25. 
78 U.S. Department of Labor, Employment and Training Administration. PY 2022 WIOA National Performance 
Summary. U.S. Department of Labor, 2022, 
https://www.dol.gov/sites/dolgov/files/ETA/Performance/pdfs/PY2022/PY%202022%20WIOA%20National%20Perfor
mance%20Summary.pdf.   
79 David Deming, et al. ñNavigating Public Job Training: Harvard Project on Workforce.ò Harvard Kennedy School, 
2023, https://www.pw.hks.harvard.edu/post/publicjobtraining.  
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Additional efforts, including partnerships with state, local, or non-governmental entities, 

should be considered to support workers and workforce skilling and re-skilling. 

Labor Laws for Modern Needs 

Employers deploying AI in the workforce must adhere to anti-discrimination and labor 

laws. Existing law protects employees and job applicants from employment 

discrimination based on race, color, religion, sex, and national origin, as well as 

disability discrimination.  

The Equal Employment Opportunity Commission (EEOC) has released guidance on 

employers' use of AI.80 81 The EEOC needs continued support to ensure that 

nondiscrimination protections are fully enforced. Further, Congress should investigate 

transparency legislation to ensure that AI technologies deployed in the workplace are 

not violating workers' rights. Please see the chapter on Civil Rights for more discussion 

of advancing civil rights protections in the age of AI. 

AI used in the workplace must respect existing workersô and employersô rights under the 

National Labor Relations Act. U.S. labor and employment laws have governed 

workplace organizing and bargaining activities for decades. As an example of the broad 

implications of AI, the National Labor Relations Board (NLRB) has completed work on 

the interactions of emerging technologies and protected activities or unfair practices 

under those laws.82  

The Occupational Safety and Health Act (P.L.91-596) requires employers to provide 

workers with a workplace free of recognized hazards.83 The Occupational Safety and 

Health Administration (OSHA) should monitor its standards or recommended practices 

and require updating as AI technologies are increasingly incorporated into the 

workplace. Congress could also consider legislation that supports research through the 

National Institute of Occupational Safety and Health to examine how AI technologies 

can enhance or reduce workplace safety and well-being.84 

 

 

 
80 U.S. Equal Employment Opportunity Commission. Americans with Disabilities Act and the Use of Software, 
Algorithms, and Artificial Intelligence. U.S. Equal Employment Opportunity Commission, 2023, 
https://www.eeoc.gov/laws/guidance/americans-disabilities-act-and-use-software-algorithms-and-artificial-intelligence.  
81 U.S. Equal Employment Opportunity Commission. "EEOC Releases New Resource on Artificial Intelligence and 
Title VII." U.S. Equal Employment Opportunity Commission, 2023, https://www.eeoc.gov/newsroom/eeoc-releases-
new-resource-artificial-intelligence-and-title-vii.  
82 National Labor Relations Board. "NLRB General Counsel Issues Memo on Unlawful Electronic Surveillance and 
Monitoring." National Labor Relations Board, 2023, https://www.nlrb.gov/news-outreach/news-story/nlrb-general-
counsel-issues-memo-on-unlawful-electronic-surveillance-and.  
83 United States, Congress. Occupational Safety and Health Act of 1970. Public Law 91-596, 29 Dec. 1970. United 
States Statutes at Large, vol. 84, pp. 1590ï1620. GovInfo, www.govinfo.gov/content/pkg/STATUTE-84/pdf/STATUTE-
84-Pg1590.pdf. 
84 Jay Vietas. "The Role of Artificial Intelligence in the Future of Work." Centers for Disease Control and Prevention. 
NIOSH Science Blog, 24 May 2021, https://blogs.cdc.gov/niosh-science-blog/2021/05/24/ai-future-of-work/.  

https://www.eeoc.gov/laws/guidance/americans-disabilities-act-and-use-software-algorithms-and-artificial-intelligence
https://www.eeoc.gov/newsroom/eeoc-releases-new-resource-artificial-intelligence-and-title-vii
https://www.eeoc.gov/newsroom/eeoc-releases-new-resource-artificial-intelligence-and-title-vii
https://www.nlrb.gov/news-outreach/news-story/nlrb-general-counsel-issues-memo-on-unlawful-electronic-surveillance-and
https://www.nlrb.gov/news-outreach/news-story/nlrb-general-counsel-issues-memo-on-unlawful-electronic-surveillance-and
file:///C:/Users/hvaughan/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JUJWCPT6/www.govinfo.gov/content/pkg/STATUTE-84/pdf/STATUTE-84-Pg1590.pdf
file:///C:/Users/hvaughan/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JUJWCPT6/www.govinfo.gov/content/pkg/STATUTE-84/pdf/STATUTE-84-Pg1590.pdf
https://blogs.cdc.gov/niosh-science-blog/2021/05/24/ai-future-of-work/
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Workers will continue to be an important input in the development of AI systems. 

Congress should ensure that policies overseeing those workers are fair and ethical. 

Congress could explore legislation and oversight activities in their jurisdictions to 

promote sound job principles.  

For example, the federal government could ensure appropriate standards for data 

labeling or reinforcement learning work done for federal programs and federally funded 

research.  
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Key Findings 
AI is increasingly used in the workplace by both employers and employees. 

It is likely that workers will increasingly work with or alongside AI systems, which will 

require pathways to upskill an AI-enabled workforce.  

 

Fostering domestic AI talent and continued U.S. leadership will require significant 

improvements in basic STEM education and training. 

Other nations are ahead of the U.S. in Kï12 mathematics and science education. 

Addressing the future needs of the American AI industry will require that AI skills be 

bolstered by both workforce training and Kï12 education. 

 

U.S. AI leadership would be strengthened by utilizing a more skilled technical 

workforce. 

The highly skilled workforce in science and engineering fields, without a bachelorôs 

degree or above, can add to the ranks of U.S. AI talent. This workforce can be trained 

through AI-related certificate programs and industry training programs. 

 

AI adoption in America requires AI literacy. 

A lack of understanding of AI could lead the public to avoid AI products, missing out on 

productivity-enhancing or quality-of-life-improving uses of the technology. 

 

Kï12 educators need resources to promote AI literacy. 

To achieve AI literacy and education for students, teachers need knowledge of AI 

technology, including AI training on using AI in the classroom. 
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Recommendations 
Recommendation: Invest in Kï12 STEM and AI Education and broaden 

participation. 

U.S. Kï12 STEM education is lagging, especially in comparison to other nations. 

Continued U.S. leadership in AI will require a targeted focus on improving Kï12 STEM 

and AI education. The federal government has several initiatives to improve STEM 

education in rural and underserved communities. Congress should continue to support 

those efforts, especially in areas related to AI.  

 

Recommendation: Bolster U.S. AI skills by providing needed AI resources. 

One key challenge facing the advancement of the United Statesô AI talent pipeline is a 

lack of access to AI resources, particularly computational power and data, at institutions 

of higher education. One potential solution is the NAIRR Pilot (discussed in the 

Research, Development, &Standards chapter), which connects U.S. researchers and 

educators with computational, data, software, model, and training resources. 

 

Recommendation: Develop a full understanding of the AI workforce in the United 

States. 

Understanding the AI workforce, including defining roles and skills, is critical for creating 

educational and talent pipelines for AI. There currently exists little understanding of who 

makes up the ñAI workforceòðincluding demographic makeup, changes in the 

workforce over time, employment gaps, and the penetration of AI-related jobs across 

sectors. Further, AI-related work roles, job categories, tasks, skill sets, and 

competencies are underdeveloped and often undefined. Without good data on the AI 

workforce, it will be difficult to understand the abilities, gaps, and needs of this important 

workforce segment.  

Congress could ensure federal agencies support extensive, well-ordered data analytics 

to monitor the status of the AI workforce. Supporting better data can help policymakers 

focus efforts and investments to address gaps and disparities, including demographic 

disparities, in the AI workforce. Some of this work is currently being done by the Bureau 

of Labor Statistics and the National Center for Science and Engineering Statistics.85  

 

 

 

 
85 Hill, National Center for Science and Engineering Statistics. Artificial Intelligence & Technology: A National 
Perspective. National Science Foundation, 2020, https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-
technology.  

https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
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Recommendation: Facilitate public-private partnerships to bolster the AI 

workforce. 

The United States can improve its AI-related education and workforce development 

activities by facilitating public-private partnerships in different regions across the 

country. Collaborations between educational institutions, federal and state governments, 

and industries effectively align education and workforce development with market needs 

and emerging technologies. To foster the AI workforce needed for continued U.S. 

leadership in AI, partnerships must occur at every level, including with key workforce 

stakeholders such as employers, training providers, community-based organizations, 

labor unions, career and technical education organizations, economic development 

organizations, and other public sector organizations. 

 

Recommendation: Develop regional expertise when supporting government-

university-industry partnerships. 

Congress should support public-private partnerships in education and workforce 

development to bolster workforce pathways into AI jobs. Different regions will have their 

own industries with individual needs, and employer-led workforce development activities 

may differ across geographies. Supporting regional expertise would facilitate the 

equitable and broad dispersion of AI training, as well as the economic opportunities it 

brings. To support these outcomes, Congress should support regional innovation 

programs at the National Science Foundation, the Department of Energy, and the 

Economic Development Administration. 

 

Recommendation: Broaden pathways to the AI workforce for all Americans. 

The United States can strengthen the AI workforce by enabling skills-based hiring, 

developing an AI Workforce Framework, and investigating how to eliminate barriers to 

workforce participation. 

Congress should explore how to update workforce training programs and nontraditional 

hiring pathways to fulfill the rising need for AI practitioners and to ensure AI job seekers 

can successfully navigate from career education and upskilling programs into the 

professional AI workforce. Skills-based hiring will expand talent pools by making it 

easier for applicants without a bachelorôs degree to demonstrate their skills and will help 

remove barriers to employment for historically under-represented groups.86 

Congress should develop improved guidance and strategies for the public and private 

sectors to implement skills-based hiring practices and standards for professional 

certifications and credentials in AI-related fields and disciplines.    

 
86 Office of Personnel Management. OPM Releases Skills-Based Hiring Guidance. Chief Human Capital Officers 
Council, 2024, https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-
guidance-ai-government.  

https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
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Recommendation: Support the standardization of work roles, job categories, 

tasks, skill sets, and competencies for AI-related jobs. 

Legislation should be explored to support a common understanding and lexicon around 

AI-related tasks and competencies to address these issues. Federal agencies should 

support extensive, well-ordered data analytics to monitor the status of the AI workforce.  

Supporting better data can help policymakers focus efforts and investments to address 

gaps and disparities, including demographic disparities, in the AI workforce. Legislation 

could improve and streamline such data collection. 

 

Recommendation: Evaluate existing workforce development programs. 

Rapid AI adoption may displace some job roles and lead to job losses. This chapter 

discusses several existing U.S. federal workforce development programs to address 

worker dislocation, support retraining, and mitigate other adverse impacts of 

automation. Congress should evaluate these programs. They may need to be expanded 

or updated to adequately address new challenges brought forth by AI.  

Congress should also consider whether other programs, including partnerships with 

state, local, or non-governmental entities, should be used to implement workers and 

workforce skilling and re-skilling. 

 

Recommendation: Promote AI literacy across the U.S. 

AI literacy is critical in empowering the American public to responsibly use and respond 

to AI technologies. The United States will need to promote a basic understanding of AI 

technologies and their societal impact, akin to basic digital literacy. Continued federal 

support for existing programs and methods to equitably scale AI to classroom settings 

will be critical to incorporating AI into our countryôs school systems.  

Federal agencies should provide support for professional development and teacher 

preparation on using these technologies in the classroom, especially in a manner 

consistent with the studentôs learning goals. NSF and ED both have programs focused 

on enabling educators and administrators to have this training, such as NSFôs Teacher 

Corps, NSFôs Computer Science for All, and EDôs Teacher Quality Partnership.  
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Recommendation: Empower U.S. educators with AI training and resources. 

Congress should explore leveraging federal funds, such as Every Student Succeeds 

Act87 Title II-A and IV-A funds, for professional learning and educator development in AI 

literacy. Continued federal support for these programs will enable educators to 

incorporate AI into our countryôs Kï12 school systems.  

State education agencies and school districts often go through time- and energy-

intensive efforts to choose products for their school systems. Congress and the 

Administration should support these policymakers in choosing these products. The 

budget implications of using certain AI-enabled educational tools can also be unclear 

and challenging to quantify. Programs such as EDôs What Works Clearinghouse88 can 

be useful models to guide evaluation efforts to help inform these decisions.  

 

Recommendation: Support NSF curricula development. 

Congress should support the NSF's efforts to promote curricula development for AI-

related fields through competitive awards for institutions of higher education, industry 

consortiums, and education nonprofits. Congress should also explore other 

mechanisms to support the adoption of these curricula, such as through programs 

supported by ED and partnerships between state educational entities, federal entities, 

industry, education nonprofits, and institutions of higher education. 

 

Recommendation: Monitor the interaction of labor laws and worker protections 

with AI adoption. 

As AI continues to drive increased worker productivity and economic prosperity, the 

entire economy should share those productivity gains. Employers deploying AI in the 

workforce must adhere to existing anti-discrimination and labor standards. However, 

there may be gaps in understanding how existing laws apply to new AI technologies and 

how to enforce those laws. Congress should monitor these developments to ensure 

existing laws adequately address worker and employer needs in the modern age. 

 

 
87 Office of the Federal Register, National Archives and Records Administration. Public Law 114 - 95 - Every Student 
Succeeds Act. U.S. Government Publishing Office, 9 Dec. 2015, https://www.govinfo.gov/app/details/PLAW-
114publ95. 
88 Institute of Education Sciences, "What Works Clearinghouse (WWC)," IES: Institute of Education Sciences, U.S. 
Department of Education, https://ies.ed.gov/ncee/wwc/FWW.  

https://www.govinfo.gov/app/details/PLAW-114publ95
https://www.govinfo.gov/app/details/PLAW-114publ95
https://ies.ed.gov/ncee/wwc/FWW
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Background 
Advances in AI technology have introduced new issues for intellectual property (IP) 

laws, raising questions on how the ownership, creation, and protection of art, writings, 

brands, inventions, and other creations should be treated.  

Generative AI technology has become more adept at tasks resembling human creativity, 

raising further questions about how works created using generative AI should be treated 

under our IP laws. 

Four main categories of intellectual property rights exist in the United States: patents, 

trademarks, copyrights, and trade secrets.1 Patents and copyrights are generally 

protected under federal law.2 In contrast, trademarks and trade secrets are protected 

under both state and federal laws.3 

 

 
1 Verigan, Teresa. ñProtecting Intellectual Property in the United States: A Guide for Small and Medium-Sized 

Enterprises in the United Kingdom.ò U.S. Patent and Trademark Office, 15 March 2018, 

www.uspto.gov/sites/default/files/documents/UK-SME-IP-Toolkit_FINAL.pdf.   
2 House of Representatives, Congress. 17 U.S.C. 301 - Preemption with respect to other laws. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap3-sec301; 
see also: Bonito Boats, Inc. v. Thunder Craft Boats, Inc., 489 U.S. 141, 152 (1989) (ñThus our past decisions have 
made clear that state regulation of intellectual property must yield to the extent that it clashes with the balance struck 
by Congress in our patent laws.ò). 
3 Zirpoli, Christopher T. ñArtificial Intelligence Prompts Renewed Consideration of a Federal Right of Publicity.ò 

Congressional Research Service, 29 Jan. 2024, https://crsreports.congress.gov/product/pdf/LSB/LSB11052. 

(ñExisting federal IP laws provide examples of both approaches, as the Patent Act and Copyright Act largely preempt 

state laws while the Lanham Act and Defend Trade Secrets Act do not.ò). 

http://www.uspto.gov/sites/default/files/documents/UK-SME-IP-Toolkit_FINAL.pdf
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap3-sec301
https://crsreports.congress.gov/product/pdf/LSB/LSB11052


Bipartisan House Task Force on Artificial Intelligence 
Intellectual Property 

112 

Patents 

Utility patents protect new and useful 

processes, machines, articles of 

manufacture, compositions of matter, or 

improvements thereof.4  

Under Title 35, such an invention must be 

novel and cannot already exist in preceding 

technology or knowledge (ñprior artò) to be 

patentable.5 Further, the claimed invention 

must not be merely an obvious improvement 

over the prior art.6 Additionally, the patent 

document itself must meet certain 

requirements with respect to disclosures, 

level of detail, and specificity of language, 

among other things.7  

These requirements reflect the fundamental 

nature of a patent as a bargain in which innovators are incentivized to create truly new 

inventions by granting them certain legal rights for a limited period of time, and society 

benefits from the required public disclosure of those inventions to enable other 

innovators to learn from them and develop further innovations.8  

U.S. patents are obtained by filing a patent application with the U.S. Patent and 

Trademark Office (USPTO), which examines the application to determine whether it 

meets all relevant statutory criteria (such as those described above) before granting the 

patent.9 Once issued, patents generally have a term of 20 years from the date the 

application was originally filed with the USPTO.10  

 
4 House of Representatives, Congress. 35 U.S.C. 101 - Inventions patentable. U.S. Government Publishing Office, 
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec101; see also: 
Supra 1.  
5 House of Representatives, Congress. 35 U.S.C. 102 - Conditions for patentability; novelty. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-
sec102  
6 House of Representatives, Congress. 35 U.S.C. 103 - Conditions for patentability; non-obvious subject matter. U.S. 
Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-
partII-chap10-sec103.  
7 House of Representatives, Congress. 35 U.S.C. 112 - Specification. U.S. Government Publishing Office, 
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap11-sec112.  
8 Amgen, et al. v. Sanofi, et al., 143 S.Ct. 1243, 1251 (2023) (ñIn exchange for bringing ónew designs and 
technologies into the public domain through disclosure,ô so they may benefit all, an inventor receives a limited term of 
óprotection from competitive exploitation.ôò). 
9 House of Representatives, Congress. 35 U.S.C. 2 - Powers and duties. U.S. Government Publishing Office, 
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partI-chap1-sec2; see also: House 
of Representatives, Congress. 35 U.S.C. 131 - Examination of application. U.S. Government Publishing Office, 
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap12-sec131.  
10 House of Representatives, Congress. 35 U.S.C. 154 - Contents and term of patent; provisional rights. U.S. 
Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-
partII-chap14-sec154.  

https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec101
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap11-sec112
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partI-chap1-sec2
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap12-sec131
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap14-sec154
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap14-sec154
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Copyrights 

Copyrights protect original works of authorship during the authorôs lifetime and for a 

limited time afterward.11 Copyright is a form of IP that protects creative works such as 

music, literary works, visual art, and audiovisual works like films and TV shows.12 As 

soon as a work is created and fixed in a tangible medium (e.g., written down or 

recorded), the author/artist automatically has a copyright on that work.13  

Importantly, the scope of copyright protection is limited to the expressive portions of a 

work and does not extend to ñany idea, procedure, process, system, method of 

operation, concept, principle, or discovery, regardless of the form in which it is 

described, explained, illustrated, or embodied in such work.ò14 Copyright protection is 

also limited unless the copyright is registered with the U.S. Copyright Office (USCO).15  

Copyright registration enables the copyright owner to file an infringement lawsuit and to 

access the full scope of available remedies.16 

A copyright confers on its owner a ñbundleò of rights enumerated under the Copyright 

Act.17 Among those rights are the right to ñreproduce the copyrighted work in copies or 

phonorecordsò and to ñprepare derivative works based upon the copyrighted work.ò18 To 

reproduce a work or prepare derivative works (or other protected acts), permission (i.e., 

a license) must first be obtained from the copyright owner.19 Whether the work is 

publicly accessible or freely available for certain uses (e.g., for viewing) has no legal 

effect on whether a license is required for other uses (e.g., reproduction/copying, 

derivative works).20 

 
11 Supra 1.  
12 House of Representatives, Congress. 17 U.S.C. 102 - Subject matter of copyright: In general. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec102.  
13 Id. 
14 Id. 
15 House of Representatives, Congress. 17 U.S.C. 401 - Notice of copyright: Visually perceptible copies. U.S. 

Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-

chap4-sec401; see also: House of Representatives, Congress. 17 U.S.C. 502 - Remedies for infringement: 

Injunctions. U.S. Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-

title17/USCODE-2023-title17-chap5-sec502; see also: House of Representatives, Congress. 17 U.S.C. 503 - 

Remedies for infringement: Impounding and disposition of infringing articles. U.S. Government Publishing Office, 

https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec503; see also: House of 

Representatives, Congress. 17 U.S.C. 504 - Remedies for infringement: Damages and profits. U.S. Government 

Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec504; 

see also: House of Representatives, Congress. 17 U.S.C. 505 - Remedies for infringement: Costs and attorney's 

fees. U.S. Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-

title17-chap5-sec505 
16 Id. 
17 House of Representatives, Congress. 17 U.S.C. 106 - Exclusive rights in copyrighted works. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec106.  
18 Id. 
19 Id. (ñthe owner of copyright under this title has exclusive rights to do and to authorize . . .ò) 
20 Id.; see also: House of Representatives, Congress. 17 U.S.C. 201 - Ownership of copyright. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap2-sec201.  

https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap4-sec401
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap4-sec401
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec502
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec502
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec503
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec504
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec505
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec505
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec106
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap2-sec201
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In addition to the ñideaò limitation noted above, another important limitation on the rights 

of a copyright owner relevant to AI is ñfair use,ò namely, unlicensed use of a copyrighted 

work defined as non-infringing in light of an analysis of certain statutory factors.21  

The four statutory factors in the fair use analysis are (1) the nature of the copyrighted 

work; (2) the amount and substantiality of the portion used in relation to the work as a 

whole (i.e., how much is used and how important it is to the work); (3) the effect of the 

use on the value of the work; and (4) the purpose and character of the use (e.g., 

commercial purpose, educational purpose, research purpose, 

criticism/commentary/parody, etc.).22 Among other things, the fair use exception 

prevents copyrights from being used to stifle First Amendment-protected free speech.23 

Trade Secrets 

Trade secrets include any information maintained as a secret, having commercial value, 

and for which reasonable steps have been taken to protect and keep them secret.24 

Unlike patents and copyrights, a trade secret does not expire as long as the required 

conditions are met.25  

Unlike patents, for which infringement is based on strict liability (i.e., there is no 

requirement for a ñbadò act or intent), a trade secret claim only arises when the trade 

secret is acquired through ñimproperò means, such as theft, misrepresentation, breach 

of duty to maintain secrecy, or espionage.26 For example, no claim arises when a trade 

secret is acquired through independent discovery or reverse engineering.27  

Trademarks 

Trademarks (for goods) and service marks (for services) are words, phrases, symbols, 

or designs, or a combination thereof, that identify and distinguish the sources of goods 

or services.28 Similar to copyrights, full protection under federal trademark law is only 

available if the mark is registered with the USPTO, which requires that the mark must be 

used, or intended to be used, in commerce.29 Unlike patents and copyrights, marks do 

not expire as long as required renewal actions are taken.30  

 
21 House of Representatives, Congress. 17 U.S.C. 107 - Limitations on exclusive rights: Fair use. U.S. Government 
Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec107.  
22 Id. 
23 Eldred v. Ashcroft, 537 U.S. 186, 219 (2003) (ñIn addition to spurring the creation and publication of new 
expression, copyright law contains built-in First Amendment accommodations . . . the ófair useô defense allows the 
public to use not only facts and ideas contained in a copyrighted work but also expression itself in certain 
circumstances.ò) (citations omitted). 
24 Supra 1. 
25 ñTrade Secret Intellectual Property Toolkit - USPTO.ò U.S. Patent and Trademark Office, 17 Oct. 2023, 
www.uspto.gov/sites/default/files/documents/tradesecretsiptoolkit.pdf.  
26 Id. 
27 Id. 
28 Supra 1.  
29 ñTrademark FAQs.ò United States Patent and Trademark Office, 5 Aug. 2014, www.uspto.gov/learning-and-
resources/trademark-faqs#type-browse-faqs_1223.  
30 Id. 

https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec107
http://www.uspto.gov/sites/default/files/documents/tradesecretsiptoolkit.pdf
http://www.uspto.gov/learning-and-resources/trademark-faqs#type-browse-faqs_1223
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Other IP-Like Rights 

Beyond the four traditional categories of IP rights, certain ñpersonhoodò rights are 

recognized within the United States and are sometimes treated as IP rights. First, under 

federal law, Section 43(a) of the Trademark Act, also known as the Lanham Act, 

provides a limited cause of action for commercial use of an individualôs likeness in a 

manner that misleads consumers as to the affiliation, connection, or endorsement of a 

product, service, or a business/organization, by that individual.31 However, such a claim 

requires a minimum level of fame or recognizability, without which a claim cannot be 

advanced.32  

Additionally, under various state laws, an individualôs name, image, likeness, and voice 

can be protected under right of privacy laws; right of publicity laws, including variations 

on name, image, and likeness rights; and anti-revenge pornography laws, among 

others. Most states have enacted some form of legislation addressing these areas.33 

States, such as Tennessee and Texas, have developed statutory and common law 

protections for name, image, and likeness, while others, such as New York, rely solely 

on statutory provisions. Each stateôs laws are different and have their own nuances and 

limitations.34 

IP Issues Raised by AI 

The rapid development of generative AI, in particular, has raised a number of IP-related 

issues, primarily in four fundamental areas: (1) the ingestion of IP-protected works for 

training AI systems; (2) the implication of IP rights and the availability of IP protection 

with respect to the output of AI systems; (3) transparency in the training, functionality, 

and outputs of AI systems; and (4) the protection of individuals ñpersonhoodò rights from 

abuses of AI systems.  

Training of AI Models and Ingestion of IP-protected Works 

Generally, generative AI models are trained through machine learning using an 

extremely large amount of data.35 The large body of this training data, also known as a 

corpus, will be tailored to the purpose of the model. For example, a large language 

model (LLM) is trained on a massive amount of different forms of language (e.g., 

articles, webpages, and all text documents found on a portion of the internet).  

 
31 House of Representatives, Congress. 15 U.S.C. 1125 - False designations of origin, false descriptions, and dilution 
forbidden. U.S. Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-
2023-title15-chap22-subchapIII-sec1125.  
32 Electra v. 59 Murray Enters., 987 F.3d 233, 258 (2nd Cir. 2021). 
33 ñNIL Legislation Tracker.ò Saul Ewing LLP, 1 Jan. 2023, www.saul.com/nil-legislation-tracker; see also:  
Rothman, Jennifer E. ñRight of Publicity State-by-State.ò Rothmanôs Roadmap to the Right of Publicity, 5 Aug. 2015, 
https://rightofpublicityroadmap.com/.  
34 Id. 
35 Martineau, Kim. ñWhat Is Generative Ai?ò IBM Research, IBM, 20 April 2023, https://research.ibm.com/blog/what-is-
generative-AI.   

https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap22-subchapIII-sec1125
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Generative AI models are typically trained mostly or entirely on real-world data. The 

models translate that data into an overall mathematical representation of the training 

corpus that can be used to produce new content based on patterns and probabilities 

derived from the training corpus.36 For many generative AI models, their training data 

included numerous copyright-protected works scraped from the internet.37 Currently, this 

is often done without seeking consent or a license or providing any credit or 

compensation to the copyright owners.38  

Some commentators, including many content creators and other copyright owners, 

assert that using copyrighted works for AI training purposes constitutes infringement 

and is not fair use.39 They argue that training uses entire works, the works are 

reproduced (e.g., downloaded) even if only temporarily, the modelôs mathematical 

representations of training data should be considered reproduction or a derivative work 

under copyright law, and that the relevant purpose is the overall purpose of the AI 

model, such as when the model is itself commercialized or used in commercial products 

or services.40 Thus, they contend that developers of AI systems should obtain consent, 

give credit, and/or pay compensation for using copyrighted works in training most 

models.41 

In contrast, other commentators, including many AI developers, assert that using a 

copyrighted work to train an AI model is fair use and not a reproduction. Thus, they 

argue that training is not copyright infringement.42 They point to the transitory nature of 

any copied data, noting that the data is fed into an artificial neural network (ANN) but 

typically not retained.43 Further, they argue that using a copyright-protected work during 

the training of an AI model has no effect on the value of that work.44 They also argue 

that any copies used in training are not distributed or made available to the public but 

are used only for training.45 

 
36 Id.  
37 Appel, Gil, et al. ñGenerative AI Has an Intellectual Property Problem.ò Harvard Business Review, 7 April 2023, 
https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem.   
38 Id. 
39 Id. 
40 Id.; see also Uriostegui, Hassan. ñAI-Copyright Weights: A New Frontier in Intellectual Property Law.ò Medium, 
Waken AI, 9 June 2023, medium.com/twinchat/ai-copyright-weights-a-new-frontier-in-intellectual-property-law-
d8ee1b6c55ee; see also: Brittain, Blake. ñGetty Images Lawsuit Says Stability AI Misused Photos to Train AI.ò 
Reuters, 6 Feb. 2023, www.reuters.com/legal/getty-images-lawsuit-says-stability-ai-misused-photos-train-ai-2023-02-
06/; see also: Grynbaum, Michael M., and Ryan Mac. ñThe Times Sues OpenAI and Microsoft Over A.I. Use of 
Copyrighted Work.ò The New York Times, 27 Dec. 2023, www.nytimes.com/2023/12/27/business/media/new-york-
times-open-ai-microsoft-lawsuit.html; see also: Brittain, Blake. ñMusic Publishers Fire Back at Anthropic in AI 
Copyright Lawsuit.ò Reuters, 15 Feb. 2024, www.reuters.com/legal/litigation/music-publishers-fire-back-anthropic-ai-
copyright-lawsuit-2024-02-15/.   
41 Id. 
42 Wolfson, Stephen. ñFair Use: Training Generative AI.ò Creative Commons, 17 Feb. 2023, 
https://creativecommons.org/2023/02/17/fair-use-training-generative-ai/.  
43 Id. 
44 Id. 
45 Zirpoli, Christopher T. ñGenerative Artificial Intelligence and Copyright Law.ò Congressional Research Services, 29 
Sept. 2023, https://crsreports.congress.gov/product/pdf/LSB/LSB10922.  

https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem
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http://www.reuters.com/legal/getty-images-lawsuit-says-stability-ai-misused-photos-train-ai-2023-02-06/
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https://creativecommons.org/2023/02/17/fair-use-training-generative-ai/
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Courts have not yet settled whether using copyrighted works for AI training infringes the 

authorsô copyright. A legal precedent at the center of the debate regarding AI and fair 

use is what is known as the Google Books case.46 In that case, the court held that 

Google had not infringed the copyrights of authors whose books it had digitized, made 

searchable, and displayed limited portions of online because Googleôs use was a 

ñtransformativeò fair use, despite that the displayed text was identical to text from the 

copyrighted works.47  

AI advocates argue that the issues presented by AI training are similar to Google Books 

because copyrighted works in AI training data are transformed and incorporated into a 

mathematical model.48 However, some copyright holders distinguish Google Books from 

AI-related cases, arguing that many AI models can be induced to produce virtually 

identical copies of copyrighted works in their training data.49 

Whether the training of an AI model using copyrighted works constitutes copyright 

infringement or fair use is currently the subject of ongoing litigation.50 While these cases 

work their way through the courts, a number of AI developers have moved forward and 

penned licensing agreements with some rights holders. For example, some media 

companies have already signed individual licensing agreements with AI companies, 

including News Corp, Time, the Financial Times, and Le Monde of France.51  

These licenses have a broad range of terms, including joint product development 

agreements and traffic referrals.52 Others are using existing corporate copyright 

clearinghouses, with some copyright licensing organizations including AI rights in their 

broad corporate licenses.53 In addition, a number of startups have been formed to 

aggregate content (and the associated IP rights) into data collections that will be offered 

under blanket licenses to AI companies.54 It is unclear what effect court decisions on fair 

use will have on these licensing mechanisms. 

 

 

 
46 Authors Guild v. Google, Inc., 804 F.3d 202 (2nd Cir. 2015). 
47 Id. 
48 Supra 42. 
49 Supra 45 (ñthe Getty Images lawsuit alleges that óStable Diffusion at times produces images that are highly similar 
to and derivative of the Getty Images.ô One study has found óa significant amount of copyingô in less than 2% of the 
images created by Stable Diffusion, but the authors claimed that their methodology ólikely underestimates the true 
rateô of copying.ò); see also: Supra 40. 
50 Supra 40. Copyright owners have filed several lawsuits against AI companies, including Getty Images against 
Stability AI (photographs), the New York Times against OpenAI (news articles), and music publishers against 
Anthropic (song lyrics).  
51 Rosenblatt, Bill. ñThe Media Industryôs Race To License Content For AI.ò Forbes, 18 July 2024, 
www.forbes.com/sites/billrosenblatt/2024/07/18/the-media-industrys-race-to-license-content-for-ai/.   
52 Id. 
53 Id. 
54 Id. 

http://www.forbes.com/sites/billrosenblatt/2024/07/18/the-media-industrys-race-to-license-content-for-ai/
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The United States is not alone in attempting to work 

through issues of fair use connected to the training 

of AI. Earlier this year, preliminary draft legislation 

addressing the training of AI systems circulated in 

the PRC.55 It provides, in pertinent part, that subject 

to certain limitations, an AI developer's use of 

copyrighted data of others is ña reasonable use of 

dataò that does not require payment to the rights 

holder.56   

At the same time, the European Union passed a 

landmark law, the EU AI Act, earlier this year, which 

requires general-purpose AI developers to establish 

a policy to respect the Copyright Directive and publish a sufficiently detailed summary of 

the content used for training their models. This transparency requirement, which goes 

into effect in August 2025, may allow creators to better understand if their copyrighted 

works were used in the training of AI models. 

IP Rights, AI Outputs, and AI-Assisted Innovations and Creative Works  

The ability to pursue claims for the infringement of IP rights against the outputs of AI 
systems is generally undisputed and requires little more than the application of existing 
law. However, encouraging innovation and creativity by providing adequate IP protection 
for AI-assisted innovations and creative works is a key developing issue.  

The USPTO and the USCO have been proactive in issuing guidance on the implications 
of AI on the availability of patents and copyright registrations and how those agencies 
handle questions of inventorship and authorship.  

Infringement of IP Rights by Outputs of Generative AI 

Considering that generative AI models are often trained on copyrighted materials, 

concerns have been raised about using such models to generate infringing works.57 

One issue in deciding whether infringement occurred is whether these outputs are new, 

original, or derivative (i.e., infringing) works.58  

Generative AI has been known to provide outputs that are near exact replicas of existing 

works under certain specific circumstances.59 Users may also use a generative AI 

model to create content that is different from existing work but may closely mirror the 

style or characteristics of the works of a human author or artist.60 

 
55 Linghan, Zhang, et al. ñArtificial Intelligence Law of the Peopleôs Republic of China (Draft for Suggestions from 
Scholars).ò Translated by Ben Murphy, Center for Security and Emerging Technology, 2 May 2024, 
https://cset.georgetown.edu/publication/china-ai-law-draft/.   
56 Id. 
57 Supra 37.; Supra 45.  
58 Id. 
59 Id. 
60 Id.  

https://cset.georgetown.edu/publication/china-ai-law-draft/
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The federal courts are currently considering cases that address claims for the 

infringement of IP rights by outputs of AI systems. As in Google Books, where the court 

applied existing law to determine whether a new technological use case constituted IP 

infringement, courts are equipped to apply existing IP law that addresses infringement 

by non-AI-generated works to determine whether AI-generated works are infringing.61 

Current law already provides a framework to determine, for example, whether an 

allegedly infringing work (regardless of its source) is sufficiently similar to an existing 

work to constitute a derivative work.62 

The fair use doctrine is well-developed and can be readily applied by the courts to 

cases involving generative AI outputs. This is because the fair use factors focus mainly 

on the use of the work, not its source.63 For instance, using an AI-generated song in a 

social media post that closely resembles an existing copyright-protected song presents 

substantially the same fair use issues as using a non-AI-generated song in the same 

manner, and unlike AI training, such uses are well-understood under current law. 

AI, Authorship, and Copyright Protection 

In response to recent developments in generative AI technology and its use by 

individuals and businesses, the USCO issued new guidance on March 16, 2023, 

entitled ñRegistration Guidance: Works Containing Material Generated by Artificial 

Intelligence.ò64 It also launched an ñAI Initiativeò to examine copyright law and policy 

issues raised by AI,65 including efforts to gather feedback from a broad array of 

stakeholders66 and provide information to the public.67  

 

 

 
61 Authors Guild v. Google, Inc., 804 F.3d 202 (2nd Cir. 2015); see also: Gil Appel et al., Generative AI Has an 
Intellectual Property Problem, Harvard Business Review, 7 April 2023, https://hbr.org/2023/04/generative-ai-has-an-
intellectual-property-problem. 
62 Id.; see also: Andy Warhol Foundation for the Visual Arts, Inc. v. Goldsmith, 598 U.S. 508 (2023). 
63 Id.; Supra 21. 
64 Office of the Federal Register, National Archives and Records Administration. 88 FR 16190 - Copyright Registration 
Guidance: Works Containing Material Generated by Artificial Intelligence. Office of the Federal Register, National 
Archives and Records Administration, https://www.govinfo.gov/app/details/FR-2023-03-16/2023-05321.  
65 U.S. Copyright Office. ñCopyright Office Launches New Artificial Intelligence Initiative.ò NewsNet Issue 1004 | U.S. 

Copyright Office, 16 March 2023, www.copyright.gov/newsnet/2023/1004.html.   
66 U.S. Copyright Office. ñSpring 2023 AI Listening Sessions.ò Spring 2023 AI Listening Sessions | U.S. Copyright 

Office, 2023, www.copyright.gov/ai/listening-sessions.html?loclr=eanco. Attendees included participants from 

Microsoft (literary works), Jasper AI (visual arts), the Motion Picture Association (audiovisual works), Spotify (music), 

and other stakeholders.   
67 Scheland, Nora. ñOur Summer of Artificial Intelligence: Copyright Office Hosts Two Webinars on Copyright and AI.ò 
The Library of Congress, 23 Aug. 2023, https://blogs.loc.gov/copyright/2023/08/our-summer-of-artificial-intelligence-
copyright-office-hosts-two-webinars-on-copyright-and-ai/.; see also: U.S. Copyright Off., Webinar: Registration 
Guidance for Works Containing AI-generated Content, https://copyright.gov/events/ai-application-
process/?loclr=eanco.; see also: U.S. Copyright Off., International Copyright Issues and Artificial Intelligence, 26 Aug.  
2024, https://www.copyright.gov/events/international-ai-copyright-webinar/?loclr=eanco.  
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The USCOôs guidance indicates that copyright registration is only available for human-

authored materials.68 The term ñAuthor,ò used in both the Constitution and the Copyright 

Act, has been found by the courts to exclude non-humans.69 The guidance did not, 

however, seek to ban all uses of AI in registered works. Instead, it pointed to Burrow-

Giles Lithographic Co. v. Sarony, a Supreme Court case about the use of camera 

technology in which the Court ruled that photographs can be copyrighted as long as 

they represent the ñoriginal intellectual conceptions of the [human] author.ò70 

When seeking to register a work generated by or created with the assistance of AI, the 

USCO guidance explained that those using AI in their creations can claim copyright 

protection only for their human contributions.71 For example, if ñtraditional elements of 

authorshipò are determined and executed by an AI in response to solely a promptðsuch 

as a simple prompt requesting a poem in the style of William Shakespeareðthe 

generated material is not the product of human authorship according to the USCO.72  

Conversely, ña human may select or arrange AI-generated material in a sufficiently 

creative way that óthe resulting work as a whole constitutes an original work of 

authorship.ôò73 Under the guidance, applicants must clearly identify human-authored 

portions and explicitly exclude AI-generated content that is more than de minimis.74  

If applicants have previously submitted or have pending applications that inadequately 

disclosed AI involvement, they must correct those omissions to ensure the registrationôs 

validity.75 Failure to accurately represent AI contributions can lead to registration 

cancellation or legal challenges in infringement cases.76 

It is not yet clear how the USCO will administer the rules and standards put forth in its 

guidance. What information, and how much of it, is required to establish human 

authorship of protectible portions of an AI-assisted work is yet to be determined.  

The USCO generally does not investigate the truth of authorship claims in copyright 

registrations.77 Questions also remain as to how to exclude AI-generated portions of a 

work when both human and AI-generated output are blended to create it.  

 
68 Supra 64.  
69 Id.  
70 Id. Further, the USCO noted additional court cases holding that works ñauthored by non-human spiritual beingsò or 
animals, like a monkey taking a photograph, are not eligible for copyright protection.  
71 Id.  
72 Id.  
73 Id.  
74 Id.  
75 Id.  
76 Id.  
77 Compendium of U.S. Copyright Office Practices, Ä 503.2 (3d ed. 2021). 
https://www.copyright.gov/comp3/chap500/ch500-identifying-works.pdf.  
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In addition to its guidance on registering AI-assisted works, the USCO also issued a 

notice of inquiry (NOI) on August 30, 2023, as part of its AI Initiative.78 The NOI 

requested comments from stakeholders about a range of copyright issues implicated by 

AI, including the legal status of AI-generated outputs.79 As of December 2023, the 

USCO had received over 10,000 comments.80 Based in part on the feedback it 

received, the USCO is issuing a series of reports on these issues and is expected to 

issue a report addressing authorship and copyright registration of AI-assisted works.81  

In the meantime, the USCO has already issued a handful of decisions rejecting 

registration of works created or modified with AI tools. On September 5, 2023, the 

USCO Copyright Review Board (CRB) issued a decision denying registration to a work 

that was created with AI tools on the basis that the creator refused to disclaim the more 

than ñde minimisò portions of the work that were ñgenerated by artificial intelligence.ò82  

On December 11, 2023, the CRB affirmed the USCOôs decision to refuse to register an 

artistic work featuring a photograph that had been processed using AI to appear in the 

style of Vincent Van Goghôs The Starry Night.83 The applicant utilized RAGHAVðan AI 

toolðthat enables users to start by selecting a base image and a style image, identify 

the level to which the style image should be applied to the base image, and then have 

the AI generate a final output image.84 The CRB held that the applicant could not 

register the output image.85 It explained that ñselecting a single number for a style filter 

is the kind of de minimis authorship not protected by copyright.ò86 

Authorship issues are also being raised in the courts. On August 18, 2023, the U.S. 

District Court for the District of Columbia affirmed a decision by the USCO to reject the 

registration of art created by a computer system owned by Stephen Thaler.87  

 
78 U.S. Copyright Off., Copyright Office Issues Notice of Inquiry on Copyright and Artificial Intelligence, 30 Aug. 2023, 
https://www.copyright.gov/newsnet/2023/1017.html?utm_campaign=subscriptioncenter&utm_%20content=&utm_med
ium=email&utm_name=&utm_source=govdelivery&utm_term=. ñThe Office is undertaking a study of the copyright law 
and policy issues raised by generative AI and is assessing whether legislative or regulatory steps are warranted.ò   
79 Id.  
80 U.S. Copyright Off., Artificial Intelligence Study, https://www.copyright.gov/policy/artificial-intelligence/.  
81 Id. The first report was recently issued, which addresses digital replicas.; see also: U.S. Copyright Off., Copyright 
and Artificial Intelligence: Part 1: Digital Replicas, July 2024, https://www.copyright.gov/ai/Copyright-and-Artificial-
Intelligence-Part-1-Digital-Replicas-Report.pdf.  
82 In re Theatre Dôopera Spatial (U.S. Copyright Off. Bd. of Appeals Sep. 5, 2023), https://www.copyright.gov/rulings-
filings/review-board/docs/Theatre-Dopera-Spatial.pdf.  
83 In re Suryast (U.S. Copyright Off. Bd. of Appeals Dec. 11, 2023), https://www.copyright.gov/rulings-filings/review-
board/docs/SURYAST.pdf.  
84 Id. 
85 Id. 
86 Id. 
87 Thaler v. Perlmutter, Case No. 1:22-cv-01564, slip op. (D.D.C. 18 Aug. 2023), 
https://www.copyright.gov/ai/docs/district-court-decision-affirming-refusal-of-registration.pdf. (Mr. Thaler sought to 
register the work, listing the computer system as the author and himself as merely the owner. The parties moved for 
summary judgment on the question of ñwhether a work generated entirely by an artificial system absent human 
involvement should be eligible for copyright.ò The court found that ñhuman authorship is an essential part of a valid 
copyright claim,ò and affirmed the decision that the work could not be registered, explaining that ñ[c]opyright has 
never stretched so far . . . as to protect works generated by new forms of technology operating absent any guiding 
human hand . . . . Human authorship is a bedrock requirement of copyright.ò) 

https://www.copyright.gov/newsnet/2023/1017.html?utm_campaign=subscriptioncenter&utm_%20content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=
https://www.copyright.gov/newsnet/2023/1017.html?utm_campaign=subscriptioncenter&utm_%20content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=
https://www.copyright.gov/policy/artificial-intelligence/
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https://www.copyright.gov/rulings-filings/review-board/docs/Theatre-Dopera-Spatial.pdf
https://www.copyright.gov/rulings-filings/review-board/docs/Theatre-Dopera-Spatial.pdf
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The court found that ñhuman authorship is an essential part of a valid copyright claimò 

and affirmed the decision that the work could not be registered, explaining that 

ñ[c]opyright has never stretched so far . . . as to protect works generated by new forms 

of technology operating absent any guiding human hand . . . human authorship is a 

bedrock requirement of copyright.ò88 The court reasoned that ñ[n]on-human actors need 

no incentivization with the promise of exclusive rights under U.S. law, and copyright was 

therefore not designed to reach them.ò89 The decision is currently pending appeal. 

These issues raised by the use of AI in producing creative content are already 

multiplying and can be expected to become increasingly difficult to resolve. For 

example, country music artist Randy Travis recently released a new song, ñWhere That 

Came From,ò his first release in over a decade.90  

In 2013, Mr. Travis was hospitalized with a viral infection that eventually led to a stroke 

and aphasia, rendering him incapable of singing.91 A specialized AI model was trained 

on samples of his voice and used to generate a vocal performance of the new song that 

was tweaked and edited to sound like Mr. Travis, all with his permission and 

involvement.92 It is unclear, however, whether that recording can obtain a copyright 

registration at the USCO under its new policies, given that the vocal performance was 

entirely generated by an AI model, albeit with human guidance.  

AI, Inventorship, and Patentability  

Biomedical, pharmaceutical, and software companies are investing heavily in 

developing AI tools and using them to drive innovation in their respective fields.93 As 

noted above, pursuant to the Patent Act, an invention must be useful, novel, non-

obvious, and directed to statutory subject matter to be patentable.94 AI-assisted 

inventions raise questions related to inventorship, patent subject matter eligibility, as 

well as novelty and non-obviousness.  

 
88 Id. at 1-2,8. 
89 Id. at 10. 
90 Maria Sherman, With help from AI, Randy Travis got his voice back. Hereôs how his first song post-stroke came to 
be, AP NEWS, 6 May 2024, https://apnews.com/article/randy-travis-artificial-intelligence-song-voice-
589a8c142f70ed8ccf53af6d32c662dc.  
91 Id. 
92 Id. 
93 Artificial Intelligence and Intellectual Property: Part III ï IP Protection for AI-Assisted Inventions and Creative 
Works: Hearing before the Subcomm. On Courts, Intellectual, and the Internet of the H. Comm. on the Judiciary, 
118th Cong. (2024) (statement of Clair Laporte, Fellow, Ginkgo Bioworks), https://judiciary.house.gov/sites/evo-
subsites/republicans-judiciary.house.gov/files/evo-media-document/Laporte%20Testimony.pdf; see also: Intellectual 
Property and Strategic Competition with China: Part 3 - IP Theft, Cybersecurity, and AI, 118th Cong. (2023) 
(statement of Robert Sheldon, Sr. Director, Public Policy & Strategy, CrowdStrike), 
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/sheldon-
testimony_0.pdf.  
94 Supra 5; see also: House of Representatives, Congress. 17 U.S.C. 103 - Subject matter of copyright: Compilations 
and derivative works. U.S. Government Publishing Office, https://www.govinfo.gov/app/details/USCODE-2023-
title17/USCODE-2023-title17-chap1-sec103; see also: House of Representatives, Congress. 17 U.S.C. 112 - 
Limitations on exclusive rights: Ephemeral recordings. U.S. Government Publishing Office, 
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec112. 

https://apnews.com/article/randy-travis-artificial-intelligence-song-voice-589a8c142f70ed8ccf53af6d32c662dc
https://apnews.com/article/randy-travis-artificial-intelligence-song-voice-589a8c142f70ed8ccf53af6d32c662dc
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/Laporte%20Testimony.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/Laporte%20Testimony.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/sheldon-testimony_0.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/sheldon-testimony_0.pdf
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec112
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The courts have spoken on a number of issues, and the USPTO has issued some 

guidance on AI-assisted inventions, but questions remain that create a great deal of 

uncertainty for investors in fields where AI is being utilized to assist in the innovation 

process.  

Inventorship 

Under current U.S. patent law, a patent may only be issued if all inventors are properly 

disclosed, and only humans may be considered inventors.95 This means that AI systems 

also cannot be listed as inventors on a U.S. patent application.96 The USPTO recently 

issued guidance on legal and examination-related issues surrounding AI-assisted 

inventions. The guidance provides that while AI cannot be named as an inventor, the 

USPTO will consider a natural person who used AI as an inventor if their contribution to 

the claimed invention is ñsignificant.ò97 The guidance provides a ñnon-exhaustiveò list of 

five ñguiding principlesò to assist in determining what constitutes a significant 

contribution.98  

Alongside the guidance, the USPTO provided examples of how examiners should apply 

the guiding principles to AI-assisted inventions.99 Among these include a human 

prompting an AI system to generate a transaxle design for a toy car.100 The human 

could be named as the inventor if the humanôs contribution to design and testing is 

deemed significant, such as through substantial experiment-driven modification of the 

AI-generated design.101 Another example involves an AI system generating a vast 

number of potential molecular structures for a new drug and a human chemist 

synthesizing, analyzing, and selecting promising candidates among them for further 

testing.102 If the human plays a significant role in selecting, evaluating, and modifying 

the candidate compounds, the human could be named the inventor.103 

 
95 Thaler v. Vidal, 43 F.4th 1207 (Fed. Cir. 2022); Mark Masutani & Jacob W. S. Schneider, Making the Case for AI 
Inventorship; Thaler v. Vidal, Case No. 21-2347 (Fed. Cir.), 7 June 2022, 
https://www.hklaw.com/en/insights/publications/2022/06/making-the-case-for-ai-inventorship.; see also: Ji Mao, 
Revisiting AI Inventorship in Thaler v. Vidal, 4 Oct. 2022, 
https://www.hklaw.com/en/insights/publications/2022/10/revisiting-ai-inteventorship-in-thaler-v-vidal. In Thaler v. Vidal, 
an applicant (the same Thaler discussed above who sought a copyright registration for an AI-generated work) filed 
two patent applications for two inventions attributed to his AI system, ñDevice for the Autonomous Bootstrapping of 
Unified Scienceò (DABUS). The applicant argued that DABUS, not a human being, was the true inventor of both 
inventions. He contended that the Patent Actôs inventor requirement did not exclude AI. The USPTO disagreed, 
denying the applications because the Patent Act, in its view, only recognizes natural persons as inventors. The 
Federal Circuit focused on the requirement in the Patent Act that an inventor be an ñindividualò or ñindividuals,ò 
concluding that ñindividualò refers only to human beings. The court referenced earlier cases that held that 
corporations could own patents but are not considered inventors themselves. The applicant then petitioned the 
Supreme Court to hear the case, but certiorari was denied. 
96 Id. 
97 Inventorship Guidance for AI-Assisted Inventions, 89 Fed. Reg. 10043, 13 Feb. 2024, 
https://www.federalregister.gov/documents/2024/02/13/2024-02623/inventorship-guidance-for-ai-assisted-inventions. 
98 Id. 
99 Id. 
100 Id. 
101 Id. 
102 Id. 
103 Id. 

https://www.hklaw.com/en/insights/publications/2022/06/making-the-case-for-ai-inventorship
https://www.hklaw.com/en/insights/publications/2022/10/revisiting-ai-inteventorship-in-thaler-v-vidal
https://www.federalregister.gov/documents/2024/02/13/2024-02623/inventorship-guidance-for-ai-assisted-inventions
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In general, the legal principles underlying the USPTO guidance are rooted in long-

standing rules governing joint inventorship, i.e., when a particular person must be added 

as an inventor on a patent. All (human) inventors must be included and failure to do so 

may result in the patent being invalid.104   

The USPTO guidance makes clear that any invention to which no humans contributed 

significantly (because it was entirely generated by an AI system) is unable to be 

patented at all due to the lack of a recognized inventor.105 But in the case of human 

inventors assisted by an AI system, the guidance applies joint inventorship law by 

requiring all human inventors who contributed significantly to be listed but allowing the 

omission of any AI contribution because an AI cannot be an ñinventorò under current 

law.106  

The guidance contemplates a situation where a patent may be issued to one or more 

(human) inventors where none of them, individually or even collectively, contributed to 

all aspects of the invention because an AI ñcontributedò to some aspects but does not 

legally qualify as an ñinventorò and, thus, need not be listed. The guidance notes the 

possibility that humans who created or operated the AI system may qualify as inventors 

in certain circumstances,107 but it does not discuss in depth the relevant factors for 

determining when that would be the case.  

The USPTO has yet to issue further guidance regarding what process it will use to 

determine about human and AI inventorship. For example, prior to the guidance, the 

USPTO did not typically question or examine whether a patent application correctly 

listed the inventors, which meant that ñapplicants rarely need to submit information 

regarding inventorship.ò108  

However, the guidance discusses evaluating facts and evidence to determine whether 

the listed human inventors made a significant contribution to the invention and 

emphasizes that examiners ñhave the ability to require the submission of information 

that may be reasonably necessary to properly examineò a patent application.109  

It is unclear what evidence an applicant must now provide about inventorship, what 

evidence examiners will consider, what standards or criteria examiners will apply, and 

what the ramifications will be for the examination process and the resulting patent if 

issued.  

 
104 Pannu v. Iolab Corp., 155 F.3d 1344, 1349-50 (Fed. Cir. 1998); In re VerHoef, 888 F.3d 1362, 1366-67 (Fed. Cir. 
2018); Pannu, 155 F.3d at 1351. (Explaining that any person who contributed to the conception of the claimed 
invention is a joint inventor and must be listed. To be a joint inventor, the person must have contributed significantly to 
the invention, and contributions that are insignificant in quality within the context of the full invention do not confer 
inventorship. But a significant contribution even to only one element of the invention may be sufficient. In the joint 
inventorship context, a patent may be granted to the joint inventors collectively for their collective conception, even if 
none of the individual inventors conceived of the entire invention.)  
105 USPTO Guidance, Supra 97. 
106 Id. 
107 Id. 
108 Id. 
109 Id. 
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The guidance also leaves unclear what sorts of AI use and which AI systems trigger 

these requirements. It does not address how the agency will adapt to the additional 

resources needed and burdens placed on its examiners.  

These open questions leave unclear how the guidelines for patenting AI-assisted 

inventions will influence the effectiveness and predictability of patent protection for 

those inventions, how investors will evaluate potential investments in startups and R&D 

in both the AI industry and other industries in which AI is used to assist innovation, and 

the overall impact on innovation generally. Finally, how the USPTO adjusts to 

processing applications for AI-assisted inventions remains to be seen, particularly if the 

availability of AI technology creates a flood of new patent applications (which are 

potentially more challenging to evaluate under the new guidelines). 

It is also unclear whether courts will interpret inventorship law in the context of AI in the 

same way as the USPTO guidance and how courts will address these questions in 

general. As the guidance itself indicates, it does not have the force of law and merely 

constitutes a statement of USPTO policy that will only directly affect the USPTOôs 

actions.110 Therefore, courts may apply a different rule altogether absent legislation. 

Subject Matter Eligibility, Novelty, and Non-Obviousness  

Section 101 of Title 35 provides that ñ[w]hoever invents or discovers any new and useful 

process, machine, manufacture, or composition of matter, or any new and useful 

improvement thereof, may obtain a patent therefore, subject to the conditions and 

requirements of this title.ò111 This is known as the subject matter eligibility requirement.  

The issue of what qualifies as statutory subject matter has received significant attention 

in recent years due to shifts in section 101 jurisprudence, including with respect to AI. 

Section 101 has been interpreted as limiting the ability of an inventor to receive a patent 

directed to certain categories of inventions, including abstract ideas, laws of nature, and 

natural phenomena.112  

As the Supreme Court explained in Alice Corp. v. CLS Bank International, ñin applying 

the Ä101 exception, we must distinguish between patents that claim the building blocks 

of human ingenuity and those that integrate the building blocks into something more.ò113  

 

 
110 Id. 
111 Supra 4. 
112 See Bilski v. Kappos, 561 U.S. 593 (2010); Mayo Collaborative Servs. v. Prometheus Labs., 566 U.S. 66 (2012); 
Association for Molecular Pathology v. Myriad Genetics, 569 U.S. 576 (2013); Alice Corp. Pty. v. CLS Bank Intôl, 134 
S.Ct 2347 (2014); see also: Emily Blevins & Kevin Hickey, Congressional Research Service IF12563, Patent-Eligible 
Subject Matter Reform: An Overview, 3 Jan. 2024, https://crsreports.congress.gov/product/pdf/IF/IF12563/1. (Cases 
involving subject matter that was found to be ineligible in recent years have included business methods using 
computers or communications networks for hedging price risk or mitigating settlement risk in financial transactions; 
methods for calibrating the dosage of a particular drug; and isolated human DNA segments). 
113 Alice Corp. v. CLS Bank International,134 S.Ct. 2347, 2354 (2014) (internal quotation marks omitted). 

https://crsreports.congress.gov/product/pdf/IF/IF12563/1
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Some stakeholders have expressed concerns that subject matter ineligibility resulting 

from this decision may be an issue for patenting AI-related inventions because ñthey 

may be characterized as methods of organizing human activities, mental processes, or 

mathematical concepts.ò114 

AI also raises issues relating to the novelty115 and non-obviousness116 requirements for 

patentability. Both require that the claimed invention be an advance over the ñprior art,ò 

i.e., preexisting technology and knowledge. For example, a claimed invention cannot 

have patent protection if it was previously ñpatented, described in a printed publication, 

or in public use, on sale, or otherwise available to the publicòðe.g., it cannot be 

patented if someone else had already patented it, or it was already available to the 

publicðbecause then it is not actually a new invention.117 Similarly, it cannot represent 

merely an obvious step over the prior art because it is not much of an invention if most 

people in that field (ñpersons having ordinary skill in the artò) would have found it 

obvious.118 

Concerns have been raised that artificial intelligence may raise the bar of non-

obviousness to unachievable levels for most human inventors and inventions. Because 

AI systems can ingest and combine nearly endless numbers of prior art references, it 

has been posited that, theoretically, only a rare invention could exceed the knowledge 

and performance of AI.119 For example, one commentator has noted that ñ[e]xpanding 

the scope of prior art to almost an infinite collection greatly raises the non-obviousness 

and, therefore, the patentability bar.ò120 If one of ordinary skill in the art would ordinarily 

use AI, then the question of obviousness becomes a question of whether an AI would 

reach the same result.121 As AI systems grow more powerful, it will be increasingly 

difficult to find inventions that would be beyond even an ordinary AIôs capabilities, i.e., 

ñnon-obviousò and, thus, patentable. 

Transparency of AI Inputs and Outputs 

IP intersects with the transparency of AI systems and their use in three main ways. The 

first is transparency regarding what copyrighted works are ingested and used to train a 

particular AI model. The second is transparency regarding whether a particular output 

can be connected to existing IP rights, such as IP-protected works used to train the 

model. The third is transparency regarding the involvement and role of AI in producing 

outputs, particularly outputs that may themselves be protectible by IP.  

 
114 Supra 112. 
115 Supra 12. 
116 Supra 6. 
117 Supra 12. 
118 Supra 6. 
119 Riddhi Setty, AI Use Risks Drop in New Patents as Ideas Are Rendered óObviousô, Bloomberg Law, 12 July 2023, 
https://news.bloomberglaw.com/ip-law/ai-use-risks-drop-in-new-patents-as-ideas-are-rendered-obvious.  
120 Lexi Heon, Comment, Artificially Obvious But Genuinely New: How Artificial Intelligence Alters the Patent 
Obviousness Analysis, 53 Seton Hall L. Rev. 359, 378, 2022, 
https://scholarship.shu.edu/cgi/viewcontent.cgi?article=2912&context=shlr. 
121 Id. 

https://news.bloomberglaw.com/ip-law/ai-use-risks-drop-in-new-patents-as-ideas-are-rendered-obvious
https://scholarship.shu.edu/cgi/viewcontent.cgi?article=2912&context=shlr
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Some commentators have called for increased transparency of training data to train AI 

models and generate specific outputs. Some have proposed, for example, requiring 

developers to provide all ingested content used to train their AI models in a public 

repository, such as with the USCO, or at least a summary or other report of their training 

data.122  

For example, this would potentially allow creators to see whether their copyrighted 

content was included in the training corpus of an AI model to identify infringement. 

Others have advocated for disclosures of the source of data and input that led to a 

particular output from an AI system.123 In addition to potentially allowing creators to see 

whether their copyrighted works were involved in generating a particular output, it could 

also allow users of the AI system to assess and understand outputs.124  

Others, including AI technology companies, have conversely argued that they should 

not be subject to regulation for the use of copyright materials. These include assertions 

that such transparency proposals related to the source of inputs and training data could 

be an expensive and significant technological or logistical challenge, especially for AI 

developers who may need to document millions (if not billions) of potentially IP-

protected works. Additionally, they argue that it could be difficult to comply even with 

disclosure requirements limited to works with IP protection, as determining whether a 

particular work may be protected is often not straightforward and could be extremely 

challenging to do at scale.  

Some of these commentators are also concerned about whether mandatory disclosure 

would forcibly reveal the trade secrets and proprietary information of AI developers. In 

contrast with large language models (LLMs) that absorb massive amounts of online 

data by scraping data from the internet, niche or specialized AI models are developed 

using curated data sets. Special-purpose AI models can be built for biomedical or 

pharmaceutical research, medical diagnosis, and other highly specialized tasks with 

little room for error.125  

 

 
122 Core Principles for Artificial Intelligence Applications, Human Artistry Campaign, 
https://www.humanartistrycampaign.com/. (ñComplete recordkeeping of copyrighted works, performances, and 
likenesses, including the way in which they were used to develop and train any AI system, is essential. Algorithmic 
transparency and clear identification of a workôs provenance are foundational to AI trustworthiness. Stakeholders 
should work collaboratively to develop standards for technologies that identify the input used to create AI-generated 
output.ò); see also: "H.R.7913 - 118th Congress (2023-2024): Generative AI Copyright Disclosure Act of 2024." 
Congress.gov, Library of Congress, 9 April 2024, https://www.congress.gov/bill/118th-congress/house-bill/7913.  
123 Recommendation of the Council on Artificial Intelligence, Organization for Economic Co-operation and 
Development Ä 1.3 May 2, 2024, https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449.  
124 Id. 
125 See, e.g., Neil Savage, Tapping into the drug discovery potential of AI, Nature, 27 May 2021, 
https://www.nature.com/articles/d43747-021-00045-7; see also: Pranav Kumar, The Rise of Bespoke AI Models: 
Tailoring AI to Meet Specific Enterprise Needs, Medium, 16 July 16, 2024, https://medium.com/@k.pranav_22/the-
rise-of-bespoke-ai-models-tailoring-ai-to-meet-specific-enterprise-needs-e5202da2a535; see also: Martin Willemink 
et al, Preparing Medical Imaging Data for Machine Learning, Radiological Society of North America, 18 Feb. 2020, 
https://pubs.rsna.org/doi/full/10.1148/radiol.2020192224.  

https://www.humanartistrycampaign.com/
https://www.congress.gov/bill/118th-congress/house-bill/7913
https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449
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https://medium.com/@k.pranav_22/the-rise-of-bespoke-ai-models-tailoring-ai-to-meet-specific-enterprise-needs-e5202da2a535
https://medium.com/@k.pranav_22/the-rise-of-bespoke-ai-models-tailoring-ai-to-meet-specific-enterprise-needs-e5202da2a535
https://pubs.rsna.org/doi/full/10.1148/radiol.2020192224
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Niche or specialized AI models can be trained, for example, on internal company data, 

such as proprietary chemical and biological information collected through years of 

research or authoritative sources of information carefully selected to reduce errors.126 

Such specialized AI models attach a great deal of value and expense to the data sets 

used for training, and significant investments are made in data curation, cleaning, and 

preparation.127 Some commentators in the industry argue that requiring the disclosure of 

training data may discourage investment and effort spent to identify, assemble, clean, 

curate, and otherwise develop specialized training data if disclosure requirements mean 

it would potentially be available to competitors without the need for that investment or 

effort. 

Industry groups, the White House, and lawmakers have also advocated for increasing 

transparency when a particular visual or audio output has been generated or modified 

by AI,128 which could have implications for IP rights. A number of technical options have 

been discussed, including appending provenance information in metadata and 

mandating visible or invisible watermarking on such outputs.129  

AI developers disagree on the technical feasibility of applying such watermarking in a 

way that resists removal130 and have expressed concerns that mandatory watermarking 

would run afoul of the First Amendment.131 Many of these concerns are not specific to 

IP and are discussed in more detail elsewhere in this report. 

Abuse of Identity-Based Rights by AI-Generated Digital Replicas 

Perhaps the most high-profile IP issue raised by AI technology concerns the protection 

of individuals who have found their image, likeness, or voice usurped or abused by 

others through AI-generated digital replicas, such as ñdeepfakes.ò  

 

 
126 Supra 125., (ñOthers such as Recursion Pharmaceuticals, which recently raised $436 million in its initial public 
offering, are generating vast amounts of bespoke data on cellular behavior in the hope that these can be mined using 
AI to reveal biological insights that could inform the discovery of innovative drugs.ò). 
127 Id.; see also: Intellectual Property and Strategic Competition with China: Part 3 - IP Theft, Cybersecurity, and AI: 
Hearing before the Subcomm. On Courts, Intellectual, and the Internet of the H. Comm. on the Judiciary, 118th Cong. 
2023, https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-
document/brennan-testimony_0.pdf  (ña modelôs performance is only as good as the data it is trained on. Scale has 
worked on nearly every generative AI advancement and LLM released. We have also pioneered many of industryôs 
best practices today around data fine-tuning, red teaming, and test and evaluation.ò). 
128 AI Output Disclosures: Use, Provenance, Adverse Incidents, National Telecommunications and Information 
Administration 27 March 2024, https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-
report/developing-accountability-inputs-a-deeper-dive/information-flow/ai-output-disclosures; see also: "S.2765 - 
118th Congress (2023-2024): Advisory for AI-Generated Content Act." Congress.gov, Library of Congress, 12 Sept. 
2023, https://www.congress.gov/bill/118th-congress/senate-bill/2765.; see also: Chad Heitzenrater, The Case For and 
Against AI Watermarking, RAND, 17 Jan. 2024, https://www.rand.org/pubs/commentary/2024/01/the-case-for-and-
against-ai-watermarking.html.  
129 Siddarth Srinivasan, Detecting AI fingerprints: A guide to watermarking and beyond, Brookings, 4 Jan. 2024, 
https://www.brookings.edu/articles/detecting-ai-fingerprints-a-guide-to-watermarking-and-beyond/.  
130 Id. 
131 The Fire, Artificial intelligence, free speech, and the First Amendment, Foundation for Individual Rights and 
Expression, https://www.thefire.org/research-learn/artificial-intelligence-free-speech-and-first-amendment. 
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Generative AI has been used to facilitate generating deepfakes, which began as 

ñsynthetic media where a person in an image or video is swapped with another personôs 

likenessò but has now expanded to images, videos, and audio of people generated 

entirely by AI systems.132 As discussed in the chapter on Content Authenticity, alarms 

have been sounded about the serious risks deepfake videos pose to the ability to trust 

information included in videos and audio recordings and to the broader dissemination of 

accurate information.133 

In the creative space, deepfake audio tracks by well-known artists have been released, 

garnering millions of streams before they were successfully removed. In early 2023, an 

audio track for a song entitled ñHeart on My Sleeveò was uploaded to a number of 

streaming services and appeared to be a new collaboration between recording artists 

Drake and The Weeknd (although on some platforms, it did not include Drake or The 

Weeknd in the title or track description, or was explicitly labeled as an ñAI songò).134 

Although many saw the track as a legitimate release by the artists, it was actually an AI-

generated deepfake that drove millions of streams before it was ultimately removed.135  

Given that many recording artistsô income derives from their voice, the harm to an artist 

whose voice is replicated in this way is evident, particularly if the replicated voice is 

used for content that would, for example, cause the artist reputational harm, offend fans, 

or cause confusion with respect to contractual obligations. Further, considering that a 

recording artistôs main ñproductsò are the artistôs music, the production of AI-generated 

deepfake songs essentially forces the artist to compete against his or her own digital 

replica, potentially funneling money away from the artist and confusing consumers. 

Deepfakes have also been used to create fake product endorsements. AI-generated 

appearances of Elon Musk, Tom Cruise, and Leonardo DiCaprio have been used in 

marketing campaigns without their approval or endorsement.136 In October 2023, actor 

Tom Hanks released a statement explaining that ñ[t]hereôs a video out there promoting 

some dental plan with an AI version of me. I have nothing to do with it.ò137  

 

 
132 Meredith Somers, Deepfakes, explained, MIT, 21 July 2020, https://mitsloan.mit.edu/ideas-made-to-
matter/deepfakes-explained.  
133 Don Fallis, The Epistemic Threat of Deepfakes, Philos Technol. 2021; 34(4): 623-643, 6 Aug. 2020, 

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7406872/#Sec1title.  
134 Joe Coscarelli, An A.I. Hit of Fake óDrakeô and óThe Weekndô Rattles the Music World, New York Times, 24 April 

2023, https://www.nytimes.com/2023/04/19/arts/music/ai-drake-the-weeknd-fake.html; see also: Chris Willman, AI-

Generated Fake óDrakeô/ôWeekndô Collaboration, óHeart on My Sleeve,ô Delights Fans and Sets Off Industry Alarm 

Bells, Variety, 17 April 2023, https://variety.com/2023/music/news/fake-ai-generated-drake-weeknd-collaboration-

heart-on-my-sleeve-1235585451/.  
135 Id. 
136 Patrick Coffee, óDeepfakesô of Celebrities Have Begun Appearing in Ads, With or Without Their Permission, Wall 
Street Journal, 25 Oct. 2022, https://www.wsj.com/articles/deepfakes-of-celebrities-have-begun-appearing-in-ads-
with-or-without-their-permission-11666692003.  
137 Ronald & Jack Guy, Tom Hanks says dental plan video uses óAI version of meô without permission, CNN, 2 Oct. 
2023, https://www.cnn.com/2023/10/02/entertainment/tom-hanks-ai-dental-plan-video-intl-scli/index.html.  

https://mitsloan.mit.edu/ideas-made-to-matter/deepfakes-explained
https://mitsloan.mit.edu/ideas-made-to-matter/deepfakes-explained
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7406872/#Sec1title
https://www.nytimes.com/2023/04/19/arts/music/ai-drake-the-weeknd-fake.html
https://variety.com/2023/music/news/fake-ai-generated-drake-weeknd-collaboration-heart-on-my-sleeve-1235585451/
https://variety.com/2023/music/news/fake-ai-generated-drake-weeknd-collaboration-heart-on-my-sleeve-1235585451/
https://rightofpublicityroadmap.com/state_page/texas/
https://www.wsj.com/articles/deepfakes-of-celebrities-have-begun-appearing-in-ads-with-or-without-their-permission-11666692003
https://www.wsj.com/articles/deepfakes-of-celebrities-have-begun-appearing-in-ads-with-or-without-their-permission-11666692003
https://www.cnn.com/2023/10/02/entertainment/tom-hanks-ai-dental-plan-video-intl-scli/index.html
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As with recording artists, the harm from the use of replicated likenesses of actors, 

models, or other individuals whose livelihoods depend on their face or likeness is 

evidentðin addition to potential reputational harm, an actor or model could, in theory, 

have to compete with his or her own digital replica to secure endorsement deals or even 

possibly acting work in films, TV, or commercials. 

Beyond being used to engage in criminal fraud and create deepfake videos of public 

figures, music tracks, and product endorsements, generative AI has also been used to 

make deepfake pornography. In fact, the vast majority of all deepfake videos on the 

internet are pornographic in nature. Between 90 and 95% of online deepfake videos are 

non-consensually generated pornography, 90% of which target a female victim.138  

Deepfake pornography began to appear in late 2017, with a Reddit user named 

ñdeepfakesòða user name that ultimately came to describe the whole category of AI-

generated videos more broadlyðutilizing open-source AI to make and share videos that 

inserted the faces of female celebrities into existing pornography.139 More recently, 

however, deepfake pornography has gone beyond celebrities.140  

Deepfakes are now being used to target private individuals for inclusion in fake 

pornographic materials (often called ñrevenge pornò), with some studies identifying at 

least 100,000 victims, mostly underage girls.141 

The legal framework surrounding the protection of individualsô identifying characteristics 

such as name, image, voice, and likeness presents a complex landscape characterized 

by federal and state-level laws, as well as notable gaps and ongoing legislative efforts 

to address emerging challenges.  

At the federal level, existing IP rights, including trademarks and copyrights, lack 

comprehensive mechanisms to prevent various forms of misuse of personal attributes in 

the era of AI-generated content.  

While federal trademark law, as codified in the Lanham Act, protects words, names, 

symbols, or devices distinguishing goods or services, it currently offers limited protection 

for individual likeness rights and is untested with respect to AI.142  

 
138 Karen Hao, Deepfake porn is ruining womenôs lives. Now the law may finally ban it, MIT, 12 Feb. 2021, 
https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-porn-coming-ban/.  
139 Id. 
140 Id.  
141 Id..; see also: Natasha Singer, Spurred by Teen Girls, States Move to Ban Deepfake Nudes, New York Times, 22 
April 2024, https://www.nytimes.com/2024/04/22/technology/deepfake-ai-nudes-high-school-laws.html; see also: 
Kerry Breen, New Jersey teen sues classmate for allegedly creating, sharing fake AI nudes, CBS News, 9 Feb. 2024, 
https://www.cbsnews.com/news/new-jersey-teen-sues-classmate-for-allegedly-creating-sharing-fake-ai-nudes/; see 
also: Kat Tenbarge and Liz Kreutz, A Beverly Hills middle school is investigating students sharing AI-made nude 
photos of classmates, NBC News, 27 Feb. 2024, https://www.nbcnews.com/tech/misinformation/beverly-vista-hills-
middle-school-ai-images-deepfakes-rcna140775. 
142 Supra 31; Christopher T. Zirpoli, ñAn Introduction to Trademark Law in the United States,ò Congressional Research 
Service, IF12456, 24 July 2023, https://crsreports.congress.gov/product/pdf/IF/IF12456.  
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Federal copyright law protects expressive works but does not broadly cover personal 

attributes like voice or likeness.143 In other words, a copyright would protect a particular 

recording of a personôs voice, but no copyright would prevent someone from digitally 

replicating that personôs voice to create new recordings that are not copies or 

derivatives of an existing recording. 

State laws addressing the misuse of an individualôs name, image, likeness, and voice 

fall into three main categories: rights of privacy; rights of publicity, including variations 

on name, image, and likeness rights; and anti-revenge pornography laws.  

Most states have enacted some form of legislation addressing these issues.144 

However, the effectiveness of state laws is limited by jurisdictional constraints and 

inconsistencies among statutes, creating challenges for individuals seeking redress 

against misuse of their personal attributes. States like Tennessee and Texas have 

developed statutory and common law protections for name, image, and likeness, while 

others like New York rely solely on statutory provisions, and each stateôs laws are 

different and have their own nuances and limitations.145 

These gaps and ambiguities in state and federal protection for identity-based rights, 

such as name, image, and likeness rights, have led to calls for federal legislation to 

address digital replicas. The USCO concluded in a recent report on digital replicas, that 

ñnew federal legislation is urgently neededò to address the speed and scale of 

production and dissemination of digital replicas enabled by generative AI technology.146 

In reaching this conclusion, the USCO found that state laws are inconsistent and 

insufficient to address the problems exposed by AI.147  

The Office also found existing federal laws to be insufficient. According to the USCO, 

the Copyright Act protects original works of authorship but does not prevent 

unauthorized duplications of image or likeness.148 With respect to the Lanham Actôs 

false endorsement provisions, the USCO noted that many federal courts require general 

fame or celebrity to access its protections and that ñ[i]t may be difficult for many 

individuals, including less famous artists and performers, to prove that the challenged 

conduct is likely to confuse consumers regarding the plaintiffôs association with, or 

approval of, the defendantôs commercial activity.ò149  

 

 

 
143 Supra 12; Karl M. Zielaznicki, et al., The Intersection of Generative AI and Copyright Law, Troutman Pepper, 21 
July 2023, https://www.troutman.com/insights/the-intersection-of-generative-ai-and-copyright-law.html.  
144 NIL Legislation Tracker, SAUL EWING, https://www.saul.com/nil-legislation-tracker; see also: Jennifer E. Rothman, 
Rothmanôs Roadmap to the Right of Publicity, https://rightofpublicityroadmap.com.   
145 Id. 
146 Supra 81. 
147 Id. 
148 Id. 
149 Id. 
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According to the USCO, federal legislation should address the definition of digital 

replica, the persons protected, the term of protection, prohibited acts, secondary liability, 

licenses and assignments, accommodations of First Amendment concerns, remedies, 

and interaction with state law.150 

The USCO report also concluded that federal legislation should ñnot sweep too broadlyò 

but target replicas that ñconvincingly appear to be the actual individual being 

replicated.ò151 The report further recommended that federal protection for identity-based 

rights should not extend significantly beyond the individual's lifetime, that such rights 

should be licensable but not permanently transferable, that First Amendment protections 

be robustly preserved, and that state laws should not be completely preempted.152 

Legal Clarity 

Applicable laws, regulations, and agency guidance on authorship/inventorship and the 

ability to obtain IP protection for AI-assisted creative works and inventions should be 

clarified to promote the development and application of powerful new AI tools for 

content creation and innovation while protecting human creators and innovators. 

As discussed above, the USCO and USPTO have already issued new guidance on the 

authorship and inventorship requirements for obtaining copyright registrations and 

patents for AI-assisted creative works and inventions.153 They are preliminary, and both 

agencies are engaged in extensive consultations with stakeholders to gather 

information before finalizing their policies.154 Since both agencies have left some 

questions unanswered about the implementation and effect of their guidance, additional 

clarity would be beneficial.  

The USCO guidance highlights the difficulty of distinguishing between AI and human 

contributions to blended works, how the USCO will approach this question and the 

information and evidence that creators will be required to submit, among other things. 

Some other potential effects of the USCOôs guidance also need further consideration. 

For instance, the justification for denying copyright protection to creators who use AI to 

overcome disabilities seems murky at best when those creators otherwise exercise full 

creative control and direction over the work. It is also unclear who, if anyone, would be 

harmed by allowing copyright protection for such AI-assisted creations or why all AI 

tools universally must be treated so differently than other tools of creation. 

 

 

 
150 Id. 
151 Id. 
152 Id. 
153 Supra 64.; Supra 97 
154 Supra 66.; Supra 67. 
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The USPTOôs guidance regarding inventorship similarly needs clarification. For 

example, the guidance concludes that a patent application may list all human inventors 

(i.e., those who contributed significantly to at least one element of the invention) and 

omit any contribution deemed to be from an AI system.155 However, it also bans patents 

for inventions for which the only contribution deemed significant enough is attributed to 

an AI system independent of any human.156  

It is unclear whether courts will agree with the USPTO and likewise treat an AI system 

as an independent contributor or, instead, as a tool of the human inventors. Questions 

also remain as to whether courts will diverge from the USPTO and conclude that an 

issued patent is invalid if one aspect of the invention was solely the contribution of an AI 

system independent of any human, even if the listed (human) inventors were 

responsible for all other aspects.  

Additionally, the guidance creates a new procedural hurdle for patent applicants by 

requiring for the first time the submission of evidence to assess inventorship in the case 

of AI-assisted inventions.157 This seems to indicate that the contributions of human 

inventors may be assessed against the contributions deemed to be made by the AI 

system. It is unclear what effect such an analysis will have on the viability of obtaining 

patents on inventions assisted by AI and whether proving inventorship will be more 

difficult if the AI systemôs ñcontributionò is considered independently. It is also unclear 

what evidence will be required, what standards patent examiners will apply, and 

whether these new inventorship inquiries will significantly affect the burdens on 

applicants and the USPTO. 

Similar to the USCO guidance, the USPTOôs guidance does not remove all uncertainty 

from the issue of patent inventorship. The lack of clarity might render U.S. law less 

favorable to some applicants than the patent laws of other jurisdictions. Although the 

guidance appears to be concerned with the specter of inventions being mass-produced 

simply by pressing a button on an AI system, thus far, there has been little indication 

that such a phenomenon is close at hand.  

Generally, inventions require testing, evaluation, and refinement by humans to satisfy 

patentability requirements and even further development to be incorporated into 

products and services. To the extent that current patentability requirements prove 

insufficient, policymakers should focus on narrowly tailored measures that do not 

broadly deter the application of AI technology and instead strike a balance that 

preserves incentives to innovate in AI technology and its use. For inventorship, the 

focus should remain on the human inventors and the sufficiency of their knowledge, 

understanding, and inventive contributions rather than the tools they used (whether AI 

or non-AI). 

 
155 Supra 97. 
156 Id. 
157 Id. 



Bipartisan House Task Force on Artificial Intelligence 
Intellectual Property 

134 

Anticipatory Regulation 

Although a range of IP-related issues have been raised by recent developments in AI 

technology and its applications, some are not yet ripe for government intervention. It will 

be vital to avoid overreach and understand the potential costs and benefits as much as 

possible. Any new IP-related legislation or regulations should target specific known 

issues or problems; tailor definitions, requirements, and consequences narrowly; reduce 

uncertainty rather than increase it; and focus on improving the ability of the private 

sector to innovate and creators to thrive. 
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Key Findings 
It is unclear whether legislative action is necessary in some cases, and a number 

of IP issues are currently in the courts.  

Due to the rapidly shifting landscape and tremendous uncertainty of AIôs impacts on IP, 

Congress should exercise caution when considering legislation related to AI and IP.  

 

Generative AI poses a unique challenge to the creative community.  

The rapid development of generative AI raises a number of IP-related issues for content 

creators. While continued progress in AI is welcome, those advancements must not 

stifle the continued flourishing of human creativity.  

 

It is often difficult for creators to know if their copyrighted works are being used 

by AI developers.  

While the question of fair use in the context of generative AI remains the subject of 

ongoing litigation, content creators often do not know if their copyrighted works were 

used in the training of a model. 

 

The global IP policy landscape presents challenges and opportunities to both 

developers and creators. 

A legislative or regulatory environment that significantly increases operational costs for 

AI developers may cause companies to offshore operations to more permissive 

environments. For example, the Peopleôs Republic of China is already considering steps 

to encourage relocation to China through more developer-friendly copyright laws. 

However, amid advancements in generative AI, a legislative environment that fails to 

ensure creatorsô IP rights are protected may harm Americaôs creative community. 

Furthermore, jurisdictions such as the European Union that are beginning to include 

transparency requirements for AI developers may encourage creators to seek out 

opportunities outside of the United States ï and this may be true for other jurisdictions 

that enact robust IP protections for creators.  

 

While some use cases are legitimate and protected forms of expression, the 

proliferation of harmful deepfakes and digital replicas is a significant and 

ongoing challenge.   

In some cases, digital replicas can be used in the context of speech protected by the 

First Amendment and for other legitimate purposes. However, some types of deepfakes 

and digital replicas of individualsô likenesses, voices, and other identifying 

characteristics are harmful applications of AI technology that are already in use today.   
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Recommendations  
Recommendation: Clarify IP laws, regulations, and agency activity. 

Applicable laws, regulations, and agency guidance on AI authorship/inventorship and 

the ability to obtain IP protection for AI-assisted creative works and inventions should be 

clarified. Such clarity should ideally promote the development and application of 

powerful new AI tools for content creation and innovation while still protecting human 

creators and innovators. 

 

Recommendation: Appropriately counter the growing harm of AI-created 

deepfakes. 

The proliferation of deepfakes and harmful digital replicas is a real and current problem. 

Although digital replicas and deepfakes have existed for many years, AI technology has 

vastly amplified the size of the problem by making high-quality, realistic replicas 

accessible to nearly anyone with little effort.  

Congress could address this problem in several ways. One way would be to empower 

individuals to protect their identity-based rights and establish nationwide protections 

while avoiding encroaching on speech that is protected by the First Amendment. 
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Background 
Generative AI systems include AI that can generate text, image, video, and audio/voice 

content.1 These systems are trained on a large set of existing written, visual, or audio 

data. The systems identify statistical patterns in this training data and then create novel 

content that matches these patterns. As generative AI systems continue to be trained 

with greater amounts of data and more powerful computing resources, they can 

produce outputs with increasing quality and realism.  

When a video, image, or audio is perceived as reflecting a faithful recording of an event, 

even though it has been generated or substantively manipulated by AI, it is often 

referred to as a ñdeepfake.ò Deepfakes represent a subset of the general category of 

synthetic content, or content that is fully or partially altered or created using any audio, 

video, image creation, or editing tool. Generative AI technologies can be productively 

used in many ways to stimulate creativity, productivity, and entrepreneurship. Synthetic 

content has broad applications in marketing, sales, entertainment, and product 

development. However, synthetic content can also be malicious, harmful, or misleading 

and be implicated with issues of fraud and consent.  

Risks and Harms from Synthetic Content 

Risks and harms created by synthetic content, such as financial scams, exist in open 

information ecosystems like the internet. However, even greater risks arise from AI 

systems capable of generating realistic synthetic text, images, videos, and audio. 

 
1 Stryker, Cole, and Mark Scapicchio. ñWhat Is Generative Ai?ò IBM, 22 March 2024, www.ibm.com/topics/generative-
ai. Some technologies capable of generating content include transformer-based models, generative adversarial 
networks, and certain types of autoencoders. Bengesi, Staphord, et al. ñAdvancements in generative AI: A 
comprehensive review of gans, GPT, autoencoders, diffusion model, and Transformers.ò IEEE Access, vol. 12, 2024, 
pp. 69812ï69837, https://doi.org/10.1109/access.2024.3397775.  

https://www.ibm.com/topics/generative-ai
https://www.ibm.com/topics/generative-ai
https://ieeexplore.ieee.org/document/10521640









































































































































































































































