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The Honorable Mike Johnson The Honorable Hakeem Jeffries
Speaker Democratic Leader

United States House of Representatives United States House of Representatives
Washington, DC 20515 Washington, DC 20515

Dear Speaker Johnson and Leader Jeffries:

We, the Co-Chairs of the Bipartisan Artificial Intelligence Task Force, submit to you our
key findings in this report.

Although artificial intelligence (Al) is not a new concept, breathtaking technological

advancements in the last few years have made Al the focus of numerous policy

discussions. Al has tremendous potentialtot r ansf or m soci ety and our
bet t eaddresmadmplex national challenges. From optimizing manufacturing to

developing cures for grave illnesses, Al can greatly boost productivity, enabling us to

achieve our objectives more quickly and cost-effectively. Never t hel ess, we al s
recogntzAltban be misused and | ead to various

This report highlights America's leadership in its approachtor e s p o nAsimnbvhtien

while considering guardrails that may be appropriate to safeguard the nation against

current and emerging threats. You charged twenty-four members, twelve Republicans

and twelve Democrats, with developing a U.S. vision for Al adoption, innovation, and

governance. The Al Task Force gathered information on salient Al issues from domain

experts in industry, government, c i v i | asdacademiayo,provide 66 key findings

85 recommendations. In summary, this report encapsulatesat ar g a p p d ot ahcaht

bal ances the need to prwhmiolt e wa folengeurdircdalnnsg nfnroov
pot ent i adwe bnéeramera of widespread adoption of Al.

We thank you for establishing the Al Task Force and are eager for this report to inform
future congressional policymaking.

Sincerely,

Ol i e g

Jay Obernolte TeW.Li eu
CHAI RMAN COCHAI RMAN
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About the Bipartisan Hous:
t he 1Clo8ntghr e s s

The bipartisan Al Task Force w®de morcelactaedde rby S|
Jeffries on February 20, 20zHai MhelJdAYy ODheknbébt
CA) and TeGA)Liaenud (cDo mp-f omembeé wenttywel ve Republ
t welve Democrats. melmmleerAd dmas kdfFawmefrom t went
ensure comprehensive jurisdictional responsib
we addressed and to benefit from a range of d

A full | i st of Task Force members and t he ¢ omi
Appendi x |

Throughout 2024, the Al Task Force convened t

heart of how Al i nter sec tThe AWlask Rorca helcheultiplers pol i
hearings and numerous roundtablesande ngaged with over one hundr
including business | eaders, government offici
scholars, and other domain specialists. These
suggestions, and commefntwi sw@maninntng. a range
This approach all owed each issuevbaoibescompre
perspectives. A multifaceted approadbct-si pol i
makewhso address the complex Al challenges that
continue to affect public policy.

A full l i st of experts and a |ist of the even

Appendi x ||
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Leadi ng Al Progress: Pol i
U.S. Vision fRBesponddbpei
|l nnovation, and Governanc

The United States is the gl obal |l eader in Art
technol ogy that also comes with risks that mu
the economic and national WUnhe ¢S¢mrhitdenysd btemef i t s a
technology i1 s developed and deployed responsi
Uni tS¢edtneusst take active steps to safeguard our
Devel oped and deployed responsibly, Al has thi
gualityweal thi,fepbs, security, and economic pr

The United States |l eads the world in Al resea
sector Al investment, and industry adoption o
advantage derives from two of our longstandin
i nmati on eandyfbl emichloeq@ul at ory framewor k. I f
strengths wil/| hel p our country remain the wo
design, development, and depl oyment of Al .

The collective experiences and insights of th
encapsul ateepdoritn. tDhuirsi ng the sé€onmngresessi omeofla
Force engaged with over one hundred experts o
consulted with business | eaders, government o
and | egal scholars, all of whomcofnfmerndad tomei r
the varied and complex Al challenges confront

Thiesport articul atettkegyi di ng8 pepEsommenebhelati ons,
organized into 15 chaptasra. blueipsiinnt eéondedut o
Congress can take to address advances in Al t
feel stthhraothgCongress must devel op -taenrdm nvaiisnitoani nf
Al in our society. This vision should serve a:
initiatives, and national strategies we under

I n considering new policies, Congress should
respond appropriately and in a targeted, achi
avail able evidence and insights. Supporting t
| ermirng and adaptation. Congress should regul ar
pol iacndkesupdad® Alhetmechnol ogies and their |1 mpac
approach and take strategic actdalneawhiilne Adnco
devepmendr iane a gl obal vision for Al public p

Thiesport is certainly not the final word on Al
vi ewed as a tool for i dentifying and evaluat:i
Al policy opportunities and chal |l esngeosr, ftuhteurre
exploration.

i
h
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Phil osophy and Principles

I n addition to evaluating spegséder adlle haslghue s,

princtioplfetsame policy analysis. Theselppiohcicpl e
considerations that transcend s peawinfgire sAli oinsad
ef f orhtes . principles we established are:

|l denti fy Al I ssue Novelty
Promote AI l nnovation
Protect Against Al Ri sks and Har ms

1
1
1
T Empower Government with AI
1
1
1

Affirm the use of a Sector al Regul atory Str

Take an I ncremental Approach

Keep Humans at the Center of Al Policy
Principle: l denti fy Al | ssue Novelty
Policymakers can avoid duplicative mandates i
Al are truly novel and without precedent or i
addrtlsese undceoncyernng. For each Al iissue investig
should be identified to understand whether t

h
T Truly new for Al due to capabilWhermsan hAalt d
i ssue has emerged recently due to the natur
suggests that wboneedhtypy monsi der how well

regi mes address that issue.

T An exi stitnhgatidosss uneat ur e has been AHd&ngdd isi gn
exacerbating an existing issue, this sugges
buiten concert with the existing policy par at

mi ght be appropriate, abhsto tkexw sa p parrgo a cehge smensa
not be designed to address evolving technol

moderni ze | aws and regulations toneuwtsuale itm
applicati oeamamtd. enf or c

T An exi stinghasssmuctsilbgeaeinf i cantly changed by c
capabi.l ftAesi s just one of many ways of acc
substantially the same effect, then this su

regul atory bodies are perhaps best position
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PrinckPpomote AI l nnovation

As the gl obal | eader in Al development and de
positioned to responsibly enable the potentia
To maintain this | eadership and enabl eoft he U.
Al , policymakers should continue to promote A
Principle: Protect Against Al Ri sks and Har ms
We have an obligation to protect Americans fr
AlMeani ngful Al governance wil |l require a comb
that seek to understand, identify, and mitiga
devel opment and depl oymentr icf&asAdd sayppreamwssc h At ¢ |
governance can promote innovation rather than

Moreoweregvery probéagAne scthaart ©Ad a hcedmpdindgatteo f or
remeedoratetohat probltlemhnwWhopermalkosobluivagsspossi
t haetise in Al policy shaouwlld clye i .0 rdfetei esl ro pseidndp eacs

i mportant as Al technology continues to evol v
i ssues more frequently than in past technol og
PrincGpvernment Leadership in Responsible Use
Trust 1 s a necestlhwiyd esopnrpeoande natd of potri on of Al by
private sectors in the United States. byThe fed
adopting responsible principles and policies
addressi ngnddaisdgyi ®fkampl e. Powering government
al so negevearyheir prominent role in our econ
Congress, federal agencies, courts, and other
their services, speed, efficiency, and qualit"

Princtpper&ectSopreci fic Policies

For an agile and focusedspppibdachreguAlatpolsi ov
agencies and other parts of government shoul d
Al use within their inadaindi dbal coomaixn sThdifst @dxp
would enable more informed and efficient enga
entities AgenkiyziemgeAlki se should remain focuse
effective.

Secitspreci fic regulators woul d &kbkdaearepborsdftiotr yf rod
Al resources. Examples of thefsleceadpodatcae,s i nc
computing hardware,anevcdalnu athibdmas bowcAds, ri sks
assessedAdsdaifteilonal | y, coordination among feder
structures could i mprove access to such resou
coudmMpower agenci eandwiatihieodm t sks hdase | essons | e
ensuwritmhey tonspeogeal i ze in what they do best.
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Principle: Take an I ncremental Approach

Al is a rapidly evolving teckonogoggmadto i s un
| egi sl ation this year that could serve as 1its
properly requires a carefullyldeshigeaedepdut ahb:
propose a rneucnobnemme nodfatgib@gos bui I d this framewor k
under s htgmadtAlac apabilities wenmustuer emanmdvhombl
acknowl edge we do not kMwrolwi evhawi lwle Idokeloy hee
evoéeé i n wabhdemdvanc@oesngrnesAss must remain vigila
it addresses Al in the years to come.

PrincKkeéep: Humans at the Center of Al Policy

Al systems reflect the principles of the peop
i nput to train them. The Unitednftatbes whkl ta
to remain competitive in this technology. Fur:
some | abor mar ket effects. As policymakers co
Al devel opmemmgandey should focus on human in
freedom



Bi partisan HoudsAe tTiafsikc iFaolr clen toer

Bi parti san House Task For

|l ntell i genceRe®©vmmen cavt i0od r
Government Use

Federal agencies have Akpeadpolweguexisevenggiag
mi ssions and strWhaimle nes@rogsasnsvary in appl i«
benefits of responsible government wuse of Al

irresponsi ble or i mproper use fosters risks t
equal treadimeinzems bayy It heir government .

Key Findings

T The federal government should utilize core
existing | aws.

T The feder al gover nment sihnofuolrdmebdemdéwacrinyg i.oofn a |

T The federal government should provide notif

functions.
T Agencies should pay attention to the founda

1T Roles and associated Al knowledge and skil!/l
the federal workforce.

T Ski-ddsed hiring is critfiosgrlalt dloentfiilhithnige tfhec
wor kf or ce.

Recommendati ons

T Take an informa4 evel angpsypyatctémso the use of
government .

T Support flexible governance.

T Reduce administrative usumdgemliand bureaucrac
T Require that agencies provide notification
1 Facilitate and adopt Al standards for feder
f Support NIST in developing guidelines for f
T | mprove cybersecurity of federal systems, i
f Encourage data governance strategies that s
T Congress and the government must wunderstand

wor kf orce needs.
T Support different pathways into federal ser
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Feder al Preemption of State La
Preemption of stategAkllawesnbysfadeéeoal that C
accomplish various objectives. However, feder
and policy issues that should be considered.

Key Findings

Feder al preemption of state | aw on Al issue
Feder al preemption has benefits and drawbac
Preemption can all ow state action subject t

Preemption can be multifaceted.

= =2 4 A -

Definitions must be fit for purpose.

Recommendati ons

T Study applicable Al regulations across sect (

DatPar i vacy

As Al systems amass and analyze vast amount s
private information being accessed without au
privacy ppltoteetsilandgupport consumer confidenc
devel opment and deployment of Al systems.

Key Findings

T Al has the potential to exacerbate privacy
T Amer i cansi nhrateveed ur se f or many privacy har ms.
T Feder al prciowday ehawghesmytat e | aws.

Recommendati ons
T Explore mechanisms to promehkancedsways®e. dat

T Ensure privacy | aws areegbnalkalfywal applicabl

Nati onal Security

Li ke andguanapotechnol ogy, Al has t hendpertminne al
national security. This underscores its signi:
the U.S. national security ecosystem is both

proportion of research and deveéelsopment gevaraea
activities.
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Key Findings

T Al is a critical component of nati onal secu
T U.S. adversaries are adopting and militari z
T National security requires advanced cloud a
1 National security requires Al for contested
T Al can vastly i mprove DOD business processe

Recommendati ons
T Focus congressional oversight on Al activit
Support expanded Al training at DOD.

1
T Continue oversight of autonomous weapons po
1

Support international cooperation on Al wuse
Resear ch, Devel opment, & Stand
The U.S. remains the | eader in fundamental re
producesedadgd tAlnga oelfioadeh otamBorsmai ntain U.S. | e
in global Al innovation and governance, Congr
ef f srutpp,oAt i @gal uati ons, and bolstering U.S. s

Key Findings

1T Feder al i nvestments in fundtahoewrtradntr efslear ch
opportunity.

T Continued Anhdr evawmuih ipmomote Al advancemen
T Progress in Al R&@cice sasll dromd yudaceked to

T A closed Al research ecosystem could I i mit
T University AI R&D is necessary but mu s t be
activities.

Advancing the science around Al evalwuation =
The U. S. i s a gl obal | eader i n standard set

Recommendati ons

T Continually monitor and evalwuate the i mpact
nati on.
T Support fundament al R&D for continued | eade

T I'ncrease technology transfer from universit
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T Promoteppubbhte partnerships for Al R&D.

T Promote research and st tameevaarlduiazta toino na nsdu rtreosu
Al

T Promot e vtelin@padi nfrastructure and data to ena
1T Continue engagement in international standa
T Uphold the U.S. approach to setting standar
T Align national Al strategy with broader U. S
T Exploreatoal soaaereti fic discovery across dis
T Support Al R&D by small businesses

T Encouinaga nacbl bahbbr atitkdemm dveidtahm dd riterser s on R&IL
Civil Rights & Civil Li berties
Adverse effectmi uoend ftl aswlerdoloogi es are not ne\
consequential considerations Aln nsdaelgpni ng and
software systems more generally, can produce

or making decisions based¢grAnveerfil mvesds toiutt ptuit sn |
rights
Key Findings

T I mproper use of Al can violate | aws and dep
rights.

T Understanding the possible flaws and shortc
potentially har mful uses of Al

Recommendati ons

T Have humans in the |l oop to actively identif
used in highly comalkigmgenti al deci si on

T Agencies must understand and protect-agains
maki ng.

T Empower sector al regul ators withr elhaet eedool s
risks in their domains.

Explore transparency for users affected by

Support st anrdaredsaddnat i ons t o mi tmagatneg f | aw
involving Al systems.
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Educati on & Wor kforce

Despite federal adhndh.ass aa esiegrfiofritcsantt hgegap i n tFh
needed to research, develodandanki sepapyi &l gap
Educat itnrga igdhmenrgi can | earners in Al topics wil!/
| eadership i n AlAmeerciteotaadrsmgny caradh df emrat i onal sec

Key Findings

1T Al is increasingly used in the workplace by

T Fostering donmemsd iccomtli ntwmddend. S. | eader ship
i mprovements in basic STEM education and tr

T U.S. Al |l eadership woul d nboer es tsrkeinlgltehde nteedc hbnyi

wor kforce.
1T Al adoption in America requires Al |literacy

Kil2 educators need resources to promote Al

Recommendati ons
T I'nvesit12i 8TEM and AlndE Bu owatdiecan Parti ci pati on.

T Bol ster U.S. Al skills by providing needed
T Devel opnadefrsltlandi ng of the Al workforce in
T Facilitagtre vmulkel ip@artnerships to bolster the
19 Develop regional expertisanvhenndugpoyting

partnerships.
Broaden pathways to the Al workforce for al

Support the standardization of work rol es,
competenci+es ated Alobs.

Evaluate existing workforce devel opment pro
Promote Al | iteracy across the U.S.
Empower U.S. educators with Al training and

SuppM®EUrricula devel opment .

= =2 =2 A -

Monitor the intemadtwonkef wdiatbht PAdL sawsogp t i on .

X0 i
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|l ntell ectual Property

Advances in generative Al technology have int
property r(ali)i nlgawsu,es ttilben so varbeorugs hihp,w creati on,
of art, wr istoinnggsy e mtriammmss,, and ot her creations

Key Findings

T I't is unclear whether |l egislatiaaeadaat hambies
of I'P issues are .currently in the courts
Generative Al poses a unique challenge to t
It is often difficult for creators to know
Al developers.

T The gl obal | P policy |l andscape presents cha
devel opers and creators.

T While some use cases are legitimate and pro
proliferation of deepfakes and harmful digi
chall.enge

Recommendati ons
T Clarify I'P |l aws, regulations, and agency ac

T Appropriately countexrtetlaeegr dwiepd alk@sm of A

Content Authenticity

Generative Al systems include Al that can gen:
cont Emése systems are trained on a | arge set
data. The systems identify statistical patter
content that matches these patterns. As gener
with greater amounts of data and more power fu
produce outputs with increasing quality and r

Key Findings

T Synthetic content has many benefici al uses,
harms and under mine confidence in informat:.
There is currently no single, optimal techn
Techni cal |l iteracy would help with the cont

be sufficient.

T Digital identity technology all ows a person
reduces fraud.
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Recommendati ons
1T Suppor thaaserdi,skmul ti pronged approach to cont

T Support technical solutions to content auth
1 Address demonstrable harms, not specul ative
T I'dentify the responsibilities «fonAlendevel op
di stributors when it comes to synthetic con
Examine existing |l aws related to harmful sy

Ensure victims have the necessary tool s.

Open & Closed Syst ems

Despite othanabeengzed as either open or <cl os:

of different forms of Al mdpeln anvaiell ab iolf if tey an
benefntcéicdisngmi zati onandcaasypldwedceyty, t here i
i ncr eastehdatr insakl i cciooud sd aucsteo rospoe nc amuosdee lhsar m, i ncl

perpetrating financial fraud,-scthteatedennhgtmyat

Key Findings
T Open Al models encourage innovation and com

T There is currently |Iimited evidence that op

Recommendati ons

1T Encourage innovatioan téared deomp etpimeinan of Al n
1T Focus on demonstrable harms and physical th
T Evaluate chemical, biological, radiological
capabilities.

T Continue to monitosotheermeds]l $rom open

Energy &Paga Centers

Significant amounts of power are needed to cr

modedarsd the data centers supporting Al have ir
creates chall enges for electrical grid reliahb
addressed for U.S. economic and national secu
devel oping American energy supplies.
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Key Findings

T Al is critical to U.S. economic interests a
sufficiently robust power grid is a necessi
The growing demands of Al are creating chal
Continued U.S. innovation in Al requires 1in

Pl anning properly now for new power gener at
i nnovation and adoption.

T Al tool s wild/ play a role in innovation and

Recommendati ons

T Support and increase federal i nvest ments in
i nnovations in Al hardwar e, algorithmic eff
and energy infrastructure.

Strengthen efforts to track and project AI
1T Create new standards, metrics, and a taxono
relevant energy use and efficiency metrics.

T Ensure that Al and the energy grid are a pa
moderni zation and security.

T Ensure that the costs of new infrastructure
who receive the associated benefits.

T Promote broader adoption of Al to enhance e
production, and energy efficiency.

Smal | Busi ness

Smal | businesses play a cruci al role i n maint e

against other world power s. Unfortunately, sm

understanding or resources that would allow t

technol ogy.

Key Findings

T Smal | businesses can | ack a full under st and
f Smal | businesses can | ack sufficient access
T Smal l businesses face excessive challenges
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Recommendati ons

f Support small business Al Iliteracy.

T Provide resmalilcelsAld icanccsst i on .

T Investigate the remaltcbuchalklssesegesdopting
f I'nvestigate the resource challenges of smal
T Ease compliance burdens for small busi nesse

Agricul ture

Alhas emerged as a powerful tool Ahpable of re
advancements have the potential to increase f
bol ster economic growt h.

Key Findings

1 Aldriven precision agriculture could enhance
resource management .

T I'ncreased Al integration could enabl e mecha
and enhance efficiency within the specialty

1T Lack of reliable network connectivity in ru
adoption in the agricultural sector.

T Al is already a powerful tool in addressing

health c¢crises.

T Greater adoption of Al at USDA a@ruil du letnthraen c
prograanmis r educe costs for farmers and ot her:

T The CFTCO6s-bmprsiagpirplaesr &l epwbi Foty in addres
techno.l ogi es

Recommendati ons

T Assess existing programs to identify opport
agriculture.

T Pursue further Al research and devel opment
crops.

T Continue to explore howAttesdarodgyndad oiun o waa
managers in improving forest health through
Direct USDA to better utilize AI i n program

Continue to review the appibiacatdi dnm aonfe wiolr k ¢
ensure It captures unique risks posed by Al
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Heal t hcar e

Al technologies have the potential to i mprove
di agnosi s, and car e adalliywzer y.arAyle cdaan aq wiecksl,y i
accuracy, streamline operations and automate
potential to i mprove efficiency asadnefficacy
healthcare practitioners, freeing up more tim

Key Findings

T Al's use in healthcare can potentially redu
drug devel opment and clinical diagnosi s.
T The | ack of wubiquitous, wuniform standards f
system interoperability and data sharing.

Recommendati ons

T Encourage the practices needed to ensure Al
and effective.

Mai mt aiobust Beppvbhtaferresearch related to

Create incentives and guidance to encourage
in healthcare across vari ousAldegpd optnemn armd
i mprpwvievacy, enhance security, and prevent

Support the devel opment of standards for |

=

Support appropriate payment mechanisms with

Fi nanci al Services

The financial ser vi cAdtse cshencaloo g iheassl Heonrp Idbeecdadd e s .
environment for woohdi ailremomgadbiwdinr i ve whil e prc

consumers and maintaining market integrity. B
enhancing customer experiences, and ensuring
i mprove the financial sector's efficiency and

Key Findings

1T Al presents an opportunity to transform the
Data quality and data security are paramoun
Al can expand access to financi al product s

1
1
T Al technol ogies are already deployed across
T Some regul ators use mMPpll itao cied evn ttihf y emgaid at i or
1

Smal | financi al services firms can be at a
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Recommendati ons
1 Foster an environment wh e rree sfpi onnasnichilhey asdeorpvti

benefits of Al technology.
Encoumagderesegutat ors to increase their expg
Mai ntansumer and i nviebshe ru speatolfée oAdin @mnna |

services and housing sectors.
T Consider thegmént bs yofiscaonudibddb oevs ©o eglhidtat or s t

experiment with AI applications.

T Support a-bmpsiemicirplgess at ory approach that <can
technol ogi cal changes.

T Ensure that regulations do not I mpede small




OVERNMENT USE

Background

Federal agencies have already begun | everagin
cases to eexmpawenrg agency missi onlsA ared rsutarrega ml i
2020 report from Stanford University found th
studied have experimented with AAsapdrtebated
Executive Order 13960, signed in 2020, the Tr
agencies to create an?dinventory of Al use cas

There are sever al prominent examples from the
Justice, and Centers for DBEsepaecee2CPdtroheahdd
government has continued to add more Al use ¢
U.S. Government Accountability Office (GAO) f
agencies use Al and collectively Alepissiet.gdvapp

]

n

al so publicizes Al use cases across the fede
professionals and students tto join the natio

1The White House.AllhAdhdwWse: Casesg®os/ ai

2David Freeman, et al. AGovernment by Al gorithm: SAratniffoircdi al |
Law Feb2Oy2i0tt ps: / /| aw. ctomnfearntd.ued w/awEAHROROr/.t0.20 AICU S

SPromoting the Use of Trustworthy ArtifiFeida&lr allntRelgliisgem¢e vioh .
236, embe020t t ps: // www. federalreqgister2@065b4dopc-imeshefa 2020/ 12/ (
trustwaotnti-if gtce lal Hhghdere d egroavle r n me n t

‘“Lewis Kamb, fiSome U.S. government agencies areNB@&swsing out /
1Aug. 2023s://www. nbcneews to-and @ e evieésdasimec anc eercmsa 9.7 313

SUu. sS. GAO, AArtificial Intelligence: Agencies Have Begun | mpl
Gover nAheaduntGffiiDeet y2I0R2B83ps: / / www. gao204b03@»8@ducts/ gao

5Suptla


https://ai.gov/ai-use-cases/
https://law.stanford.edu/wp-content/uploads/2020/02/ACUS-AI-Report.pdf
https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government
https://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government
https://www.nbcnews.com/news/us-news/federal-agencies-testing-ai-foia-concerns-rcna97313
https://www.gao.gov/products/gao-24-105980
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While use cases vary in application and matur
government use of Al are potentially transforn
use fosters risks to individual privacy, secu

citizens by their government

Responsi ble Government Use of Artificial I nt e
There is no single source of comprehensive gu
use of Al entails. However, multiple gover nme.]
defined guiding principles for respogsaible an
use, and deployment of automated systems. Thi
government wuse includ®s but is not | imited to
T Accuracy

T Reliability

f Robustness

1T Safengf fectiveness

T Security

T Privacy

T Transparency

T Explainability and interpretability

T Notice and explanati on

f Human alternatives, considerations, and f al
T Equity

T Mitigation of har mful bi as

Whil e consensus around Al governance pwriinnci pl
to meaningfully address responsible Al wusage,
in curating the approaches needed to ful fildl
Al | ifecycle is a chd&llenging and complex tas
TA | Bil |l Thfe RNhg htést.Hows e / www. whi t-b hobfuisehtgo/v/ ost p/ ai

8] T Modernization Centers of Excellence. i Al Gui de for Goverr
artificial intelligence fUo6.t Ben¥dr §l BedeiraksGAdmrnmseht ati on
https:// coe.g@guwiafdarovécomeéntpreivhocaivpdomegsdel i nes/ i ndex. ht ml
°Qinghua Lu, Liming Zhu, Xi we i Xu, JonRwWhponbebl i Abhr PZbivghn,
Catalogue: A Collection of Best PractAiCMe€omputAl SGowver Bé&ncé&,
July 2024 ,ht3t5p sp:a/g/edso.i . org/ 10. 1145/ 3626234



https://www.whitehouse.gov/ostp/ai-bill-of-rights/
https://coe.gsa.gov/coe/ai-guide-for-government/evolving-principles-and-guidelines/index.html
https://doi.org/10.1145/3626234
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To address theskochguil eanmges, hasd been publ i shec
as the Government Accountability Officebds Acc
Agenci d@shearckener al Servi GEsMAd@GuNndsestfati onds (
Gover nfént

While such resources can support agencies in
none offer a holistic approachheoBi hphementi n
Admi ni sitssaEa@®dauti ve Order 14110 on Safe, Secur
Devel opment and Use owhiAodétqgufiirceidalt hlen tGeflfliicgee nocf
and Budget (OMB) to establish an interagency

gui dance on federal agency Al use, governance
I n response, O-RBLOpuobn iMahrecdh M8, 2024, which fie
agency requirements and guidance for Al gover
management, including through specific minimu

N

of Al thatghtmpaand thef e’y of the public. o

The memorandum requires agencies to update an

principles and guidelines to ensure consisten
t hexeE uOrn d/@s mi ni mum
0 100 200 300 practices by Decembe
NasA . 0 | 2024 (with extension
Commerce | o5 .
Energy [ 117 possible), and to st
HHs I &7 : :
State I 7 any Al i n th(_alr oper
interior [N 65 i's not compliant wit
va I 40 ; ; :
USAD [ 37 the minimum practice
usDA [l 36 by that date.
Treasur [ 25
DHs B 21
Transportation [ 20 As th.e feder aI_ gover
GSA|.18 cont iinnupelse ment i ng
Labor 6 H
NSF | 6 various | aws, .execut
SSA}5 orders, and guidance
Justice | 4
EPA | 4 federal Al wuse, such
oPm | 3 should be considered
Education | 1 Al Usa Casas by Agancy FY 2022 .
context of the exist
Source: GAA@rReporci alAglemtcdlelsi gHdearv gover n|n feder al i n
|l mpl ementation but Need to Completet K?ny Reqduliements.
S, a, cCcyber
and procurement
y. s. GAO. AArtificial Intelligence: An Account d&hiSl.Lity Fr ame:
Government AccoundameHR20@4:Of/fwvweve. gao 2099 ppoducts/ gao

USups8a

2ZNOTE: Excludes el ements of the I C and DoD. Shalanda Young.
Management for Agency Us@hef WAr t Eaft Hopisa E ./ lwnmtwe Iwlhit g ermoer.s® . gov/ w
content/ upl o2k AV Ah/CObI/gM nlammcev-ah-Rb Ma n a g efmemd e nldsyo f
Arti-fmtcélalli.gence. pdf



https://www.gao.gov/products/gao-21-519sp
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.whitehouse.gov/wp-content/uploads/2024/03/M-24-10-Advancing-Governance-Innovation-and-Risk-Management-for-Agency-Use-of-Artificial-Intelligence.pdf
https://www.gao.gov/products/gao-24-105980
https://www.gao.gov/products/gao-24-105980
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Furthermore, the federal government has tool s
procurement of more Al systems, and recent OM
acquisition®® equirements.

To reduce any potenti al redundancy, ambiguity,
policies involving Al use and procurement sho
understanding of how existing policies and pr
har mosniowl uti ons and holistic operational resc
needed to enable consistently managed governm

The foll owi ng s e cetxihoanu sdteisvcer)i biensf o(rnnbant i on t hat
to operationalize responsible Al principles a
actualize transparency.

Feder &obvArnance and Transparency

As agencies use Al today and identify use cas
essary safeguards are in place to protect

' i l i bemha kleddw That ptibdecal agencies ha
e Al while safeguarding agmasnesd the ri
hng that | nwappAdbpsiyastelmg welk hout the n
nce and transparency policies to ensur

nce and transparency requirements arou
I mportant i nformati onbeabdtuotn fgoorvrer n me n
I government management, Congress, the
med output s.

o
o

~0< <o0o<ao
. 1
3
s

PO YEFQ <D

rent reporting requirements are one of
vide the detailed, actionable, and tim
s consistently use!Wlewsesdpiofnfseirbloyn atnhde
of T agencmohwadmd tdloadtu me nbutathmalyp dli dcl os e

and Nentfeodartaa i on about the data that w

ne the model, including information ab

enance, collection methods, sample siz

and skewness i nadtuesri iomnt iods parotercd»y f
t

mate integrity.

om The Alliance for Digital I nnovation t
J . Har ada, Senior Advisor on Federal2®pnpo
ianced4dd@gntteandt Nnmlvad d o/n2AAR0CH/ e/ @HR2Z 4 p © 4-S

[ 1

mti-f mtce lahiiH@oevnecren-miEe-kitnal . pdf
Il er, AThe Al Regul atory Tool box: HBw 0@d&\V e2g0s2nkz.nt s Car
wWw. br ookidadregg.ud-tha méhyovika vV esriimdér-et s c-al g o r ihtaln mis ¢



https://alliance4digitalinnovation.org/wp-content/uploads/2024/04/2024.04.29-ADI-Comments-on-Responsible-Procurement-of-Artificial-Intelligence-in-Government-RFI-Final.pdf
https://alliance4digitalinnovation.org/wp-content/uploads/2024/04/2024.04.29-ADI-Comments-on-Responsible-Procurement-of-Artificial-Intelligence-in-Government-RFI-Final.pdf
https://www.brookings.edu/articles/the-ai-regulatory-toolbox-how-governments-can-discover-algorithmic-harms/
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1 Soft wiamfeor mati on about t he tshoefitrw¥rre gd onnsp o n

Model Developmemati on about the training,
testing of the Al isggeEvemppwkotrewhestdedel o
model , communities consulted in devel opmen
used in development, the model 6s i ntended
metrics pertaining to the model 6s efficien
usage.

T Model Deplionyfroernmia:it i on about model depl oy men
including metrics identified in model deve
explanation of the use of Al model s to mem
model 6s use, and any o,ngaond gt gstaiimg.ng, val

1T Model :iUsfeor mati on about how the model i s us
organizational context and design of the e
deployed, specific use case appthaataons o
depl oyed model utilizes, the types of dete
intended to inform, meaningful explanati on
relevant stakehol ders, the policies for ho
i denti fritesdk, maintd gati on aml @awverisnglhudiomg i mdmr

It can be difficult for federal agencies to b
protections for privacy, security, proprietar:
result, transparency does not al way$nmsesawghcom
cases, transparency may rely on documentation
testing methodology rather thah access to the
Reporting and transparency policies should be
governance of different | stehemadblgionvge ravmermdiad:t
functions internal to the intelligence commun
information, or Congressods oversight role ove
Feder al Standards for Al Systems

While the U.S. government primarily plays a s
standards related to information technology (
own standards for government systems. fdMhese
with international consensus standards.
“National Telecommunications and | nfor matDeoprarAdmeinnti sotfrati on.

Commer ce, Nati onal Tel ecommuni cathbngsahdwWwwf ot mal iglowm/ Adome h s ¢
material s

0l sen, Henrik Palmer, et al. ifThe Right to Transparency in
of Artificial I nt el IDiggeintcael bGo vPeurbnl mecn tA g eRecsddeasr. @y cathd 2 Ay, a d2i dMe
ppil8ttps://doi.org/10.1145/3632753

71 d.


https://www.ntia.gov/page/software-bill-materials
https://www.ntia.gov/page/software-bill-materials
https://doi.org/10.1145/3632753
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1995, CongrNems¢s omniagnele cthm®| ogy Transfer and
TRAYP guide federalseaegeincgeasdtistiandasd The I
eral agencies to adopt voluntary consensus
|l it cation of efforts. It also makes federal
| cadyptoifng standards through conformity as:¢

I n supporting or adopting standards, each age
those of other appropriate agencies and the p
gui dance on i mplementing NTTAA-119MBihimadet ai ns
Partiomi pant it he Devel opment and Use of Voluntar
Conformity Assessment Activitieso).

The National I nstitute of Standards and Techn
promul gating the standards that broadly wunder
Feder al I nformati on Processing StEBndards (FI P
Government A®t L e3f4)AI02 Rercker al I nformation Sec
Moder ni z dR.illolr3 8A3€)t.

I n promulgating these standards, NI ST must en
consensus standards wherever possible to avoli
with the NTTAA.

OMB is the agency tasked with overseeing and
management, including I T management. Congress
oversee agency I T policies and prawitdeces, i nc
i mpl ementanhdandesfpsomul gated by NIST and enfo
consistent with such standards.

Whil e OMB issues policies and guidance, NI ST

of such standards by providing technical supp
Cybersecurity and Infrastructure Security Age
fai l itate the i mplementation of cybersecurity

SpecificAtoi Al GovbEmP.nmMe-26BIWPetgui red OMB to issu
gover nwmiedhed gui dance on agencyowsa nafnclel pdnmd sag

BOoffice of the Federal Regi ster, National ABdRE-ves and Recor
Government Act of 2002. U.S. GaoeRmmmexn:t/ /Pwww.td evgi rOff d-i cey / dalGp /
107publ 347

¥ d.

2020ffice of the Feder al Regi ster, Nati onal AR 8BRedker alnd Recor
I nformation Security Modernization Act of.2D0 484 . Uu. S. Gover nm
https://www. govinfo-lt8pbbppB88etail s/ PLAW

210f fice of the Feder al Regi ster, Nati onal AR 6 BCoresso laindda tReect o r
Appropriations Act, 2021. U.s. .@avédr,nment Publishing Office,
https://www.govinfo-lt6plbbppbtetail s/ PLAW



https://www.govinfo.gov/app/details/PLAW-107publ347
https://www.govinfo.gov/app/details/PLAW-107publ347
https://www.govinfo.gov/app/details/PLAW-113publ283
https://www.govinfo.gov/app/details/PLAW-116publ260
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Furt herd,v atnhce ng AmgrPi. ¢ ah6lA)re feitr ed specified f
agencies to take steps to promote responsible

privacy, <civil rights, and civil l i berties. F
Security (DHS) must i ssue prodliatied tamdt lpg ocxegl
and use of Al and considerati-emablfed Ihskeman
Advancing AmarlismamiAlecAcetd OMB to require fede
mai ntain, and make publicly available invento
cases.

| n Ndatei onal Al ( P.nl-2 BEYGownmeg recsts directed NI ST t

standards a&and odewmelaopy Al ri sk management fran
stakehol ders across the public and private se
I n July 2021, NI ST | aunched a request for inf
manage Al risks to individuals, organizations
with public and private sector partners, NIST

Framework and accompanying materials on Janua
and responsi bl e deveiHopweevnetr ,andheusfel rosft Alt.er at

framework only sets the theoretical baseline
guidingimeademkt ingal |y about the context, mea
of Al aynwdt esms i s not a.standards document

As discusBede & ncbhehves | o&Smeamtdahéap Arrel at ed
standards are significantly wunderdevel oped. T
systems.

AlEnabl ing I nfrastructure

Effective public sector Al system governance
entire |ifecycle. Maintaining sound policies

systems will enable better governance over th
esepcially policies thatqufadduy ammtmgi retnasiumii mg F
governance, and fostering technical 2tapabilit
20f fice of the Feder al Regi ster, National AR6BJamess avi.d Recor |
Inhofe National Defense Authorization Act for Fi.208R, Year 20:
https://www. govinfo-l14dptubppbdetail s/ PLAW

Z0office of the Federal Register, National A@®8BWivlelsi amdM.Recor
(Mac) Thornberry National Defense Authorization Act for Fisc:
De202®t tps://www. govinfo-l@6ptubppB88d8etail s/ PLAW

National Institute of ASt &®nhnd&r Manage mEam2t v2Fdvlaongwo r s/ i t 1/ ai

managedhe mtme.wor k

5D O6Tool e, K., C. Tbhrbeas PoandyA.i nFtreaemadAge of Al: A guide to
Intell i abae Fo2uBhd.@Oi2Mnt ps: // dat afoundat iDanPawlr-ig#l yrAegresf/ ai / 301/ 3

AlAqui-td@e s i-DagtfaeAr t i-fmtcélal i gence



https://www.govinfo.gov/app/details/PLAW-117publ263
https://www.govinfo.gov/app/details/PLAW-116publ283
http://www.nist.gov/itl/ai-risk-management-framework
http://www.nist.gov/itl/ai-risk-management-framework
https://datafoundation.org/news/ai/301/301-Data-Policy-in-the-Age-of-AI-A-guide-to-using-Data-for-Artificial-Intelligence
https://datafoundation.org/news/ai/301/301-Data-Policy-in-the-Age-of-AI-A-guide-to-using-Data-for-Artificial-Intelligence
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Several federal | aws already provide the foun
policies, Focnhdat iEgn ¢l Bdeaesee d Pol i cy mak(iPnd .Act o
11643 and Rrhievacy A¢CP. BSF7 @@dii4dscussed in more d

bel oBan)abling the responsible use of Al require
and effective Al systems. Agencies should tak:
use of Al with the following considerations I
Moderni zation of Feder al I nformati on Systems

Each year, the federal government spends over
and cybe®aAppuokt maoel yhi8B® spending goes to op:
|l egacy systems that are typically outdated an

hardware cé&mpesenti Egacy systems create secur.
and are costly to maintain a¥#¥d remedi ate when

Addressing this problem and modernizing | egac
These projects can take several years, requir
andepeocmd t he technical expertise of engineers

contemporary technol ogy.

APPROXIMATELY 8 O o/o

OF FEDERAL IT SPENDING GOES
TO OPERATING EXISTING LEGACY
SYSTEMS THAT OUTDATED.

Source:-| GA®r mati on Technology: A
|l mpl ement Modernization Plans for Critical Lega

With appropriate oversight and accountability
government may be able to use Al to take step
includamgomgtiing the migration of | ebgaasceyd sof t
applications or accelerating rmrainframe applic
%0f fice of the Feder al Regi ster, Nati onal Ad 8 BR oviersd aatnidomrRse c o r
for EvBadseaeadePolicymaking Act of 2018. U. 201@o,ver nment Publ i s
https://www. govinfo-ltbphbppBHetail s/ PLAW

2Z70of fice of the Federal Regi ster, National Ar<5h7i9% ke and Recor
Privacy Act of 1974, U.S. Gover nmew.tgdwibd fi c.hd eawg/ Od-rf ti ecret, / RKLg /DS
88/ pdf/ SFHEWQUBDO 6. pdf

2U.S. Government Accownb2suT, ifiAgoOddies. Ne&dhOt o Devel op and |1
Pl ans for CriticldlSLe@acegr BysntemsgkxApnti bb2021y Office
https://www. gao2g824tproducts/ gao

21 d

01 d

3'F]l ori an Breger and Cristina Caballe Fuguet,,IBMhao24an Al an

https:// www. i bimaa@am/dleineg/avwlsfydgrover nment s/



https://www.govinfo.gov/app/details/PLAW-115publ435
http://www.govinfo.gov/content/pkg/STATUTE-88/pdf/STATUTE-88-Pg1896.pdf
http://www.govinfo.gov/content/pkg/STATUTE-88/pdf/STATUTE-88-Pg1896.pdf
https://www.gao.gov/products/gao-21-524t
https://www.ibm.com/blog/what-can-ai-and-generative-ai-do-for-governments/
https://www.gao.gov/products/gao-21-524t
https://www.gao.gov/products/gao-21-524t

Bi parti san

Further, Al may be used
documentation related to
Amazon Web Services have
from dosxuarenttabl es i nto
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https://www.govinfo.gov/app/details/PLAW-115publ91
https://www.gsa.gov/blog/2024/07/10/how-tmf-is-helping-agencies-harness-artificial-intelligence
https://www.gsa.gov/blog/2024/07/10/how-tmf-is-helping-agencies-harness-artificial-intelligence
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
https://www.globenewswire.com/news-release/2024/09/16/2946676/0/en/How-Artificial-Intelligence-AI-In-Cybersecurity-is-Generating-a-Billion-Dollar-Revenue-Opportunity-for-Tech-Industry.html
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Al already has a growing role in identifying,
and cyber secTihtiys iimcildaemgted.y due to Al 6s abil
datasets, detect subtle patterns, and adapt t
of efficiency and continuous | earni nagc gtshat <co
a force 3multiplier

Executive Order 14tldWedseeet &ld DHDHSI s t o i mpr
resilience, and Ahmhecil dertdd cgdbposeeutroty threat
infrasfiaocalse®e directed an Al cybersecurity c
and fix vulnerabil®ties in critical software.
DHS6s Cybersecurity and Infrastructure Securi
Artificial I ntel atgemee nelxats o Aloceybeéer def
infrastructure, -wiedes dgloan ht anpragrantcey t he benef
enhance cybersecurity capabilities; -beansseudr e Al
threats; and detef ®Ahecmphbciliousesséo threate
infrastructure 3Americans rely on. o

While Al systems offer the prospect of enhanc
detection, keowotmetefyfetcacy of these tools. |
have | ong been used to f#®addvAl neyabéemsthasei
demonstrated the capacity to #Apaadrebsel tpveo
cybersecurity challenges may give significant
feder al | T systems, while others ma*¥Mosrugpgport
research and testing are necessary to better
facili-eaabhgdAtefenses.

3Ni kki Henderson, "Feds Weigh Generati @ev@l OUBAd.R® 2@y ber secu
https://govci evme djiban.ec @am/sfeamdysber s@adrmrai ty

analysis/ #:~:text=Federal %20o0fficials®%20see%20generative®»20A
ﬁﬂ(s:ia StanhamAr fiThecRal el nfell iCgewd®&H1 vhaky€ y2bOe2rds,ecur i ty. o
https://www. crowdst+fliOkhe aciomtfelclhhiegesrecer ity

The Whit &akddusSéh.eet: President Biden |Issues Executive Order
Intelli gbec®White Houéeéefp30/Owhi t20PB8Besm/ goat! dmeref $ ng
releases/ 2023/efp@ b3 bbtifdéetnts e ® c uctricdess afsecwarmnalr ust wornti-iy ci al
|38In:jelllgence/

¥DHLybersecurity and Infrastructure Security . Adlermcy Rel eases
Cybersecurity and I nfr ddNo.\&@2[ityrtep sS:e/c/uwvivi.ye VAsgeetnecdyw-k we ws h s
cybersanimifryasiSreccagenceyl eaveasmapg i-ficial

intelligence#: ~:text=%E2 %80 %9 COur %20Roadmap%20f or %20AI %2 C%20
critical %20infrastruc®lbewWHABmeei g Ao %had.0r EL %8 0 %9 D

“Takanen, A., Demot tFuzJzi nDy ,f oarn dS oMittweaerhe, HXeucsuer iPtuyb.l i shers, 20:
https://us. art ecd bDafstevbaeroant &4 tyazm@uoa FAistsyur-8e c eldli t i on

P1930. aspx

““Dongge LiAWPovwer ed .Fuzzing: Breaking into.BwGgoldurt iSeg uwii ttly MBé

l1AAu@02Bt, t ps://security. gopowed kdgbmeganibi@#l@ 8¢ OB aht ml
2Adversarial Threat -Lanmeéelslciagender SMsTRIESCdrad o A&SY) i. on
https://atlas. mitre.org/ matrices/ ATLAS
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https://govciomedia.com/feds-weigh-generative-ai-use-in-cybersecurity-data-analysis/#:~:text=Federal%20officials%20see%20generative%20AI,information%20for%20driving%20better%20decisions
https://govciomedia.com/feds-weigh-generative-ai-use-in-cybersecurity-data-analysis/#:~:text=Federal%20officials%20see%20generative%20AI,information%20for%20driving%20better%20decisions
https://govciomedia.com/feds-weigh-generative-ai-use-in-cybersecurity-data-analysis/#:~:text=Federal%20officials%20see%20generative%20AI,information%20for%20driving%20better%20decisions
https://www.crowdstrike.com/cybersecurity-101/artificial-intelligence/
https://whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-security-agency-releases-roadmap-artificial-intelligence#:~:text=%E2%80%9COur%20Roadmap%20for%20AI%2C%20focused%20at%20the%20nexus,the%20critical%20infrastructure%20Americans%20rely%20on%20every%20day.%E2%80%9D
https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-security-agency-releases-roadmap-artificial-intelligence#:~:text=%E2%80%9COur%20Roadmap%20for%20AI%2C%20focused%20at%20the%20nexus,the%20critical%20infrastructure%20Americans%20rely%20on%20every%20day.%E2%80%9D
https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-security-agency-releases-roadmap-artificial-intelligence#:~:text=%E2%80%9COur%20Roadmap%20for%20AI%2C%20focused%20at%20the%20nexus,the%20critical%20infrastructure%20Americans%20rely%20on%20every%20day.%E2%80%9D
https://www.cisa.gov/news-events/news/dhs-cybersecurity-and-infrastructure-security-agency-releases-roadmap-artificial-intelligence#:~:text=%E2%80%9COur%20Roadmap%20for%20AI%2C%20focused%20at%20the%20nexus,the%20critical%20infrastructure%20Americans%20rely%20on%20every%20day.%E2%80%9D
https://us.artechhouse.com/Fuzzing-for-Software-Security-Testing-and-Quality-Assurance-Second-Edition-P1930.aspx
https://us.artechhouse.com/Fuzzing-for-Software-Security-Testing-and-Quality-Assurance-Second-Edition-P1930.aspx
https://security.googleblog.com/2023/08/ai-powered-fuzzing-breaking-bug-hunting.html
https://atlas.mitre.org/matrices/ATLAS
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Securing Government Al Syst ems

Like all software integrated into federal i nf
varisoeucsuri ty risks, including vulnerabilities
mal i ci ous data manipulation or poisoning, and
|l eaks threooughel autgemated attacks.

Deploying an Al system can require detailed c
inadvertently introduce vulner abWhienies into
deploying Al systems, federal agencies must p
bet ween sensitive federal i nformation systems
agencies must continuously monitor and i mprov
environment to protect the host federal i nformn
is connected to a fetdersaltppofohombaavdmelysi em
making, the data ingested by or output from t
Whil e many cybersecurity standards and proces
vul ner dahinlyi tiindsor mati on technology system, 1inc
need to be updated to address novel or changi
Vul nerability Data ( NVD)basseda vruelpnoesriatboirlyi toyf nsa
data thatknroevmoweid nerabilities from | T¥systems
While this repository already processes and i
resulting from Al systems, additional activit
standar gxlfadredAlvul nerabilities. Beccaanusbhee mor e
di fficult to change once | aunched and certain
hard to mitigate against, it may not al ways b
vulnerabilities, and sharing practi**es and no
Artificial | Paelal Pgenvaeyand

Artificial intelligence sysltiemsedhatyei mphreop®t e
social services, but these systems are also o
Because these systems are often complex or a
individuals may not know the potential <consegq
when interacting with products “®and services o

“Deploying Al Systems Securely: Best Practice. 8orD®Oeppil omémyg
Defensie,02Mp,rt ps: / / medi a. def ense. golv/l 2@ /20BEFRAPQAYJANG S TBEBSE 39257/
SECURELY. PDF

“National Vulner abiNattiyonDaalt albnasstei t(uNtVeD)o. f 283 eap®2R2ds and Techno
https://nvd.nist.gov/

%“Matt Burgess. " Generative Al ds BiWigreesd2028cur ity Flaw I s Not
https:// www. wired.-aipmd mpnid resb/acemerrgdt i v e

NI ST Al Ri sk ManagemMNani oRmaméwstktute of Standards and Tech
https://nvlpubs.nist.gov/nistpubs/ CSWP/ NI ST. CSWP. 01162020. pdf
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https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
https://media.defense.gov/2024/Apr/15/2003439257/-1/-1/0/CSI-DEPLOYING-AI-SYSTEMS-SECURELY.PDF
https://nvd.nist.gov/
https://www.wired.com/story/generative-ai-prompt-injection-hacking/
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf
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ac tating accesscotnot rfoeldleerda |d agtoav,e rinnntcelnutd i n g

The federal government | ed the way in promoti
throudhitvhmey Atfasoé&dméaMddd. Ensuring data priv
enabling innovation in governmentesablveades wi
innovation in federal services and beyond. As
government protectsneedead.privacy may be

Some Al systems present | arger data privacy ¢
government than others. Government agencies,
help develop a variety of technologies that e
capabilictanegirleat |y i mpact peopleds | ives. Wh
can present significant privacy harms for 1ind
For example, police wrongfully arrested a man
search misi ##égotpfoeredchiamgai nst misuse, feder al
ensure -ema&blredlproducts have rob#sde sciogt,r ol s,
collection and use | i mit atAldnswi nrgi suks emist iogfa tgio
services to understand and contr ol how their
benefits.

F

t

d

il

hrough-pproiteatc¢y ve means could open significan

evel opment. There are several ongoing effort
controlled access to sensitive dat a.

First, the federal govEouomdati oBsi-dhpdedientdeng
Policymaki ng®wicitc hofcr2efalt8ed several federal act
no-esensitive federal data and goveXAs controlle
aut hori z@HI P arhce ScP.elnteb6BWthe National Sci enc
Foundation (NSF) also |l aunched the National S
which will test a governmentwide effort to st
infrastructure®>®3for statistical dat a.
"SupR@.
““New York Times. "A False Arrest in Detroit Shploe |NegwmtSortkhe Ri
Ti mddaune 2@24s:// www. nytimes. com/ 2-02 dri/e@déo/ gaiQidttie@nh nol ogy/ detr oi
arrests.html#: ~:t exr=Wislhlei%22mw%30Rdied .ght %20mont hs%20pregnant
“YSupBa
°Supea.

1 dsee dIAxTdith.nRs. 1176t h CongR@dd8)(2®O®PEN GoverQanegite Datq@oWct . "
Library of Congr ehstst,p s2:9/ /Mawve. hc 02n0gic7e,8 g t g & sb/i b d U &It dadsé e

al sCoonfi denti al I nformation Protecti €l OamgadvStatistical Effici
https:// www. ci d.agvmsv/ /ch gnsckebadok / it

20f fice of the Federal Regi ster, National Ad®6éHRAnN easctannda kkiencg r |
appropriations for Legislative Branch for the fiscal year en
Government Puelkl i SRy, OFff:i// www. govinfo-ltdptibppbdetail s/ PLAW
%National Secur e Dat a Nsaetrivoincael DCeermmotnesrt rfaotri oSnc.i nce and Enginee

e
Science Foundat:i/dm,cses. nsf -ggeoovtdragseetr ivddcney e s/ nati onal
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https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html#:~:text=Williams%20said.-,Mr.,she%20was%20eight%20months%20pregnant
https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html#:~:text=Williams%20said.-,Mr.,she%20was%20eight%20months%20pregnant
https://www.congress.gov/bill/115th-congress/house-bill/1770/all-actions
https://www.cio.gov/handbook/it-laws/cipsea/
https://www.govinfo.gov/app/details/PLAW-117publ167
https://ncses.nsf.gov/initiatives/national-secure-data-service-demo
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Finally, many agencies have | aunched several e
and demonstratindmanef ngriteadynol ogi es, which ha
provide access to sensitive data with mini mal

Artificial I ntelligence and the Federal Workf
The federal government is the nationods | arges
user of Al systems. Agencies wil/ require dat.
devel op, purchase, and maintain Al syystldnresd. O
t o ensur eustehdate fAWe ¢ tsii mnelf yder al agenci es.

To address this challenge, in 2020, the Offic
tasked by CongAle sisn uGodveer(r Ptnheek 610406t th det er mi ni n
existing state of the federal governmentoés Al
be in the foming years.

Foll owing this directive, in July 2023, OPM p
assist agencies in Atargeting Al skills neede

gover nmett wi de. o

Then, on November 1, 2023, OMB supplemented t

bet ween different skill sets required for dif

draft guidance, noting:
AWhen identifying and filling workforce ne
technical roles, such as datdaesbtinectulstrola
such as designers, behavioral scientists,
attornegse,cwhtribution and competence with
successful and responsible Al outcomes. Ag
training to develop such Al talent interna
of ferings for Fedéeiag emplboyeastiescit hat p
empl oyees pathways to Al occupations and t
application of% Al to their work. o

“SupBa seeUa$soand U. K. Launch | nnovatEinchm nRriinzge TEltdlnlod m@e * si
Tackl e Fi naamcdi aPlu bGriicmeHeal t ®f EmeegehcBesence and Technology P
2Quly RO®R2R2s: // www. whi t e huopudsaet.egso/v2/ Oe8s2ti pikah/ @2wls/ cum o v-p it i D @

chall emge sreanchyan-t eofgno-t oaic&s panci-anebgub-heakmbrgenci es/

Supra 21.

%A1 in GovernmédrtAdti cofal 2020 el ChgehcéluBGamp€aent,beéx0XF,i cers
https: / / chc oeg.ogvoevr/nenmoshit290Et2/%Bi0 989 3t i-if n tce lalciogmpred e nci es
Dr aft Me mor andum: Advancing Governance, Il nnovati on, and Ri s

I nt el LOfgfeinccee of Managemdnty. aR@PBydlhgeww. whitehouse. gov/ wp
content/ upl o a do v2elr2nielmiel rAd fepru b-t eei ew. pdf
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https://www.whitehouse.gov/ostp/news-updates/2022/07/20/u-s-and-u-k-launch-innovation-prize-challenges-in-privacy-enhancing-technologies-to-tackle-financial-crime-and-public-health-emergencies/
https://www.whitehouse.gov/ostp/news-updates/2022/07/20/u-s-and-u-k-launch-innovation-prize-challenges-in-privacy-enhancing-technologies-to-tackle-financial-crime-and-public-health-emergencies/
https://chcoc.gov/content/ai-government-act-2020-%E2%80%93-artificial-intelligence-competencies
https://www.whitehouse.gov/wp-content/uploads/2023/11/AI-in-Government-Memo-draft-for-public-review.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/11/AI-in-Government-Memo-draft-for-public-review.pdf
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To further AmMpli em&otwv etr Meme MAtprAclt 2024, OPM i ssu
competency model for Al, data, and technol ogy
key skills and competencies needed for Al pro:
model for civil engineers to ensure fHadealquate
Government reflect the increas®d use of Al in
Additionally, after partnering with(QSTeP)Of fi c
and other stakeholder groups to study whether
series, or update and i mprove an existing occ
primary duties of which relate to aPMificial
determined that the multidisciplinary nature
gui dance providing flexibility t oagelnicgne sedxi st
varied Al needs.

OPM issued this guidance in April 2024 and co
their various stages of i mplementation as the
their work®orce needs.

OPM al so estimated the number of Al empl oyees
and prep-amagd&ar2f orecast of the number of fed
related to Al that each agency wil/l need to e
Upskilling and new educational pathways can b
wor kf orceeawdy hwat kers and Al practitioners. TI
wor kforce consider afkd wanst idis cd sWagh ieanr. ¢ d e
However, some considerations are specific to
federal educational pat hways and position or
ongoing efforts with federal agencies to i mpl
conttouel arify Al work and roles to support t
pi pelines for the federal Al workforce.

%8Ski-Bdsed Hiring Guidance and Competenc@hiMofdeHuman @Gapi fal i af
CounciAlpr iht t2p0s2:4/,/ www. c hc o é.acced/rg anigid eamtedieosnkpi el tireand-y b t i-f i ci al
intel lwioge&nce

SArtificial Intelligence (Al) Comp&hieenfc yHuvwadne | Capoirt,adi vOflf iEcnegr
April h20P24;: // www. chcoc -ignotvellclaHogoesnpceetl-ram c-¢/ if-g itl iad e0e8 1i On g
OArtificial I ntelligence Classification PolCihdy fa Hd maanl eCnatp i A ca

Of ficers &puhhttitPPOs2:4/,/ www. chc oc -ignotvellcltoiingheermatep @ k- B-if @ Ice ratl
acqgui-gutf deardgcoev er nment
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https://www.chcoc.gov/content/skills-based-hiring-guidance-and-competency-model-artificial-intelligence-work
https://www.chcoc.gov/content/skills-based-hiring-guidance-and-competency-model-artificial-intelligence-work
https://www.chcoc.gov/content/artificial-intelligence-ai-competency-model-civil-engineering-0810
https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
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Al Upskilling and Educational Pat hways for Go

The Cybersecurity Scholarship for Service pro
and OPM supported program that boosts the fed
schol areshugdgents dagrpetgvieamise xchaegé oot nogr

of federal service i n positions related

to cybeflsecurity.

ThE€HI PS and Sex parrcd Embracing Innovation: The Rise of Al /ML
in the Federal Government
the Cyber Corps prog

Monthly federal job postings related to artificial intelligence, machine learning,

A-II’ e | a t e d d e g r ees S U and data science.

cyber secur i%Tyh emies gm¢ PN TN, - N G
include the use of oo
and the security of S

1
The knowl edge, s ki AllOther Departments &
relevant to Cyber Cg 2.
graduates are defir et
Il nitiative for Cyb
( NI CE) Wor kf or ce et

C y b ersecur I t y ’ a f r ““2“;‘9 znén o 2021 cT 2:22 T 2;23
b y N I S T t (6] cCr ea t e a et posiions e  defrss nd ol security hay 1 be posta o all agenies and cerartments
d e S C r I b e C y b e r S e C u Source: USA Jobs CODEX

wor k®r s . Source: CitirArennCbbexFede

The Act also directed NSF to submit to Congr es
devel op an Aflesealvalcer phiogram t o augment the f

The report was re%Akakey dmalMagn@ed 2t4a devel opir

to educate future federal Al workers is the |
si miltehre tINd CE Fr amewor k. These etfrfaoirntesd wvaonrdk ftohi
wi || be crucial to maintaining U.S. economic
Congress has also enacted | egislation requir.i
receive Al training to make informed, strateg
agencies and taxpayers. While the government
specialized skills, many existing federal empl
their skills by incorporating Al into their p
upskilling efforts.

8lCyber Gar@mwxchol arship Uob6. SOffice O(BFBprhstammel/ /Ma nsa gepme ngto v /
2Supba.
8Rodney PeteNatenpnat &ahitiative for Cybersecurity Education

Cybersecur ilt8yl (REFR iG@toinonla)l. I nstitute of Semb@A”Os and Technol
https://nvlpubs.nist.gov/nistagBhg/l1Spadi al Publications/ NI ST. S|
B4Artificial I ntelligence Scholarship for Sé&mavioeal niSci anhicee:

Foundatk&t@&4,ps:// www. nsf.gov/edu/Pubs/ 2024SFSAI Report.pdf
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https://sfs.opm.gov/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181r1.pdf
https://www.nsf.gov/edu/Pubs/2024SFSAIReport.pdf
https://www.citizencodex.com/our-stories/ai-in-the-federal-workforce
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Hi ring for Government Al Workers

|l ndustry positions in Al have significantly d
federal gover nmentt hiénodru setxraympnhaey, swhhiiflte i t s hir
incentives to temporarily surge its hiring of
federal agencies require approval. These f 1l ex
pay, wai veresnto,f rreelcocuattinron, retention, or 1ince
requirements, and alter edtopoastittriaocnt ttihtel ersi gohrt
OPM has provided agencies with a host of tool
candi dat es wirtel avteeldu astklid IAlsets. For exampl e,
gui dance encouraging abasedeswironfgoewd hohi wii
pat hways for all Americans by evaluating cand
strictly relying on proxies® for skills, such
Il n 2024, OPM also released memos supporting p
and workforce flexemabliityg pemonglraynsed oandli ssu

S U
skiblasssd hiring and cofMfenenaoiué ngf oo Aleswomlkd. t
agency challenges in hiring Al practitioners
wor kforce.

Whil e OPM developed and released guidance for
and-eAlabling technologists into new roles, exi
guickly pivoted to support xtelcan OAlv&Ball®nt Sur g

The U.S. Digital Service (USDS), a team withi
consicftimger 2A0C®0Wedeniexcrhnol ogi sts to help agen
facing government services, has received over
was announced and has -eiakbeldi nogfeerx p3edr tAs. and Al

Additionally, the GSAG6s Presidenti al l nnovat.i ¢
(uUsbC) programs, which recruit and place seni
agencies, received over 2-ebB8D0l apglrohéesenknf
programs collectively hiréd over 50 fellows f

80f fice of Personnel Management, BRseds HRel edoMayi ROV R&O| eas e
https://www. opm. gov/ newsdpmkbeteasdsibhad3drr/doubiddraenl ceea/s e

60ffice of Personnel Management , APress Rel ease: | CYI MI : (@]
Surge to Recruit andhtHipse: /Al wwPw.od rers.sd cown/ar esvids] /grhe-ki esghstiesis 6 2 9 2 4/ 0 &
suppo-at ah-guntgeecantdi-aprofessi onal s/

A1 and Tech Talent Task Force, Al ncreasing Al Capacity Acros
https: / /caon tgeonvt//wiupp | 0 aTdasl <S200r 284e/ 00gdrRedshso r.t . p d f

8| dsee d&lenne:r al Services Administration, fiPresidenti al Il nnova
focused on Artif@Waonael 210@®ell/i/igemwceadadnewsabelieeswss/ presi dent
innov-heli Bomwshndhashdoc usxdl u®iravretl ivif n tce lalDi6dlerOe2stlee al so: Gener a
Services Administration, iGSA announc &8\ ungeuvs tc o2h0o2r4t, o f u. S. D i
https:// www.gsadnewsf abeallbesras hgsesmeaeso hofutsdi g-c b afpbes|l F ows
08132024
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https://www.opm.gov/news/releases/2022/05/release-opm-releases-skills-based-hiring-guidance/
https://www.opm.gov/news/releases/2024/05/opm-highlights-key-actions-supporting-ai-talent-surge-to-recruit-and-hire-ai-professionals/
https://www.opm.gov/news/releases/2024/05/opm-highlights-key-actions-supporting-ai-talent-surge-to-recruit-and-hire-ai-professionals/
https://ai.gov/wp-content/uploads/2024/04/AI-Talent-Surge-Progress-Report.pdf
https://www.gsa.gov/about-us/newsroom/news-releases/presidential-innovation-fellows-launches-first-cohort-focused-exclusively-on-artificial-intelligence-06172024
https://www.gsa.gov/about-us/newsroom/news-releases/presidential-innovation-fellows-launches-first-cohort-focused-exclusively-on-artificial-intelligence-06172024
https://www.gsa.gov/about-us/newsroom/news-releases/gsa-announces-new-cohort-of-us-digital-corps-fellows-08132024
https://www.gsa.gov/about-us/newsroom/news-releases/gsa-announces-new-cohort-of-us-digital-corps-fellows-08132024
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Key Findings

The federal government should utilize core pr
existing | aws.

Policies governing the federal governmentads u
centralized set of core principles to ensure
how to approach and use Al. Guidance to imple
uporieting | aw and established policy require
feder al i nformation technology systems and cy
wor kforce management, and performance and acc
Shoul dt heavfel exi bi l ity to set policies governit
needs, consistent with the core principles. A
with the complexity and risk profile of the A

prcoess automation and workflow tools should no
governance controls as | arge | anguage model s
data sets.

Additionally, policies governing agency use 0
focused guidance spanning the Al |ifecycle to
systems can have multi pbe ppphbrsapemidfhisc fwse mi
cases. Gowedempoticies governing agency use o0
context of existing federal information polic
data and I T systems, such as established priv
should determine what restrictions for specif
with applicable and existing |l egal and regul a
ri sk consideration.

The federal government s héeuwlsdda@bcel swacknyngf al go

Policymakers shoihHgobebiatshemioc oduesdiiogiigon aki ng hol
within the federal government . |l nstead, the g
i nf or medomadkeicnigsisounpporting missi onisnfaonrdmepdr ogr
deci-makinng entail s prAdpesry sgoeviresr manrdc ea odfel i ber
that accounts for the inherent | imitations of
Congress and agenct s § ibaemlddovtool nvseiendeenito e d

al goribtasmidc d-na k sancgrnoss 1B.se case

a
a

17



Bi partisan House Task Force or
Government Us e

The federal governmenblinwkhodlidcagrn ownmi g Al 6s r o
government al functions.

As Al 1s implemented to support fedmakinggenc
it is critical that individuals and entities

by an agency decision or determinaof oAl are pr
invol vement and appropriate recourse for appe

Agencies should pay attention to the foundat:i

Congress and federal agencies pushing to adop
cybersecurity, privacy, and datdapddadagl T infra:
technol ogies. Adopting the fundamentals wil/l
adoption and use of federal Al technol ogies.
Rol es and associated Al knowledge and skills
across the federal workforce.

Uhderstanding the Al roles needed in the feder
taxonomy or workforce f rraereamoadk riml eAd .a rCair diefnf
due to their evolswiamg amrat wreed ared iman i ons. Thi
chl l enges recruiting and hiri-algi dhepgractrel ewn

posi theofnisnni ng the knowl edgd oaxnud esdk irloll se sn @ end & ch «
gover nment. iAs sdraintdiacal t axonomy or woetktfteomr ce f

alignment of Al training programs to workforc
the federal government , anedeirmpr ogvoevde ranmeelnytt' isc
demand of. Al skill's

Ski-based hiring is critidaokl foal ént |limgtheédef @:
wor kf or ce.

Ful fthéei A training needs of the American wor |

establishing a pipeline t hpatr smanentgsalp u bolfi ct hsee ca
approach. Training and credentialing in techn
i ncreasingly done via noampsadabhdomraddgmdmst atel
while relying |l ess on traditional academic de
l' i kely be filled by t hoeotsreadirtaiionneadl oerd uucpastkiiolnl ep
Candi dat est rfadint inoomal educati on biarck gdeomannddss c &
for Al work, and it will be critical to ensur

pol idcsiuecesh as OPMOs May 20-B&s ¢gdiddirec asgno pl sakciel It
enabl & this.

Sup6a.
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Recommendati ons

Recommendation: Take an i4d#feormataigdgn dahmed ussyes toef
Al tihfeeder al gaver nment

I n devel oping new | aws for government wuse of
feder al | aws pertaining to federal i nformatio
cybersecurity, public sector data management

Existing | aws and padpctea@d saddharye e erde w oc drec er n s
the federal governmentodés use of Al . Al policy
information system | evel requirements across
current management structsyetéms adedecaldl dnif @;
confusion, inefficiency, undue administrative
overl apping or competing | egal or policy requ

For instance, | egislation governing federal a
areas of | aw governing federal information po
Code) or the acquisition of infornsat iCondet)echn
Where necessary, repetitive or conflicting re
repealed or harmoni zed.

Further, when approaching policy -ssecti si ons
information or the handling of the publico
context of established | aw such as the 196
Uu. s.. ¢c652) or the Privacy Act of 1974 (5 U.

ab

s d

7 F

S. C.

Lastly, this policgnappeonaeghopkoulydbhbéancing

coordinating the emerging role of Chief Al Of"
ffi

I nformation O cers, Chief Data Officers, Ch
Of ficers, etc. ;eswhad | masihrettdahierdo Frveeslelepecti ve pol i

Recommendati on: SupportofflAlxi bl e governance

Al will eopnptvepugWiuakllanwce pertaining to govern
flexible enough to adjust to new advancements
to core principles and prioritize providing r
ability to I mptt@amearntdevef fviionigent |y, establishi
the government and within agencies to make de
fostering communicati on-mhbkeweehorehsuvuapet hde mp
where practicabl e.
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Recommendati on: Reduce asdmidnibst reautsiavnegchAulr den
Thederal government, | ike private industry, c
|l everaging Al to modernize | egacy | T systems
functi omwebtiraukt ulqad, ihiygdata wi l | l i kely be a
t hproductivity gains promised by adopting Al
geospatial analysis, financi al management and
procememwodbkfl odesmains with established and c

sthadards for related data management .

Congress should encourage agencies to priorit
domains that have the requisite open and stru

controlled, and interpretable data) .to make t
Further, Congress should provide agencies wit
management cdmxitetgerets wi th applicable | aws t hzs
have the data necessary to facilitate appropr
RecommendReganre that oavgaerecineog igication of Al
government al functions.

I n considering |l egislation governing Al use |
agency policies include plain | anguage noti fi
individuals or entities iIimpacted by federal a
substaandvekwni ngfully augmented by an Al sys
established in conformity with existing statu
and handling of agency controlled Personally
(Privady 1Rd4 ¢5 U.S.C. 552a)) and require rec
independent human review of agency deter minat
and public benefits adjudication, regulatory
engagementcaeandebievery.

Recommendation: Facilitate and adopt Al stand
Congress shoul d prfoevdiedrea |lr easgoeunrccieess ftoor engage |
international standaetatddvelapmandsf oel At ed
participating in those standards activities a
practicabl e,i nasNTdiedAdBmin@iedddQar NAST shoul d con:
ensure the standards it pabmghgwiteh fotefeder
standar ds.
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Recommend&upport MNlvETi oguidel i nes for feder al

ress should support N®&ITumtnardwmebkbopndg ad
urces for federal agencies adeptaiteg Al sy
dards consistent witadpptlthse aFuetdhearailt yl ntfoo rdrea
essing St)dmdarfegde(fRI P$ampguwtri regx asnypd teg maNI ST
i der developing a risk profile of the AI

ral systems. Such standards should follow
rndtain@dmaldss to the furthest extent practic

Con
res
st a
Pro
con
fed
i nt

O D® mw O S o0’ O

Recommendbhmpooydbder secfiedeyal systems, includi
systems

~—+

Cybersewdudrlitcyonti nue to be a critical policy a
the government aBegésaAl aggntees. should expl o
progrfamanhabl e white hat hackers tion ffiendde raanld r
syst emsi nAglncslywsldne nsso me cases, Ab mmprevenf hbdbp:
secu€Congress should examine | egislation requi
agencies6 use of Al to Iimprove the cybersecur |

Recommendati on: Encourage data governance str
devel opment .

Access to federal data will enable Al innovat
in Al . To accompl ipsohmiutshtiesh,e acgoennsciisetsent wi t h ap
sting | egal and regulatory requirements. C
public access to federal data, including
ortunities to sumppogt t O EBaEsvendd ieRmElleieanyema ki n g
8 and expand access to data for Al develop

r example, Congress could explore how to su
ready data repositories, ensuring standardi ze
foll owing applicable | aws. Additionally, depe
DatService pilot profHEPSaahdtdos5c zGodncgeryeAstsh es h o u |
explore | egislation to support the full I mpl e

Finally, Congress should explore | egislation
pri veanchyanci ng technol ogies across different wus

YA method of compensatingofindave derdser $sorflreawesrtomgfaul
all ow for security expeé&KitmatSichhrmfdrervulenemabi |l iftRiee ® mme n
Vul ner@ibsdliagyure Guidelines. 06 National IMaygt i2t0Rt3e of St &
https://nvlpubs.nist.gov/nist pulbss./pSlpfeci al Publ i cations/ |
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Recommendati on: Congress and the government m
government 6s Al workforce needs.
As agencies work to i mplement OPMOGs Artificia

Tal ent Acqui sitiomMlGuind &ooe rnhabengtr éAddtst shoul d r
apprised of their progress and ensure that OP
Al workfoffce needs.

To i mprove the understanding of skills and co
Congress pQyberdsdadierity Enhan(cRh.nme2ai®l)3Aamndof 2
subsequeHACKED hgct( P.fL-28BR0 i ncluded as part of

Thornberry National Defense Authorization Act
cybersecuri-tgl adedaactoinvities, these bills di.
a workforce framewaryk tfhoart chyed epresdleccw create st
categories, roles, tad$Hhe Srd encmpetSpraACE, araa
Commi ttee should explore | egislation to i mpro
of -rell ated roles, especially those focused on
career pathways in the federal government.
Recommendation: Support different pathways in
Congress should investigate ways to incentivi

including by supporting the Cyber Corps Schol a
Schol arship for Service program, andl cromlte a1ui
in federal agencies.

“"Supé6a.
National

I iative for Cybersecurity.C&yberseandi Styudinds (
I nfrastruct

nit
ure Securhitttyp sAig/e/nrciyc c Madiedr & 2 ® @ vhié w darie iwo e ke
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FEDERAL

PREEMPTION OF
STATE LAW

Background

Preemption influences the distribution of pow
t he stat esst.atFeedperread mpti on originates in the St
States Constituti olirheArStuipaleema\ly, CClaaissee eXx.t abl
Constitution, federal | aws made pursuant to i
collectively the supreme | aw of the | and. Con
over any conflicting state | aws.

Preemption of state Al | aws by federal l egi s I
accomplish various objectives. However, fede
and policy issues that should be considered.
Legal |l ssues in Preemption

Since preemption delineates the boundaries at
|l egi sl ation, | egal analysis is required to un
preemption would take effect and the extent t
he requisite | egal analysis can involve cons
|l egislation, the intent of Congress, and the
state regulatory regi mes.

1" This Constitution, and the Laws of the United States which
made, or which shall be made, under the Authority of the Uni-
the Judges i nalelverey ISawndke tsther eby, any Thing in the Constitut

notwithsThedComgstituti on of the NattedabtAtebi vAsTranscriptioc
www. ar chi ves -dgoocvs//fcoountsdtianigud i iomt
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Numerous court decisions have shaped how fede
the circumstances under which preemption appl
I

federtaalt e preemption involve the balance of po
and sgtoavteer nments, as well as the potential con
arise between different | evels of government.
Applicability of Preemption

Preemption by federal statute can be either e
exercises its constitutional authority to reg
in | egislation whether it intends WwWo®rofi etdlee al
same subject. Moreover, even if |l egislation d
federal preemption might be implied by the st
court interpretations of the | aws.

The supremacy of feder al |l aw over state | aw t
i mpossibility preemption, i1if it were iIimpossib
|l aws, the federal | aw would pree’mpt the confl
Similarly, obstacle preemption preempts any s
objectives of federal |l egi sl ation.

FEDERAL
PREEMTION

Human
Detection

e

IMPOSSIBILITY OBSTACLE

Source: Congressi oniaFle dReersad a rPcrhe eSreprtviiocnee A L e

2Jay Sykes and Nicole Vanatko, Congressional Research Servi ce
Congressional R @ &eual ryc 2 0S1e9rsv.i/cddecr sreports. congress.gov/ product
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Feder al Preemption of
Extent of Preemption
The extent to which an area subject to |l egisl
can be unclear. The precise scope of preempti
|l egi sl ation has not explicitly spoken on pree
claexests in a federal statute, courts must d
i mplicitly preempt state | aw. Determining the
conflicts between federal and stactoensluamnisngc,an

reqmug riinterpretatior ~fF Slaatalb il

statut es, regul ati ol “
d [ [ .
cebsboens There is no

Moreover, the | ang| wniversal definition of
Congress or state AI.IfCongress
preemption is expll chooses to preempt
extent of _preemptl state Al laws, then the

pl e, courts ha!
interpretisng hglama ee preempt’ng Ieglslatlon
irelated too or fcoy Shouldprecisely define ¢t s
or preempting stat Alinamannerthat
versus fAl aws. 0 representsthe
Finally, there liesga 'ntended_SCOPGOf
definitdldn CofngAle.ss preemption.
preempt state Al
preempting |l egislation Shoul'd precisely
define Al in a manner that represents the int

Aut hority to Regul at e

One signi f idceatnetr mbnsianeg | evel of government has
regul ate the specified area represented by I|e
areasconf@gmessional | awmaking, and the Tenth Ame
del egated to the federal government to the st
state governments assert their authority over
jurisdictcomaandohégal di sputes necessitating

appl i cgaabll eprleecedent s.

Policy | ssues in Preemption
Prominent policy i ssateat supmreoamat ingn freael\wolave ¢
Congress'sanbjebeisgpecific |l egislative approa

objectives.

3See Appebédfiixnioni onal Challenges of Al
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Feder al Preemption of
Uni formity
Federal preemption can promote wuniformity 1in
Uni formity can benefit businesses and individ
establishes one consistent approach to compl.
diefrfent states can adopt different, ambiguous
requireéemanesenforced by disparate state agenc
could create obstacles that businesses across
they aed torengage with numerous state | egi sl
uni formity can apply even if no applicabl e st
exampl e, t hek@weasrsalbidonfyl i cting state regul at.i
from making investments that could be rendere
Fl exibility and Customizati on
A di sadvantage of federal preemption is its n
have been created in response to the differen
Uni formity by federal pr eentpaiiloonr claanwsd itma ti tas
political will. All owing the states to create
standard can also allow for flexibility in re
circumstances.
State Experimentation
When comprehensive information on the relatiywv
di fferent regul atory approaches is unknown or
di fferent states to adopt -devékrBexpappmentbe
more quickly provide this information than t he
sequence of different regul-beovey appeoamkesat
mi ght be b,uradcecgnséioyneh@appen qui ckly enough.
Rel evant Expertise
|l nformation is valwuable in creating informed
respective |l evels of expertise, federal or st
understand the ramifications of regultahd ng an
experience and resources that stRlhepasr it mekt d¢&fo
Defense's expertise on @GQanvemsadl secutrdtte g eswalr
better iIinfobomddandxepetrd ence or rel evamd i ndust
state.
Moratorium During a Learning Period
Anot her approach to information scarcity is f
moratorium prohibiting state activity until n
|l earning period. Learning periods tdardeavreot wi t
extended indefinitely to become, in effect, f
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Feder al Preemption of
Establishing Floors and Ceilings for State Re
Feder al preemption can establish both floors
regul ation. Federal | aws can impose a Aflooro
baseline protections that states must meet wh
t hesienimmums. This ensures that all states meet
flexibility in adopting more stringent regul a
An example of |l egislation that i mposes a fl oo
Accountabilithedeaertall HIleLRiAglL. ati on can | ikewise
preventingimpataensygfsrtom ct er requirements than
An exampl e of ilmpdiesdearttéaspwn!| dtharty -Sd eGiNI Sarbdg cihs t h e
i mposed a standard for all digital signatures
Regul atioh (GDPR).
While | egisl-&8t GNnAti keet ef &rth Congressodo Vvi s
be regul ated, federal |l egi sl ation can i mpose
regul ate that area. Feder al |l egislation coul d

regul ation without providing any accompanying
mor atori um) .

Aut hority to Enforce

Feder al | aws that preempt states from creatin
statesd6 attorneys gener al (AG) to enforce the
the Child Online Privacy Protection Acts(COPP.
from passing | aws that create additional l i ab
Howe vGeOP,PeAnabl es state AGs to seek damages or

rules in théir jurisdictions.

Feder al PreemptTeanhmdl|l dqoyt easnedn Anal og

It may be heltplhalhitbedcdonasbfdepreempti on of anot|
technology: the internet. The Feder al Communi
attempted to preempt state broadband | aws und
communications. However, the precise boundar.i
actively |litigated.

40f fice of the Federal Regi ster, National AnlOHHea®Ist mnd Record

I nsurance Portability and Accountability At9®996f 1996. U.S. G
https://www. govinfo-ldpbappPdetail s/ PLAW

Su. Ss. House of RefmreLomdteatTiveses. 15: ComméPretaodi dnadé, | Chapl
Property @&0wgihshckood,e. house. gov/view. xhtml?path=/prelim@titlelb]/
6" Gener al Data Protection Regdulnaftohoebupbk afndf moagtui/on Portal . " GDF
U.S. House of Reipre<LonteatTites. 15: Commerce and Trade, Chapt
https://uscode.house.gov/view.xhtml?path=/prelim@titlel5/ cha
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Feder al Preemption of
The FCC has grappled with the scope of its au
broadband internet access services based on h
feder al | aw.
When the services are classified as a lightly
of the Commuiti catFOG@shastargued this all ows f
| aws that could i mpose greater regulati on. Ho

courts such as the D.Cqué€sticanedi wheohetla Vif
classification provides a sufficient statutor
| aws.

Il n addition, the FCC had attempted O preempt
broadband networks. Section 253 of he Tel eco
that rmayamiyctenti ty's ability to provide fitelec
Mi ssouri Munif¢tihpalSupeagee Court narrowly inter
not preempting state | aws restricting municip
directly to consumer s.

t
t

Finally, the FCC has sought to accelerate the
by preempting state and | ocal regul ations vi e
restricted the fees |l ocalities could charge f
clockso for approvals, all of which preempted
authority over *tWterstate services.

847 U.S.-C46.AAU. S. House oU. Re pQoedsee nTtiattlieveds7.: Communi cations
https://uscode. house.gov/view.xhtml?path=/prelim@titled7&edi
°Mozilla Cor®40vF.FB@ 1 (D.C. Cir., 2019).

Nixon v. Missour, WMihidi$all2lza@u®04) .

UChris Linebaugh, U.S. Congressional Research Service. ioOver
Order n Small Celhlt tSist:i/ngc,ros rkeepbo.r t2s0.1c9%,ngr ess. gov/ product/ pdf

)
2United StateAs vvar mabqGez. (2020) .
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Key Findings
Federal preemption of state law on Al issues is complex.

Preemption raises many legal and policy issues that should be considered and

addressed so that Congress effectively implements its intended policies. The context in

which an Al is deployed is critical to its go
how it was developed, how it is deployed, and who interacts with it will all affect the

rules and regulations that governments set to minimize harm. A generally applicable

foundation model used in one sector may require different regulations than the same

systems deployed in another. As such, Congress will need to weigh many different

factors as it considers preemption in any law targeting artificial intelligence or related

technologies.

Federal preemption has benefits and drawbacks.

Federal preemption of state law can bring uniformity and clarity, reduce compliance

burdens, and otherwise i mplement Coieget essd po
regulation has the advantages of flexibility, customization to different state populations,

preservation of state authority, and experimentation that provides information relevant to

policy choices.

Preemption can allow state action subject to floors or ceilings.

Federal preemption can allow states to pass laws that either meet federal minimums or
that do not exceed federal maximums. This type of preemption can be established with
or without a corresponding federal regulatory regime in the same area.

Preemption can be multifaceted.

Preemption of state Al regulation can be extremely multifaceted. For example, the
federal government could preempt some, but not other, types of state regulation of a
domain. Likewise, the federal government could explicitly permit some, but not other,
types of state regulation of a domain.

Definitions must be fit for purpose.

Al has no universal definition and is occasionally seen as a general-purpose category of
technol ogy present in many sectors. Defining
or too narrowly could either exclude high-risk systems from regulation or accidently

sweep in commonplace technologies, such as spreadsheets and spellcheckers. If

Congress chooses to preempt state Al laws, the preempting legislation should precisely

define Al to represent the intended scope of preemption.

29




Bi partisan House Task Force or
Feder al Preemption of

Recommendati ons
Recommend&tudpplicable Al regulations across

To better understand the-pafffpocstes t@®fc hinaw ogry, t IC
Sshould commi ssion a study to analyze the appl
| aws that affect the development and use of A
should analyze which existing | aws and | egi sl a
technaoleagy al but cover Al systems. Further, s
better understand existing regulations and pr
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DATA PRIVACY

Background

As Al systems amass and analyze vast amount s

private infor matwiotnh dweti nggu talttcreiszsatdi on. Tr ai nir
patterns within the data and produce a set of
with néenNl dmbdel s are often trained on diverse
books, websites, and other digital sources, s
sensitive information. Al systems can al so be
heal t hdaamegssett hat rely on sensitive data. Whe
systems, especially generative Al systems, th
confidenti al i nformation stored and Ipa®cessed
provoked significant concerns regarding the d

Thought ful and effective data privacy policie
confidence in the responsible development and
House Al Taskforce has endeavored to examine ¢
exploration of this issue is warranted. Commit
should continue to invest time and resources
proposing solutions for the American peopl e.

Advanced Al Systems Require Increasing Amount
I f the data wused foor otfr apionoirnlgeeuiasigpdeydd omama | |
subopt.i mhbslilnyg | arge quantities of data from mu
all ows the trained models to perform better.

Tur sman, El eancAspeh BDAgpdrAlDidHOt abmwevw2@23endi gi t-al . org/repo
101/ #section?2
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Accor ds omreetsoear ch, the performance of algorith
|l arger trai2flimgt leatcheseades sidngd atithlae amoawd dt b
usefdr training algorithm&Toh abse isnucrree a sae dg rdorwa nma
of research suggests spnaalyl ear rdod tegkient ss mpayo val s
performance.

Data available to train Al models is collecte
companies use a combinati ofObliei ntierma)] suwdh e;
deploying |l arge | anguage modemai il Msonamatfao
acquired (Ascrnapedan)etfrom the

Web scraping is a procefsrsomyt hwvehiiSrbtmedrarteatmp anic e

packagerocessthandctaped data for sate, while
source ddadthareetis. a voluntary standard used by
they should not be scraped, and other compani
terms of service. Unfortunately, thasmad cl earl:
theregaoeiag number of disputes and |l itigatio

compani es.

Al DATA COLLECTION
METHODS

CROWDSOURCED

m

IN-HOUSE/PRIVATE

OFF THE SHELF DATASETS
AUTOMATED

GENERATIVE Al

o=y ol

RLHF

SourAk: Mul tipl-doRefed®dnth Collect
Machine Learning

2Banko, Michele, and Eric Brill. fAScaling to VeryACLlery Large
Ant hol 2gal ,ant hol olgyQ B.rmd fPO 1

SKapl an, Jared, et al . fiScal i n@grIXaws3 fJoarn .NeWwWr2a0l, Language Mode
https://arxiv.arg/ abs/ 2001. 08361

“Roded, Tal, and Peter Slattery. @ WhFaut uDre TvdeQsh®Pareodg,r ess i n Al ?
futuretech. mi td.rd dowe/emeivass/swd-mdlat a

5L, Kangent nagl . AExpl oiting redundancy in | arge materials dat

Nature Communi catilotntsps :1/0/ Wwow..n 2023e02-dM9@2ticles/ sd41467
SBrown, Sar a. AWhy External Dat a 9HOlulSd oBaey Radrhté-edbf. Yoz 1l ,Dat a
mi tsl oan. mima.déednalt it beedxsiley a®wéh o thlega-y Dwdratsa r at egy.

“"Newman, Mari ssa, and Aggi Cantrill. AA High School Teacher ds
Bl oombe24g Apwww2i289g mber g. com/ nCk4rd /hid epdd hudr ela ¢ é&rie3ma-g e

dat abpaosweearisni cor ns.

SPpaul , Katie. AExclusive: Mul t i
says. 0 Reunt20 3[4t t2pls :J/u/ www. reut e
bypasweéemgandanmdppe | iss htledrsc e 12 9 i204&P

pl e Al companies bypassing web
rs.-icoméitleichenteomphlatiesf e ci al
1/
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Companies are also turning to their own users
alleged!l Gosgtaep®@mai anddata t o°Utsreaisn maly tad slos

transmit their personal or company data via (¢
hosted orconhheowl eHi bg party, | i ke an Al comp:
changed their privacy policies to all®Ww for t
More companies are updating their privacy pol
data to tréleretf/aacleTB)gdaellschalIenges in eleven Eu
overnpd ans to use users' per®onal data to train
The Federal Trade Commi ssion (FTC) has addres

unfair or deceptive for a company to adopt mo
inform consumers of this change thtough an am

Il n response to these concerns, seonnnea nccoommpgani es
technol ogi es, wht lepghr isveaecky taon dp rcootnefcitdent i al i ty
it For exampl e, Apmprl es éecirawsi nug etde ah mpaliovqaywe ycal | €
pri vaacnyaltygemel e users without shating individua
Similarly, the Al company Anthropic recently |

the PET company OpenMined to test how to uti/l
parties to access advance® models and nonpubl

The growth in data widely availabled Als com
uncl ear how Al developers and researchers wil
data. Some are exploring synthetic data, whic

simulations or algorithms.

Morri son, Sar a. AiThe Tricky Truth &bxu?7Hdwl Geh@2ative Al Us
WWW. VvVox.com/technol ogy+ » @ 2y3ofio7gh @e7dda2pma8i0vBiabcpye /. a i
OMeari an, Lucas. iMet adbs Privacy PolCioanp uli etrswdlrtl Huse ¥YORHMd,Pos!

wWww. computerworl d. com/-prritvipaod v £ B8R SO0 stinde it @ isas . ht ml

"perez, Sarah. #AEl on Muskds X Is Changing Its Privacy Policy
TechCr,unlctlh OctecRRORdnch. com/-202K-¢-804hditpghiovpacclyi @V |-tohwt r d

par ttiboerseaHorry o prost s/ .

?Hays, Kali. AA Long List of Tech Companies Are Rushing to Gi
Trai.n ABusi nesd3l Seipdvew. DUB3 nessi nepde-t edmms-e e s h ednaetirad

t r aaH2m0 293

BWool |l acott, Emma. fAMeta Faces Legal ComplrheEdA®Os JOwner 20w, Al
www. forbes. com/ sites/ emmawaao-leksacaobn ptl/a2MBirdsh @ 6 /a 1-dd mapb.a s /

“staff in the Office of Technology and The Division of Pr |va
Quietly Changing Your Terms of SEedecal ChlohdeBESuUmEAST @0R4De
www. ftc. gov/ poksewnil satfytoce/aly4 /h@ mpawmiue E£thlay eyiodge r-snsr v i c e

couba nf-aidecepti ve

“ADifferential Rpple2c yNoQv e r2Wilerw. o

f
i mages.apple.com/ privacy/ docs/ Differential _Privacy_Overview.
¥fAlnterviewing Andrew Trask on How Language |Mddcalcp nBtbculsd St
Oct. @@w4dinterconnectwnairtemdskhtervi ewing
"Xu, Tammy. #fiWe Could Run out of DWMt@d TecHinal,og3d RNmh g wa0g2e2 ,Pr
www. technologyreview. cond/uH2dnirdfll & & 4b/ rladHENE 6 § dpéraoey ¥ a ms
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https://www.vox.com/technology/2023/7/27/23808499/ai-openai-google-meta-data-privacy-nope
https://www.computerworld.com/article/2264949/metas-privacy-policy-lets-it-use-your-posts-to-train-its-ai.html
https://techcrunch.com/2024/10/17/elon-musks-x-is-changing-its-privacy-policy-to-allow-third-parties-to-train-ai-on-your-posts/
https://techcrunch.com/2024/10/17/elon-musks-x-is-changing-its-privacy-policy-to-allow-third-parties-to-train-ai-on-your-posts/
https://www.businessinsider.com/tech-updated-terms-to-use-customer-data-to-train-ai-2023-9
https://www.businessinsider.com/tech-updated-terms-to-use-customer-data-to-train-ai-2023-9
https://www.forbes.com/sites/emmawoollacott/2024/06/10/meta-faces-legal-complaints-over-new-ai-training-data-plans/
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive
https://images.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
https://www.interconnects.ai/p/interviewing-andrew-trask
https://www.technologyreview.com/2022/11/24/1063684/we-could-run-out-of-data-to-train-ai-language-programs/
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Synthetic data can be used as -vaor lad tckatha,t i ve
particul arwgr lwhedcmatraeadf t hea @mavpap rl caporliea toer fhoarsm ai
been exh&Sysnttehde.t i ¢ da&ix@ | anleliwn gpso sfsoirbi | i ties bec.
data can be designed to represent hypothetica
world data®Septrlkeeteint data -ahbanofhgrbepefiasy

that i1t does not include informatidesont real
truly represent actual measurements, synthet.i
nuances-woff |l dealata. Accordingly, models traine
unabl e to performvowelld 9 meamdiiaoa sowvwerarlel i ance
data may lead to technical ®omplications 1ike
Privacy Harms From Al
Americans are vulnerable to several privacy h
di fficult to estimate because they are so var
concerns. Nevertheless,,the tothrowyngheypesial
are frequently referenced by stakehol der s:
1T PhysicarebBatmsin bodily injury or death F
personal data about Amy Boyer from New Ham
Boy 0s employer. The man fatally shot her
T Economici maolmse monetary | osses or other |«
thieves steal personal data and use it to
victimsd names, including opening credit <c
damages the victimsd credit history.
Il ncregshegéeé yt hi eves target public school di
children. The credit records of minors <can
victims even discover it. Celeste Gravatt
had her chisltdorleemésasdataat of a Minneapol i s
cyberattack. She | ocked their credit accou

T Emoti onades@alrtmsf r om e matainofnoarl madtiisam ebsesi ng r
about someone without their knowledge or ¢
of many privacy torts, such as intrusion u

18] B M. AiWhat |s BBMth@2dvc i Paxt a®@m/ t ochdtcas/ synt hetic

Y“Bozzell a, Ki m. AiThe Pros And Cons @forWsi2m0g Noywnt Ret2i3c Dat a F
www. forbes. com/ council s/ f orporessh-@ @ foguosuitncgin It AdZ2adf2a®r/r B l-&nid /gt h e
®Shumailov, Ilia, et al. AAl models collapse wh2eMmh24,rained on
https://www.natureO0O20MmMi&6ticles/ s41586
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https://www.ibm.com/topics/synthetic-data
https://www.forbes.com/councils/forbestechcouncil/2023/11/20/the-pros-and-cons-of-using-synthetic-data-for-training-ai/
https://www.nature.com/articles/s41586-024-07566-y
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T ReputationavVoheemsenjuries to an individual
the community, such as | ost business, empl
exampmpMuea,r ay Dowey wafiss etxhteoorttbirognet bb&ac k mai |l b
the threat of exposing thiag itiomstlkl ngaitse o wma gleisf
earlier?this year

T Discriminaitnwml vheardrissadvantaging peopl e bas
sex, race, age, religion, or political aff
obtain jobs, secure insurance, and find ho

T Autonomyi maolmse subverting or impairing an
exampl e, some fWadplaatcttennmrnssl aissiegn f eat ures use
or mani pul ate users.

There are many examples of Al systems exacerb
can duplicate someonebds | ikeliness without th
can enabl e pervasive tracking of people in pu
LLMs, have been found to inadvertently |l eak p
properly conf i ¢PdFruerdt hoerr ,prAdt escytsede.ms have been

sensitive infor ma%eweln afbrooum Iseogreetiotnyed,ebt af ned &
dat*an some cases inadvertently revealing pers
or sexual orientation. I n one case, a major r
pregnant and accidentally rev®aled that infor

Amer i cRarnibsacy Protections Vary

Currently, there is no comprehensive U.S. fed
Howevieerretare several federal privacy | aws f oc¢
cases, such as chil d prSitvaa ccys dra vhee all tgséiot eaycft cerdm
nineteen U.S. states have enacted their own s

stand?rds.

2lChigozie Ohaka, etchdll ,dr emStwd g ht esyerxpBBr@ iiNogw & 10 2 4

https:// www. bbc.com/ news/ articles/ cz6jywx37dl o

2Yan, Bi wei, et al. AOn Protecting the Data &@rXiveachiylanf Large
202&@r, xi v.orgl/l ahs/ 2403. 05156

Z2CreSu-MaAna,| etemactiion data are identifiable even across | ol

Communications,hta2®pstdn.wwMh2ature02dm/-B4ticles/ s41467

“Na, LingyhnBReasiebikhity of Reidentifying Individuals in Large
Whi ch Protected Health I nformation Has BlAMA Reenowoerdk Whptehn ,h Us2el
Dec. 201®s://jamanetwork.com/journals/jamanetworkopen/ fullar
Hill, Kashmir. fAHow Target Figured Out AF0®ebedGi AugWaQO0RRegr
www. f orbes. com/ sites/ k atsahrryiierghordett/e2ediwvA p0r 2o/ giibd it evie a t -t ie.d /

%Ki bby,S. €t afie Privacy L eRpissoluatciep ndednptpecrk 4r Nov. 2024,

iapp.orgl/resost apers /viaectyi stl red wuBemeé . st at es, such as New York and
enactedl At ed | egislation as well, while others I|ike Californ
security |l aws to regulate AI .
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https://www.bbc.com/news/articles/cz6jywx37dlo
https://arxiv.org/abs/2403.05156
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2719130
https://www.forbes.com/sites/kashmirhill/2012/02/16/how-target-figured-out-a-teen-girl-was-pregnant-before-her-father-did/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
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One sal i emtf esxtaamipet eadcattiaonbr each noti fication |
federal standard, each sittawéd’Smaltaws flohawardadr & at
a patchwork of rules and regulations with man
confused about the extent of privacy protecti

and businesses can face increased compliance
Companies that fail to comply with each exi st
from state regulators and individuals. As suc
in multiple states must track and monitor cha
chall enging task for smaller businesses with f
to comply with multiple state | aws, it can 1in
ability to develop and deploy new technol ogi e
Feder al |l egi sl ation that preempts state dat a

di sadvafAThhgesompl exities of federal preemptior
chaptéerdeRreéempafi oBt at e Law

The
Software
Alliance

State Privacy Laws and Bills 2024

KEY

States with
comprehensive

privacy laws

comprehensive

States considering
privacy bills

' www.bsa.org

Sowce: BSRAhe SoftwstathRl Pravaey Bills art

’fData Breach Noti filcTatGoovne,rLnaawnsc.eby a8tvat @ ad c e ansoit .icf al n® adisai t oan
2Mul | i gan, Stephen P., and Chris D. LinebaughCoidra¢asiPoomalect
Research, Se2vOcersr®R@rts. congress.gov/product/ pdf/ I F/ I F11207
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https://www.itgovernanceusa.com/data-breach-notification-laws
https://crsreports.congress.gov/product/pdf/IF/IF11207
https://www.bsa.org/policy-filings/us-bsa-state-privacy-bills-and-laws-map
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Key Findings
Al has the potential to.exacerbate privacy ha

Al is inhereotigsuesnkef Hdatge adowuthowottbbadat a,
analyze data for paetodter pattandshow makae predi
Devel mapmarseer scahnfAénti onal | y coarusweniomrt eavddi coenr alalt
privacyr elaatmesd to each of these facets.

Ameri canbki marveecdour se f or many privacy har ms.

Many businesses are generally unrestricted in
can collect from Americans, how they can wuse
sel l it to, and howWwhibergstheégy tawsr bbaensttart

concemanrymer i canlsi nhraivegeht s or recourse when f ac
encroachments on their privacy.

Feder al prcoapdt bawmauaglmesgnttat e | aws.

Federalism has been a controversial i ssue for
complexity. Congress could adopt a comprehens
expressly preempting state | aws related to da
prseerve state | aws in some ways but preempt th
Congress to pass a |l aw that preempts state |e
the federal standard. Congress also has the o
conjunction with a federal scheme.
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Recommendati ons

Recommend&kpbore mechanisms to promot-e access
enhanced ways.

Access tenpancadydata will continue to be cri
government can play a key role in facilitatin
pri veanchyanced ways, whether through facilitatin
or the research, developmengdnhamdi g moencsh malt o
synthetic data. Congress tcampraétse® tShepdbedsi gpgrar
systems that choyphssidgm @md vaftiyd nleaen cnienmg ptrea cvharcoyl
and techniques.

Recommend&iBhsaone privacy | aws are generally ap
neutr al

Congress should ensure that privacynduwmtwrsali n t
and can address many of the most salient priwv
and use of advanced Al systemhgeQemmpottact ishhimwu
are flexible to meet changing concerns and te
Al devel opment .
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NATIONAL

SECURITY

Background

Like any -mapotedbabl ogy, Al has the potenti al
national security. This underscores its signi
the U.S. national security ecosystem is both
propoofti memsearch and development related to Al
activities.

The Department of Defense (DOD) has been invo
and its research underpins the flourishing Al
the |l eading edge of operationali zi nugs eadndt depl
solve logistical chall'dongday, antier Péntagexpesns
with Al in |l ogistics, businesas wpeédmdiimagns, an
research and cooperative efforts with partner

I n 2018, Congress mandated the establishment

Artificial | niienl Itihgee n\caet i (oMSadAlIDef ense Authori z
Fi scal Y%ahre X00Indni ssi ondés work resulted in 543
actions across the Executive Branch and Legi s
l ines of effort, inehadieg dtbfeases, agaskRsmaAk
enabl ed and sayusttoennosmo utsal ent management ,- and oV
building.

ls. R. Hedberg, " DART: revolutionizing |l ogistics -3 ,anAgrmigl, " i
200Bt,t ps: / /i eeexplore.i.eee.org/ document/ 05635

2National Security Commi ssion on Artificial Intelligence, HAFi
Intelligéntces202teporteponstai . gov/ final

3U.S. Congress. PaBPiclJabhw 8So. MéC&in National Defense Aut hori
Govlinfo, 13htAupgs.: /2/0MwBw. govinfo-lbplbbppBdetail s/ PLAW
‘Supeka
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https://ieeexplore.ieee.org/document/1005635
https://reports.nscai.gov/final-report/
https://www.govinfo.gov/app/details/PLAW-115publ232
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Congress i mplemented more than 100 | egislatiyv
report, including Section -283®Acogfuitshiet i Foyn2 1o fN DEA

and Responsibly Developed Artbéctiah 2B6ebfi g
NDAA (P:28390,&@a6ring Committee on Bmer iecwdg i Derc Hr
of the FY22 NDWRABcEtRBplati Dbhal Series .for Digita

Select History of Artificial Il ntelligence 1in

Defense Advanced Research Projects Agency (DA

DARPA has conducted Al rleseareheasi alcei $ hfeund @ & «
wi de range of technologies, such as autonomou
processing (NLP), and forms-ebhakl bdsappbifcabimm
Appl ebs Siri (the PAL, Persoamfl.i zed Assistant

I n 2018, DARPA | aunched -yAdarNecxamp ai gbn2 fba c U s eodh ,

automating DOD business practices, improving
enhancing Al security.

DARPA currently has multiple ongoing Al reseal
Chall enge (Al XCC), a prize challenge conducte
companies such as Open Al, Anthropic, Googl e,
soci etuyppsgrsuch as the Linux Foundation, the Op

DEFCON, and Bl ack Hat USA.

Al xCC finalissosudeeelAbptbpéncan be used to se
cyberattacks and i mprove the use ®f Al in def

SOf fice of the Federal Register, National AR®8BWivlelsi amdM.Recor ¢

(Mac) Thornberry National Defense Authorization Act for Fi sc:
Dex02l0t,t ps: // www. govinfo-l@éphbbppBdetail s/ PLAW
6O0f fice of the Federal Regi ster, Nati onal ABAdNatesnahd Record

Defense Authorization Act for Fi scal Year.22@22. Uu. S. Gover nme
https://www. govinfo-14dptbppldetail s/ PLAW

"Defense Advanced Resear ch DrRrfejnset AdVvperceyd (RRASRRA)c.h Projects
https:// www. darpa. mi/l

81 d

Defense Advanced Research Projects Dgfeaarye (AARPA)Jed "Rées &daxdh
Projects Agency

https:// www. dva Aufsatnaencth mwat kg n

©YDefense Advanced Research Projects Agency, ADrAiIRvPEAN Al Cyber (
CybersebefenhyedoAdvanced ResedafAauly. Pr2adj2ect: ¢ /Agven ayar pa. mi | / news
event s@&a214
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https://www.govinfo.gov/app/details/PLAW-116publ283
https://www.govinfo.gov/app/details/PLAW-117publ81
https://www.darpa.mil/
https://www.darpa.mil/work-with-us/ai-next-campaign
https://www.darpa.mil/news-events/2024-08-11
https://www.darpa.mil/news-events/2024-08-11
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ResponAli bl e

DOD issued its first responsible use policy f
Principles for Al Wéme2@8@&dpt ®&ODt hel eafsteer a Re
(RAI') Strategy and | mplementation Pathway tha
line with deployment gu'?Thils ndkecsc lameln tu seel ssa amult

DOD wi || devel op and depl oy Al with appropri a;
intervention. The fi ve RBAlo ldedirnecs ppd nessi belset,a be g u
traceable, reliable, and governabl e.

Project Maven

Often consi der eds cDadDeb susfe rosft Alar gler oj ect Maven

anal ysi-msotoiforf uMildeo col |l ected by intelligence,
pl at fl%Dremssp.i te some obstacles in the early year
mat ur ati onr edfatMadv eenechnol ogi es. At the start o
Project Maven, including the management and r
al gorithms,attieosnt c&apeavwallu ti es, and the platfor
Geospatial Intellifgence Agency (NGA).

Chief Digital and Artificial Il ntelligence Off
The Chief Digital & Al Officer (CDAO), establ
of ficial responsible for strengtheni d®gha&nd in
CDAO assumed responsibility for the Joint Al

(DDS), and the Chief Data Officer (CDO). The
DOD adoption of data, naredllytgiems,e dmdmrtthief ibmia
battlefield to enable decision advantage. 0

UDepartment of Defense. AfDOD Adopts EtUhiScalDepPrirnamiepitZz2doff Oefr
Feb. pOo2@Ps://www. defense. gov/ News/ Redadasgé#tshipecallredigml/eag t i cl e/ 2
arti-ifntcalalli gencel/

2y. s. Department of Defense. Department of Defense Responsib
Il mpl ementati on Palthiwasy: / Juaeki 202&2f ense. goN/l2O0RPRéJamt &N 200307
Def e-ReeponAi tbi-iem tc & lalSit g earceel mp | e mePtad hiwaly . PDF

BSuptila.

“u. s. Deputy Secretary of Defense Memor andum;FufmEstti aonlail s hTreeamt
(Project Maven), o April

201wt t ps: / [/ www. govexec.com/ medial/lgbc/docs/ pdfs_ edit/establ i st
Nat han Strout. "Intelligence Agency Takes OverC®IrORNET Mavel

27 ADPO2Rttps: /[ / www. c 4g esoinnett/. 2c0o02n® /i Ondta ePler nt dayik-te & 4o Ir i0 gneavdeerht e
pent a-g b g 8 aatisucrhee.me /
By.S. DepartmeAtrtofi Dehénshattelsl i/deviwove a( Alm) .|
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https://www.defense.gov/News/Releases/release/article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://www.defense.gov/News/Releases/release/article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://media.defense.gov/2022/Jun/22/2003022604/-1/-1/0/Department-of-Defense-Responsible-Artificial-Intelligence-Strategy-and-Implementation-Pathway.PDF
https://media.defense.gov/2022/Jun/22/2003022604/-1/-1/0/Department-of-Defense-Responsible-Artificial-Intelligence-Strategy-and-Implementation-Pathway.PDF
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.c4isrnet.com/intel-geoint/2022/04/27/intelligence-agency-takes-over-project-maven-the-pentagons-signature-ai-scheme/
https://www.ai.mil/
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As of 2023, CDAOOGs stated priorities were:

1T Advancing ADVANA, tWatRepanti wywentcoanhi gi sual

T I mproving data quality and data | abeling.

T Driving Artificial |l ntelligence/ Machine Lea

1T Enabl i ng -DaomaciinntCoArhmhand & Control (JADC2) Da
CDAO is responsible for the data fabric nec
Combatant Commands and foreign military par

1T Planning a Digital Talent Management Pil ot
Corps, a cadre of digital experts assigned
managed as a unified cohort.

The CDAO structures its efforts around five Kk

f Leading and overseeing DOD's strategy devel

data, analytics, and Al

T Working to break down barriers twi tthhien adopt
appropriate DOD institutional processes

1T Creating digital infrastructure and service
and depl oyment of data, analytics, Al , and

T Selectively scalingnapbloednsdl gt it@ahs afnadr Aént
use cases

9 Surging digital services for rapid.response

As of January 2024, the CDAOO6s total military
was 177, with authorizatiome eoquivpaleots 97T FJdIEs
Additionally,-bdarntdalstmdendgtalr ystomod at 49, of wt
adtedeuty military billets, with the remainder
me mber s.

CDAO is Working to Scale Al Across DOD

The CDAO has been working on multiple initiat
t he Departmentmodgthisgothakc ARPUYANA pl atform, whicl
enterprise analytics, enables common data mod
di scoAveDA/Q has also played @oambimpedt doitnt oAlel i
Command & (ChoAaD@EHIFf ort to I mprove data transpor

"Grace Lin. "Meet Advana: How t he Department of Defense Sol v
Government Techhloplroiglyh 210n2ssi ;d/e/rgover nmenttec-bhdobhetvirersi der . com/
depar tonfdeenfte-sglev @éddatiamt er opehalbli éndges/
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https://governmenttechnologyinsider.com/meet-advana-how-the-department-of-defense-solved-its-data-interoperability-challenges/
https://governmenttechnologyinsider.com/meet-advana-how-the-department-of-defense-solved-its-data-interoperability-challenges/
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Anot her CDAO effort, Tradewinds, iI's a suite o
of Al/ ML across DOD. The Tradewinds Solutions
2022) serves as a marketplace for opportunit.i
diig al projects.

CDAO also recently announced a new initiative
Applicat i onsowhoevde rinnnteenrto p e r a'bT hei sReneusl sticitr or i es ) .
ecosystem will enable industry and government
devel opment tool s/ environments while preservi
industry | P. These and other ongoinghefforts
necessary underpinnings for scaling AI/ ML acr
Nati onal Security Memorandum on Al

I n October 2024, the Biden Administration rel
(NSMMI®The NSM makes sevefrailnplbudicygcmakigeg cc

nati onsd6 operations againsintaedrhe gteinc eAlprd omp &
supptoretval uati on afndklt isvyidtiesh e ousepporAl syst

service of the national security mission in w
rights.
Artificial I ntelligence Research and Devel opm

Department of the Ar my

The Army | everages and integrates Al /ML to id:
facitapatedmackiisnigppn The Army intends to integra
intelligence operations, predictive maintenan
control, among other use cases. The Armydés Ai
Cooperativemand AethecMCAS)Y ARogram designs and
Al / ML mobility algorithms to allow autonomous
environmarbtl,e tcmldmborative teaming between ve
di stribute | arge amounts of targ®t data durin

By.S. Department of Defense. "CDAO Announces New Approach to
U.S. Depart meB80OMaoyf 200elfddepnss:e/ / www. defense. gov/ News/ Rel-eases/ Rel
annoumeessp pr etasccha Fdiantayn a | yatnidecsapabil i ti es/

BWhite hhveursoer,anidum on Advancing the United States06 Leadership
Artificial Intelligence to Ful fildl Nati onal Security Objecti
ArtificialWHintte | Roi@ystn0c264.t, 6 ps: / / www. whi t g bound @.r ee\i /demite fail ng
actions/ 2024/ 10 {Joxdd vreenyiolveai eswerd-t eade-raht pifntced lathiagenrese i ng

art i-ifntce lalt idguelmfzittli i@ alo b jtgcan-est ¢ heah-e euwgr i. t y/

®patrick Ferraris, "Aided DeUd.ex.tifornmyon the Future Battlefiel
https://www.army. mil/article/ 232074/ aided_detection_on_the_f.1
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https://www.defense.gov/News/Releases/Release/Article/3791829/cdao-announces-new-approach-to-scaling-data-analytics-and-ai-capabilities/
https://www.defense.gov/News/Releases/Release/Article/3791829/cdao-announces-new-approach-to-scaling-data-analytics-and-ai-capabilities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/10/24/memorandum-on-advancing-the-united-states-leadership-in-artificial-intelligence-harnessing-artificial-intelligence-to-fulfill-national-security-objectives-and-fostering-the-safety-security/
https://www.army.mil/article/232074/aided_detection_on_the_future_battlefield
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Department of the Navy
The Office of Naval Research (ONR) is integra
monitor Navy platforms, and fore’@NR ®lossi bl e
i ncorporates Al to enable intelligent autonom
operations. The goal I's to demonstrate | AS ma
kill chains over tactically releoamandaageds w
control systems.
The Minerva program uses Al to optimize the a
(including sensors, ships, and weapons) to be

defensive posture.

The U.S. Marine Corps is |l everaging, Al to dev
enhance situat,ammdali ndwarme mensdls supponmatki angmrognd
inferring adversari al i ntent and recognizing
scenari os

=
..M A X% i BB @
>
3 -

mites

A ground control station renders a flight path for a
Air Reserve StatiofqurmPmRPASeAptmns 8,0 DEXE|I op Al , Autonomy App
Can Trust

2lU. S. Navy, Office of Naval Restearsch./ wOfw. iome .cfavNawall /Resear
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https://www.onr.navy.mil/
https://www.defense.gov/News/News-Stories/Article/Article/3722849/darpa-aims-to-develop-ai-autonomy-applications-warfighters-can-trust/
https://www.defense.gov/News/News-Stories/Article/Article/3722849/darpa-aims-to-develop-ai-autonomy-applications-warfighters-can-trust/
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Department of the Air Force

The Air Forceds basic research program invest

that wunderl i e -mathbkl hegea&ki sbaomanen-abhbedmachin
future battlespace networks. The Air Force (U
seekhkg to | everage Al /ML to support faster mat
modeling for materials scisemce rprdeabtlae msk;pl auttom
information processing, and data fusion; deve
weapdreshnol ogy; and support and perform opera
environments. The Fight Tonight progbhraasmedseeks
military planning capabilities to build, asse
the speedeameécecad aragdecoi saicvhe eavdev ant age i n a pe¢

highly contested environments.

I n June 2024, the Department of the Air Force

with the Air Force Research Laboratory, annou
experiment with Generative Al within Theseonf
efforts, collectively known as ANIPRGPT, 0 are

USAF and USSF and provide a proving ground fo
demonstrate new technologies and n2w use case

DARPA

DARPA currently has several initiatives focus:
mi ssion areas, including spatahaaeutoorad mowsvar ene
maneuver of unmanned edywsitaemms einnv i miolninteanrtys, def
adversarial Al, andgahgoati ¢thmsconbbentet eicdedpf al

DARPA has al so coordinated with t haen-AF r Force
fighter jet autonomousl!y.

Il n 2023, DARPA | aunched Al Forward, which ai m:
ensure trustwort®AlI mFoiwarg Bryismgsmstogether t|

academia, and government to identify future D
opportunities. This initiative also | everages
streamlined contract i nrge spsr oecneesrsgeesn tt cAlr apeisdelayr c
and ensure trustworthiness in current and fut
| ssues

The devel opment of Al in the national securit
technical 1 mpedi ment s.

2VADM Robert Sharp, RAGEOI NT: Th®piRORmRdati on of Intelligenceo.
https://www.nga. mil/news/ Remarks as prepared_for _delivery by

ZpDefense Advanced Research Pr oj echesf eAgseen cAyd v(aDnAcRePdA )R e s"edal r cFho r P
Agenfetyt ps: / / www. dva rugsatfaoni Wwé wao r k
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https://www.nga.mil/news/Remarks_as_prepared_for_delivery_by_Vice_Adm_Rober.html
https://www.darpa.mil/work-with-us/ai-forward
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The technical chall enges fall/l into the foll ow
algorithm and model protection, and talent. A
additional DOD and Executive Branch itrestituti
effort to ensure Al is properly wutilized.

CATAGORIES OF TECHNICAL CHALLENGES

INFRASTRUCTURE ALGORITHM MODEL
/COMPUTE PROTECTION

Dat a
Data, analytics, and Al play a role in all fo
Defense BThayegygnstitute core capabilities th

and business anal yti cnsakiansg wien |s uapsp artts odfe ctihse
Defensebdbs (SECDEF) pri ord tf Teask et oC afir Dee,doefan mi@utrh eP e
AfSucceed Thr owgtafteaa mwaonrakl yti cs, and Al are al

executing joint warfighting functions, especi

increased data fuiebhbewinglude the

T DOD still uses a significant number of | ega
in | ocations that make replacements or upgr
example, some | egacy systems are | ocated on
empl oycerdi tiinc al pieces of technology with a |
systems may use data in antiquated formats
T Data is frequently unlabeled, rendering it

al gorithms.

19 Data ownership is unclear, or DOD does not
own data and not make it available to train
T Many programs acrsessi be@P and shéoed for pro
classification reasons, hindering both the
Al applications.

1T Data is susceptible to attack through poiso
that maliciously alters algorithms or model

2U.S. Departmerg©2@ef NBbeiemsaé¢. Defense Strategy, Nuclear Postur

Reviewb®r02R2t,t ps: / / medi a. defense. gol/l RDRRARWVDE ODEF/ENSE3 103845/
STRATENGPYRMDR. pdf
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https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-STRATEGY-NPR-MDR.pdf
https://media.defense.gov/2022/Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-STRATEGY-NPR-MDR.pdf
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Il nfrastructure/ Comput e
|l nfrastructure must satisfy certain operation
depl oy Al across the DOD enterprise, especial
infrastructure is necessary to transpadt dat a
rel evance. Il n conf | tPatc,i fd sp eaadieal loyf iorp etrhae i lomd
Al could be Iimited by a |l ack of proper infra
inordinate reliance on infrastrygctsuseepe.dl e
attacks.

Al Al gorithm and Model Protection

Al gorithms and models must resist various att
har mful when deployed by DOD. Algorithms and

accidentally manipulated to render them ineff
endagyering human | ives.

The CDAO, in close coordination with data own
devel oping guiding pecaonmpco npe netss taon de nvseurr deo rDsO Dma r
entire |ifecycle of Al training data, algorit
make the resulting Al systems secure and resi
by malicious-sstasdtee a@nadrmson

DOD6s supply chain assurance and test and eva
protnegkltidata, algorithms, and models. Vul nerat
supply chains, including our vendor base, can
against DODOG6s Al <capabilities.

The CDAO is working with the Office of the Un
and Sustainment (OUSD A&S), DARPA, the Defens
Services, and the Military Department Counter
supghwin risk evaluation and establish best p
and prioritize supply chain threats. Hardware

from threats across the risk spectrum defined
Managemeamt o Ty .

Tal ent

Realizing the full benefits of Al requires a
analytic skills. DOD must compete with the pr
required to develop, use, and depl oy Arle for m
adequate training of its workforce to underst
cases, ensure ethical applicat i onresn aobfl eAd acro
systems into | egacy platfor ms.
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Il nstitutional
DOD faces organizational ‘ ‘ r
and using Al . Acqui si ti er
|l eader s, and warfighter Itcantake a
new, i nnovative technol ¢ yeanshopwocune
risk of failure. E"njscakea’nﬂ”
DOD must shift this m €& abilityacross
accepting of failure whe at
and other i nnovative te lJ LLlNheweaSJql n

an acquisition workforcté and other software-
|ts impact on military centric technologies °
must undee smas (2 ect i f .

pat hways for Al systems genenﬂh/"enﬂbln

|t can take years to prc’nUChéﬂnmqer

capability across DOD,\/tﬁneﬂ%"neS

softwameéric technologies generally i1 terate

in much shorter timeframes. To avoid technol o
accelerate its planning, programming, budget:
procurement timelines to ensure that Al techn
and awpdate. Simultaneously, Al is evolving fas

of associ at & dr epsopiobntsee ssstor DOD must ensure tha
appropriately to reflect the changing nature

No# echni cal chall enges

No#t echnical challenges include the risks that
with advanced capabilities. Since DOD does no
by third parties, the resulting Al aspwometsi on
and capabilities may not be appropriate for D

External Al developmeaboapset écmitbe DO®chnol o

adversaries, -shatediagdnandomi dual actors. Al
commi tted to developing Al ethically and resp
the novelty of contemporary Al d&ds capabilities

address Htdw biet umiegd for har m.

Duals e

The AI mar ket place is primarily driven by com
defense industrial base. DOD must take advant
and the associated capital mar kets to incenti
benefit the warfighter. This wil/l reqguire DOD
solutions at scale with nontraditional defens

must also work to ensureradeyaate dpt at aantdi @an ¢
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Many Al appl i cecuastei oinns tahraet dtuhaeli-r amgrsgtcapalpi bhin
permit them to be used in both civilian and m
sector widely-usseseshobl dgaks, it is extremel
adversariesd6d acquisition of these technologie
both using and defusrediAmg against dual

Annual Patent Cooperation Treaty applications for selected
regions, 2000-2022

— China —EuU — South Korea — India

Bk

/’0 68.6k
Gk /

—~ s 50 .8k

40k

20k s 20 .8k

0 == e 2 0k

2808 2005 2816 2015 2020

Sourkxi:-Patent applications from Chinese

Chinese I nvestment & Ethical Al Standards
U.S. adversaries are developing extremely adv
and are participating extensively in global A

Communi st Party (CCP) has stated that China i
by 23830.

China has been ranked n the top®ltth rweaes cachuenatdr

i
of the United States in several categories, i
applications, journal publications, and journ
burgeoning Al sector could create o6V¥er $600 b
%Mozur, Paul . ™CnhtielaldisgeAfrite fBew mYIdr R 0TiJmdsy 2017,
https:// www. nyti mes. com/-a2rOtlidf/nGck/lalqd /gkeinscienéhgsalichi na
%" Tortoise I ntelTorgtemiced t Mbebdibaal wAW. t'ort oi semediid. com/ i ntel | i
2”Shen, Kai, et al. @AThe next Frontier forMAKi heegCh&n&d@pahd

June 2wWQ@A2 mcki nsey.com/ capabi-ilnstiigekatésd/utahmétanrinhelha-okaira dikd 0-0
bil-1® e onomy.
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https://www.nytimes.com/2017/07/20/business/china-artificial-intelligence.html
https://www.tortoisemedia.com/intelligence/global-ai/
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-next-frontier-for-ai-in-china-could-add-600-billion-to-its-economy
https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-next-frontier-for-ai-in-china-could-add-600-billion-to-its-economy
https://www.axios.com/2024/03/01/china-us-patents-science-tech
https://www.axios.com/2024/03/01/china-us-patents-science-tech
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I n addition to these economic effects, the CC
the People's Liberation Army (PLA). A compone.]
nexteneration war fi gihnag myg,l itthherye layd vaaintt aaigre over
the United States.
Chinadbds sucmgarsdsd gion tAle ilsarge data sets availab
under 1ts autocratic regime. The country has
sets available to continuou®FeprtthaenUAi tmdd &Skt
|l ead in Al development over China, it must de
amounts of data at scal e.

While the United States holds high standards
our adversaries do not. The CCP, in particul al
devel opment and deployment as the Unigttetd Stat
the way Chin and the PLA wild.l |l everage Al sy
weapon against the U.S.

n o

Aut onomy

Al and autonomy are inextricably Il inked. Auto
to the military for intellilgeqicikeisesupveti ¢ dtaina!
and dehedseore. However, autonomous weapons |
concerns about -matkhings, adac igoivemr nance. Autonom
be carefully and continuously reviewed and al
weapons.

Standards Adoption

Al standards are rooted in the initiatives, f
outlined above. Given how quickly Al technol o
formal enterprise Al standards risks constrai
cannot keep pace with changes in the state of

Because of this, CDAO has adopted a dual appr
common enterprise approach is critical, such
Principles or the Responsible Al Strategy and
ear lpyl eenment ati on of relevant Al standards.

I n contrast, CDAO has adopted a more gradual,
devel opment in areas where it is | ess critica
standard. This more measured pace of Al stand

experi ment astuiroens abnQD ecnan keep pace with rapidl

%Data, Analytics, and. 3l Depati men Ridonfet E2ePH2e3n,s e
https:// media.defense. go¥4 2023/ Nov/02/2003333300/
1/ 1/ DOD_DATA ANALYTI CS Al ADOPTI ON_STRATEGY. PDF
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https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF
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This approach to Al standards is reflected in
Analytics, and A¥*arAd otphé ofme Ba mratteedy yAl Construc
Pl &°n .

Through this approach, in collaboration with
industry, CDAO iteratively assesses areas whe
technical patterns, or standards may be appro
emretr prise. This approach, outlined in the Fede
was devel oped based on inputs from the Servic
ODNI 6s Automating Intelligence Using Machines
Ma e n .

2] d .

0yYy.S. Government Accountability Office, -WiAde iGuicdanc e nttoe |llnfgc

Acqui siUtiSonGoder nment AcX® uen2t0a2hBit, It iptsy / O fwfwiwc @1,2a 0 2BD¥F ®F@duct s/ g
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https://www.gao.gov/products/gao-23-105850
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Key Findings
Al is a critical component of national secur.i
Al technology and expertise with Al, encompas
capabilities, is essential Coon gouers sn athiooun adl esxep

ways that the U.S. nat isoanfaald gspetc uarnidt yh aar pnpeasrsa tt uh
benefits of Al

U.S. adversaries are adopting and militarizin
U. adversaries are developing extremely advanc
and are participating extensively in global A
National security requires advanced c¢loud acc
Il n a conflict, the U.S. military wil/ be requ
Transporting data across these i mmense spaces
of the c¢cloud, automation, and Al

National security requires Al for contested er
I n a conflict, aldnasbylsetde nmasut o nmocnouudsi nsgy sAtle ms , v
operate in contested, denied, and degraded en
requirements for compute at the edge i n order

contested environments and that autonomous sy

Al can vastly i mprove DOD business processes.

Al can be depl oyed -dfofdiagye ttoa sk smpdnd yf bractki ons,
financial management, and other business proc
savings and reduced bureaucracy.
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Recommendati ons

Recommendati on: Focus congressional oversight
security.

Congress shoiutbsleesegbtséunction through brief

ot her opportunities. Such oversight would ide
out side the government. These interactions mu
and staff hlawd svarfyiumglelrstanding of Al . The H
Committee (HASC) and other committees of juri
and hearings on Al activities for national se

and are suitalbdwelforofdidxXmgeretnits e.

Recommendati on: Support expanded Al training
DOD is expanding employee training on Al for
senior | eaders, and others serving in the Dep
DOD vigorously embraces these efforts

Recommendation: Continue oversight of autonom

In 2023, DOD wupdated Directive 3000.09 Autono
to autonomowxutamd moami weapon systems, includi
APlThis policy establishesadthanomaws owdan@ars Q@)
will be designed to allow commanders and oper
human judgment over the use of force. o0 The di
desigg, developing, acquiring, testing, field

semiut onomous weapon systems. Congress should
and any relevant asdc s eP@®Dst pwft yrcagewi ri ng meani
human control over the .l aunch of nucl ear weap
Recommendati on: Support international cooper at
contexts.

|l nternational cooperation wil/ be key to addr
by Al in military contexts. Encouraging gl oba
oversight over Al in military contexts, such
Responsible Military Use of Al, 3% ould strengtt

3U. S. Department of Defense, DOD DirectiUv&.3DePad® meAtt @i o M
25 Jan.ht2®@x3,// media.defense. goN/I RO PDORECT2ZFECADBANOMY 8/

| NEAPQOSIYSTEMS. PDF

2Bureau of Arms Control, Deterrence, and Stability. "Politic
Intelligence Wnl. Aed panrotmy®ENov .o f2 0S2tBast:e/ / www. s tdaetcel .agmavt/ipoonl i t i ¢ a
responnsiilb-utsaerfayr t i-if n tceé lathinedeunt mard/my
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https://media.defense.gov/2023/Jan/25/2003149928/-1/-1/0/DOD-DIRECTIVE-3000.09-AUTONOMY-IN-WEAPON-SYSTEMS.PDF
https://media.defense.gov/2023/Jan/25/2003149928/-1/-1/0/DOD-DIRECTIVE-3000.09-AUTONOMY-IN-WEAPON-SYSTEMS.PDF
https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-2/
https://www.state.gov/political-declaration-on-responsible-military-use-of-artificial-intelligence-and-autonomy-2/

RESEARCH,

DEVELOPMENT,
& STANDARDS

Background

Al has been transformative across the scientific, economic, and defense realms.! There

is a worldwide race to lead in fundamental Al research and commercial applications.

The U.S. remains the leader in fundamental research and standards and consistently

produces cutting-edge Al applications, such as ChatGPT, before other nations.

However, according to the | atest National Sci en
Engineering Indicators report, adversarial na
(PRC) are quickly outpacing the world in highly cited and collaborative research and

development.?2 To maintain U.S. leadership in global Al innovation and governance,

Congress will need to continue federal R&D efforts, supporting Al evaluations, and

bolstering U.S. standardization efforts for Al.

The field of artificial intelligence is not new. The U.S. government has been investing in
artificial intelligence research since the 1950s. However, in the last 10 years, the
number of Al scientific publications began to accelerate, and in 2016, the U.S.
government released its first initiative on Al.2 Simultaneously, the private sector has
been accelerating its investments in Al research and development (R&D), with most of it
heavily concentrated in a few large companies. As a result, there is an increased focus
on public-private partnerships in Al R&D to accelerate different areas of Al and broaden
opportunities for smaller companies and institutions of higher education to contribute to
their development.

l1Eric Schmidt. Al Great Poweba€oampe®i22ion & National Secur i
https:// www. amacad. or ggrpegatiwvie ® antp ie dniat tdiaeesedeall rui st/ya i

2National Science Board. The State of U.S. Science and Engi ne
Wor kf orce andNathoopabht Bonhenc2hFopwesdat ineases. nsf..gov/ pubs/ nshb20
SNational Science Board. #AArtificial Intelligence and the Fut

National Scienc2hZFowsdatineses. nsf . goy/ng el dt/ieesmo®200g5y ar t i i ci

54


https://www.amacad.org/publication/daedalus/ai-great-power-competition-national-security
https://ncses.nsf.gov/pubs/nsb20243
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
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Al R&D involves developing methods for learning from data, representing knowledge,
and performing reasoning to build computer systems capable of performing tasks that
typically require human intelligence. Fundamental research to advance Al systems
seeks to improve methods for learning, reasoning, problem-solving, planning,
knowledge representation, language understanding, and visual perception, as well as to
understand how systems operate in the real world to assess and address risks,
including safety, security, and bias.*

Understanding and mitigating potential risks while capturing benefits will be important to
Al adoption across all domains and use cases, especially for safety-critical cases or
cases in which Al-based decisions significantly affect individuals, communities, the
environment, or society at large. Research in this area is needed to solve several major
outstanding science and technology challenges, including improving transparency
mechanisms, such as explainability and interpretability; evaluating the capabilities and
limitations of Al systems; developing technical mitigations and defense mechanisms for
highly capable Al systems; improving the abilities of Al systems or agents to perceive
and act; and developing scalable, general-purpose Al systems that can be deployed
across real and virtual environments.

Al R&D also involves the application of Al systems to advance research across fields of
science and engineering. The following is a small sampling of scientific fields for which
machine learning and Al have been helping to drive discovery for years:

1 Biology: personalized genetic medicine; biomolecule structure prediction;
microscopy image analysis; synthetic biology

1 Geology: data interpretation of air, space, and marine sensors; geomodelling
1 Astronomy: celestial body identification
1 Chemistry: property prediction, sustainable chemistry
1 Physics: analysis of complex systems; materials prediction; quantum information

science
u.s. Al Research and Devel opment
The United States has maintained its Al | eade
consistent federal i nvest ments in Al R&D over
enabled key discoveries that have dtiheen the
Nati onal Science Foundation (NSF) investments
devel opment of neur al net works, which are wid
andhopeogeni awar ?vad t he 2024 No°bel Prize in P
‘Horvitz, Eric and Mitchell, Tom. AScientific Progrumass in Art
2024t t p:/ / erichorvitz.com/ Al Overview History Status_Futures
SNational Science Foundation. "NSF Congrat ulNatte s ntahe SZ02h cho

FoundatkRthB4 ps:/ / new. ncbngoatl mewedizd beil i-pzhey si c s
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http://erichorvitz.com/AI_Overview_History_Status_Futures_February_2024.pdf
https://new.nsf.gov/news/nsf-congratulates-laureates-2024-nobel-prize-physics
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The United States6 total Al R&D growth over t
contributions Wadeebwonpdositg. and academia h

growtwuih )] db negedcguet tAilngystems requires | arge amou
power, and finamadiabtrgsmaeambess, especially I
have greater acces.s Acoc otrhdeisneg rteos otunrec eSt anf or d
Report 2023, private U.S. Dbusinesses esvested
t he amount invested by the next highest count
bil Pion).

The U.S. is also the gl obal |l eader in newly f
number of new companies in the European Uni on

whi e®h. 4 ti mestmos@hi fman

AMOUNT INVESTED IN 2022

U.S. BUSINESSES THE CCP

INVESTED $47.4 INVESTED $13.4
BILLION BILLION

Sour ce: Stanf-odhd BAhi vedekt 2023

Federal Agency Investment in Al R&D

The most recent estimate of total Uu.S. federa
2023%While the private sector funds and perform
government has been the | eading source of sup
areas where the industry | acks incenturvietsy,t o

public health, weather prediction, and ot her

defense Al R&D has increased from $560 millio
2022211 federal science agencies are making su
Al R&D.

6N . Masl ej, et al. AThe Al Index 2023 Annwal /Repomtded . St amf on
content/ upl oadsl/ r?2®Re8p/ c0r4t/ HA02 3AIp d f

1 d.

SNati onal I nformation Technol ogy ResearbhNadt wodkDegebogmentor ha

Technol ogy Researchtamd :DeweMdwo pmentd . grodviha@es.hmentdas hboar d/ ai
Supba
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https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
https://aiindex.stanford.edu/wp-content/uploads/2023/04/HAI_AI-Index-Report_2023.pdf
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Federal R&D Expenditures for Al by Select Agencies (U.S. dollars, in millions) 10

Agency FY 2022 Actual FY 2023 Enacted FY 2024 Requested

DOE 224.9 246.4 240.6

NASA 5.7 6.6 12.8

NIH 860.4 919 925.7

NIST 315 36.2 36.4

NOAA 35 6.4 5

NSF 720 637.6 757.6

USDA 135.9 141.3 156.9

DARPA 429.8 400.5 322.1
The most significant step Congress has taken
National Artificial I ntell i Dewnwcei 6ni EiativikeeA]
Nati onal Defensel®!MAlthAdrtiazkes omm rAcltt i faceted afy
i nnovation. 't priorspbmnesr Al R&PethcbugbtUes8§
research i nf rastrugptramvea,t ef pairltinteatsihn g sp u bmoide r
and technical st andsar dust ifloirz iAlg tAelc htneod hongoleo gi e
services, promoting I nternational engagement o

including workfaeokié | R&aQPa&nudcraei on.
Il n Janua@YTRO2ripl ement ed a r e gwitradrha rsth eidn t MAel |

National Al | ni t®Tahe vef fOfdd cevgrNsAdd D)and i mpl e
Statesd6 national Al strategy and serves as t hi
coll aboration in Al research and policymaking
private sector, acealelmiars.and ot her stak

The Al initiative is further coordinated thro
groups under the National Science and eTveeclhnol
council of advisors for the President primar:i
econlno gy Tohlei cdyi.f f erent interagency groups add:]

n the private sectoorcaamrd iingt eorunta tsipocencalfliyc NAI

t
federal Al efforts, from coordinating fundame
i
including reporting requirements.

YSups8a

“"House of Representatives;NaXoinognraels sAr t1li5f ilk.iSalC.l not4ellll i gence | n
Publishihogt@tfi cewww. govinfo. g2oWw2t3apphred~et-20SACODERAGHAHR 9

subc keepxlo411

2y. s. House of Representatives, CommiAlt e@maagrer SciHemRce 623Baceh

National Artificial | nthetltlp sg:e/n/creecpl uebhltiecashmibsu e e Agbvofcao0ze/ file
29 epb 6682549079d797/29C8210F379D980pvEgé&GEAUA.7TAOBE6B70B. ai
BThe White House. "White House Launches NBhHe oWhilt Ar®2is,ei al

https://trumpwhitehoustabheméanivebkivdiowvdélnea d-emhiairifiretce lali gence
init-obt.iee/

“office of Science and Technology Policy. "TNhme i Wmiat,e SHo ee e
https:// www. whi t e htoeuasnes./gnosvt/co/st p/ ost ps
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https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap119-subchapI-sec9411
https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap119-subchapI-sec9411
https://republicans-science.house.gov/_cache/files/b/1/b1cdbff1-29fb-42eb-9b68-62549079d797/29C8210F379D9896460FA4171986B70B.ai-one-pager-6216.pdf
https://republicans-science.house.gov/_cache/files/b/1/b1cdbff1-29fb-42eb-9b68-62549079d797/29C8210F379D9896460FA4171986B70B.ai-one-pager-6216.pdf
https://trumpwhitehouse.archives.gov/briefings-statements/white-house-launches-national-artificial-intelligence-initiative-office/
https://trumpwhitehouse.archives.gov/briefings-statements/white-house-launches-national-artificial-intelligence-initiative-office/
https://www.whitehouse.gov/ostp/ostps-teams/nstc/
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The NSTC has rel eased SeVFEDERALSPENDINGONon di f

aspects of the fiemc¢émali ng ¢ NON-DEFENSE Al R&D
Nati onal Al R&D Straftdapieet

strategic pllamgrcal | sv dtrm $21
research to keep the Unit ' orl d |
Al . Ibteempdated twice, ¥ BILLION
The pl an identi fied kno IN 2023 regardi
fundament al Al GAlle s tt ie@ams ,
governance, measuring, tes$560 ndar ds
robotics, and mor e. It i n endat i c
. MILLION

research, research i nfr IN 2018 nt er na
cooperation, devel oping ¢ o—— dat a
fosterinpgripabkicpartner shi SourNleTRBI _R&D R&D

Il nvest m¥ higFsY 2 5.
wor kf orce needs.
Hi ghlights of Federal Al R&D and I nfrastructu
As an il lustrati dRi&Dgf etvlea yb rreasdctahr cchf dAlr ect or a
contributes to its ¥ldtals pvort¥h® Fioidsi mdgu A lh aR&D.
government's | argest computer science researc
I n addition, because of its Social, Behaviora
al so has an outsized role in advancing resear
of Al and the science of Al governance more b
interdisciplinary research teams that include
As the U.S. faces intensifying global compet:i
investments in emerging technology resdgarch a
commercializing basic research. Created in 20
Partnership (TIP) Directorate builds on NSFo&6s
engineering research and edueyatairo .o aNISa pr e coern
idenfying Al and machine | earning (ML) as the

BOoffice of Science and Technology Policy. TihRer eWhairtien gHofuosre t he
Ocatb &0 16,
https://obamawhitehouse.archives.gov/sites/default/files/ whi
ture of ai.pdf

®0ffice of Science and Technology Policy. i Arrhtei fWhd it el Hlorutseel | i

Deemb@01l6t,t ps: / / obamawhitehouse.archives. gov/s-iheel Wwhgéprbeusece
Aut o meEtciomm my . PDF

"ANational Arti
Of fice for Net w
https:// www. nit
BAaANational Arti
Of fice for Net w
https:// it
Update.p
“Y“Nationa
https: //

t i gence ResearNaht iaonnda | D eCroeol rodpi nmeantti o
d Informati,on20Te,hnol ogy Research ani
PaPNpdif onal
t ig
d f
b

ence Research and Devel opment
n ormation Technol ogy Research an:
o-i it p @ |b KR/ledSeetad acha Vv e | o0 e mtPd g2 3

>

Science Foundati on.Na"tWhatali sScAretnicfei drioauln dlartti eolnl i gen

df
I
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https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf
https://obamawhitehouse.archives.gov/sites/default/files/whitehouse_files/microsites/ostp/NSTC/preparing_for_the_future_of_ai.pdf
https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-Automation-Economy.PDF
https://obamawhitehouse.archives.gov/sites/whitehouse.gov/files/documents/Artificial-Intelligence-Automation-Economy.PDF
https://www.nitrd.gov/pubs/National-AI-RD-Strategy-2019.pdf
https://www.nitrd.gov/pubs/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
https://www.nitrd.gov/pubs/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
https://new.nsf.gov/focus-areas/artificial-intelligence#what-is-artificial-intelligence-695
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
https://www.nitrd.gov/apps/itdashboard/ai-rd-investments/
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The United States Department of Energy (DOE)
have invested in Al research and devel opment
been responsi bl e f-eodgeaeAleltopeplagy faomdnamioggh ¢ ompu
f oorpen science and classified research needs.

Within the federal C
DOE hhad que comput at.
esources, including
p two most power f ul
percoMaumntdephysi cal
d digital infrastr.
pporting both gove
d gomer nmental sci ¢
search.

= Q0 0w L ®»n =
> D 5D € 5 © O

This has enabled t hel

Front©Oak RBitdge Natiosathkamost rapidly advance the

supercomputbke worl d. devel opment of compl

model s, which coul d

accelerate discoveries in several fundament al
chemistry, and biology.

The scope of these efforts Adsy amwteldi rReedks eiamr ceh M
Directions on Al for Sciirenwhei,c EnEOHK yNa tainan &le cl
representatives propose a strategy for furthe
i nnov&@ti on.

DOE al so recently introduced a proposal titl ec
Science, Security, and Technologyo (FASST), hi
jurisdiction where Al ?Gbelse 1 agildldeg bhoaclreasi a
electricity grid's reliability, developing mo
and i mproving stewardship ofl nt Jalyuloar, WeEp
announced the roadmap for the FASST Initiati v
advanced supe

uced

rcomputing, research infrastruct
data prod Bpy its facilities.
OKeumar sSakfeitf.i " Top 7 Most Powerful Supelicwenplidiedascahn 2t0Resd , Wo r
https://www.livescience. cfommo/sptewbnfiple gy b eiphopeotr-d detotwo p
2ly. S. Depart ment of Energy. "Advanced ResearchUDiSrections on
Depart ment, oNMay m20t2p3s,: / / www. anl . gow/59 iAtl e4sS/EVBR&EABDOILr b el § / 20 2 4
2U.S. Department of Energy. AFASST: Artificial I ntel Ui ence
Department,hdft pEnédrgww. energy. gov/ fasst
2U. S. Department of Energy. "DOE Announces Roadmap for New ||

Security, .dnd. BneDgyar t me2®t2t4pfs :Enewwgwy. ener-annoaowadtmapl es/ doe
neavnit-ant i-ifretce lalicd emeecuan.d y
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https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
https://www.anl.gov/sites/www/files/2024-05/AI4SESReport-2023-v7.pdf
https://www.energy.gov/fasst
https://www.energy.gov/articles/doe-announces-roadmap-new-initiative-artificial-intelligence-science-security-and
https://www.energy.gov/articles/doe-announces-roadmap-new-initiative-artificial-intelligence-science-security-and
https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
https://www.livescience.com/technology/computing/top-7-most-powerful-supercomputers-in-the-world-right-now
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Several other federal agencies play critical
report falls far short of capturing the bread

information in other Helap tcehcaspe ePrl efaosre as eseu ninhmaer
research at the National NbBhnhsbintdutcehsacpotfeirHefaol rt ha
summary of research at the Depa&angtment tof eDef e
chapter for a summary of research at the Unit
(USDA) .

National Artificial I ntelligence Research I ns
As part of the National Al Il nitiative Act of
net work of Al I nstitutes, coordinated through
agency can fund to create partnerships bet wee
seaets to accel etr@ParAl cipaeamgh.agencies inclu
Nati onal l nstitute of Standards and Technol og:
Af fairs. Since -seenaen memst,i ttumMeenst yhave been est e
million in total i nevaess trmaenngtisn,g fforcouns ianggr iocnu latru r
affairs t®dN®Humglagan®onto award up ¥Pachrawambe &
comprosesor more research institutions across
foundational Al research.

National Artificial I ntelligence Research Res
The National Al lIcrietasieetdags & Aot cef tBO0OB@amine t
establishing a National Al Research Resource
resourced researchers to dependable computat:i
and other resources need®®™ to advance Al rese

The NAIRR task force published its final repo
recommendatisamengt hen tamel de®mocAlatiired&dvati on

National Science Foundation. " National NAtt iofmiadi Slcilemtcel | i ge
Foundahtitopns : / / new. nsf . gov/ fu-adti nigd toplplbiecs@emae hes/ nati onal
National Science Foundation. fANation&latAmnmnhiafli Sicalenicret é&loluing a
Sepmb@0 2Bt t psgdwenssdurces. nsf.gov/ 2023

09/ Al Institutes Hill Day Booklet.pdf?Versionld=pw2q_TeAvI 05|
%A National Artificial | ntelNaitgemad RBas eanrced FRamdw2®daPi | ot . 0

new. nsf . eaaw/afsd a@ivgttieflilciiggelnce/ nai rr .
2 National Science Foundation. Fi scal Year 202&mbéepbRk8nal Al R
httpsgdvMenssdurces.nsf.qgov/files/ 59 fy2025.pdf?Versionld=1lnUkj\

28National Science Foundati on. "Nati onaNatArotniafli cScaile,nlcnet eH ol ui ngdea
https:/ / new:-:arsfa.sqd amiviitfiefldlcisgaelnce/ nai rr
dSupla.

¥fAStrengthening and Democratizing the U. SatAoniafi Al aReketekh
Resour ce TasJkanFwaircyet 2823/ wwwoat egovlUwpoadsTREF0ARd@dar tINAT RR
2023. pdf
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https://new.nsf.gov/funding/opportunities/national-artificial-intelligence-research
https://nsf-gov-resources.nsf.gov/2023-09/AI_Institutes_Hill_Day_Booklet.pdf?VersionId=pw2q_TeAvI05kmyLqqr.59M1IPocA84w
https://nsf-gov-resources.nsf.gov/2023-09/AI_Institutes_Hill_Day_Booklet.pdf?VersionId=pw2q_TeAvI05kmyLqqr.59M1IPocA84w
https://new.nsf.gov/focus-areas/artificial-intelligence/nairr
https://nsf-gov-resources.nsf.gov/files/59_fy2025.pdf?VersionId=InUkjV8YETHGc0DM73jRVKA_m_CDL4s6
https://new.nsf.gov/focus-areas/artificial-intelligence/nairr
https://www.ai.gov/wp-content/uploads/2023/01/NAIRR-TF-Final-Report-2023.pdf
https://www.ai.gov/wp-content/uploads/2023/01/NAIRR-TF-Final-Report-2023.pdf
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One year after the NAIRR task forteupaoabékdshed
t wpear pilot program for the NAIRR in partner.
more than 25 prpgraftiet sexndrphinlomiNEFophecest gdr
$30 million in the NAIRR pilot in FY24 and in
Presidentds budget Haquwestniftaral FYa2wsa.r dTshifrotry c o
announced in May 2024, and as ofptesayt more
principal i nvestigators across 25 states, and

The NAI RR il ot |l everages the Department of E
Oak Ridge ational Labor at®®DrOgEO swi $U mmil ts os bpee racs
with acces to several different National Lab
Laboratoryos Leadership CH&apdtOak Riadgéeéds yGbkT.
frame¥foark protected data. Moreover, the pilot

» N Z O

Secur e, eage nnowl tpiart nership comprised of DOE, N
assemble privagrnye aerdvisreguredgurces to enabl e
sensitive dat a.

NAIRR Pilot Awards

Geography of awards as of October, 2024

U.S. government partners supporting
the NAIRR pilot awardees:

+ U.S. National Science Foundation

* Army Research Office

+ Defense Advanced Research Projects Agency
+ Department of Energy

+ National Institute of Justice

* National Institutes of Health

* National Oceanic and Atmospheric Administration
+ Office of Naval Research

+ U.S. Department of Defense

* United States Department of Agriculture

* Veterans Affairs

Source:U.NSF NAIRR piletdabrAhgsesaoatitceg to researcher

SlSupk@.
32 Summit was initially slated for decommissioning at the end of 2023, but DOE extended its life until October 2024 to

assist this program.

3¥Argonne National Labor Atgogne" NhCF o/l It Thdss th W evadntwo ragic f . anl . gov
testbed
%0ak Ri
https:/

dge National Labor@abrRi dg€i Natde,bnblbeLalGardeony
/ docs.olcf.ornl.gov./systems/ citadel _user _guide. ht ml
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https://www.alcf.anl.gov/alcf-ai-testbed
https://www.alcf.anl.gov/alcf-ai-testbed
https://docs.olcf.ornl.gov/systems/citadel_user_guide.html
https://new.nsf.gov/science-matters/us-nairr-pilot-brings-cutting-edge-ai-resources-researchers
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Participants of the NAI RR mHclootc elpap emoidte Iwiflolr
connecting researchers and educators to resou
advance novel, transfitoemast vl raddpudkREAHRER.
Al Act ,o0fis2@®23ill introduced by 3members of th
Representatives Eshoo, McCaul, Beyer, and Obe
devel opment of a%*Ilcmpnpd red ret aNtAil RrR.and eval uati or
should be monitored i n psrcegplagg aNAIoORmMR.f or a poss

Academic Research

Academic research advances foundati onal knowl
Fundamental science research in universities
i mproved technol ogies while teaching and trai
Unirvseity research is al so tdfef scooumpcaen iogds tchoorutsra
regional economic deve¥Yopment and job creatio

Such -sfpfi;nm are primarily clustered near the uni
i nnovation. However, Al research at universit,]
data and computati onal -rpeosmeur. c e&d eanc &@ hemimmo sit n swt
notave the resources to train Al systems of cc
advanced Al model s. I nstitutiomsertvhaty sersvyeéetu
face even deeper challenges in accessing thes
resear cvherlsefhta academia entirely for industry.

Al R&D woul d be bol st er egdr ebayt eprr oavci cdei snsg troe saedavra
computational resourceshoslkingiagrsipfeice antl yf ibrearec
capacity, or | owgheptaircdalicngplahé eAlgesesearch eco:
Science agencies could facilitate access to c
of advanced computing tecsmologioemputimgmtor a&d
computing to emerging comput ipuwt iprag aand mpuy a rstut

computing. Because of resource constraints, s
natural tradeoffs between providing resources
projects and a small number of ifgmodtiiceamtr esea

resour ces.

SSArtificial Intelligence Caucus of the U.S. House of Represe
https://artificeshootkRblsgegoaektaucus

%" H, R. B1018t h CongRé®dLA) (2 CREATE AGomMgrte sof L ptOwBr.y of Congress,
2024t t ps: / / www. cong-cesgt goesb/ibd /56017178t h

Prokop, D. , Huggi ns, R. , & Bristow, G. (2019) . AiThe surviva
key det erlmitnearnntast.ioo n a | Smal B7BBRI MBEDRLs Joudmial org/ 10. 1177/ 0266
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https://artificialintelligencecaucus-eshoo.house.gov/
https://www.congress.gov/bill/118th-congress/house-bill/5077
https://doi.org/10.1177/0266242619833540
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Research, Development, a
The devel opment orfe asdhya rdeadt apsuebtlsi cwoAdl d al so bol
Fundament al research, including manual |l abor a
|l aboratories, curation of existing data, and
gener atdatga trheeded HHFuAt hemondetsnsi stent feder a
gui delines, and tools that make data findabl e
can significantly advance®*Al research across
Federal, academic, and industry researchers o
data, which is critical for efficiently disco
to industr y®%4aTchrioss si sR&le. i s outsized in the bio
Al t hough the U.S. has historically funded som
management at NIH, most biological data asset
governmental and nongovernmental repositories
i nteroper absiel,i ttyhesLa kreeposi tori es can substant
and quality, fuirnthegr atiinadrerafngt tihse data to tr a

This may partially be explained by the | ack o
bi ot echntod oagnyd dnaet adata are rep&®rted and store

Feder al I nv e sstonmerncte isofapwar e | i braries and too
R&D. Federal activities, such aSouheeNSFO6s Pa
Ecosystems program, haveul oegesuippomnment @ pea
innovatioandnemeri gi ogl*¥Fedrrall opqigeesnci es can de
software | ibraries or contribute to them in a
incentive to develop these tobwls for gover nme

Scientific innovation requires the sharing of
sharing this information, researchers encoura
results, and dissemination of findingsrasmong
t hat all owed Al devel opment to accelerate ove

published, such as Googwkiotch TumdsfpPiIrmersy ptap mt
Chat GPT.

%1 d

¥U.S. Senate Committee on Biotechi®ehage. Colmenv eért 2@gi,mngp Bi ot @gih
202Bt,t ps:/ / www. biotecébl sasnas kbigeb bdgiteas g

YThe White House. f@dVisions, Needs, and Propodhae Ahtitens for
Hous2e0,2Bt, t ps: / / www. whictoemh ewnd & .upd w/awpDazla@ el d £ E b-Nldinty-i at i ve
Repor.t. pdf

“4SupBa.

2Sup4sa.

“National Science Foundation. -SP0O6Ee Pabbwsyemso" ENabi en®pes
Foundahtitopns,: / / new. nsf . gov/ f-puentdh wesnyasiodp®esno U wercieot si yesst / epnoss e

“Supta.

%“Jakob Uszkoreit, et al . "Transfor mer : A Novel NEouorgalle Net wor |
Research 2BhIoMgps:// research. g-anqgl\red bhaitgwa mrdamistfestremeg e a g e
underst.andi ng/
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https://www.biotech.senate.gov/press-releases/leveraging-biological-data/
https://www.whitehouse.gov/wp-content/uploads/2023/12/FINAL-Data-for-the-Bioeconomy-Initiative-Report.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/12/FINAL-Data-for-the-Bioeconomy-Initiative-Report.pdf
https://new.nsf.gov/funding/opportunities/pose-pathways-enable-open-source-ecosystems
https://research.google/blog/transformer-a-novel-neural-network-architecture-for-language-understanding/
https://research.google/blog/transformer-a-novel-neural-network-architecture-for-language-understanding/
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However, in recent years, many industrial | ab
Afr el ated academic papers they publish or pres
and competitive advantage are | egitimata cons
ri sk that a closed Al research ecosystem coul

To promote Al innovation, federal and nongove.l
coll aborate to find a more appropriate bal anc
| P, safety, and nati onaJvansye corsietrw erriss khsa veen dtelst
alley of deathodo between basic research cond
mmer cialization activitié&®lUntiwmircsadltliy sc @remiea
e means of production necessary to take ini
mar ket able products. According to the Ameri cal
pace of American transl ation obbratscgveeriseara
products must accelerate fo the U.S. to rema

— 0O N
o0 <

The Task Force finds closer cooperation among
could increase technology transfer, stimulate
processes, and.expand mar ket s

Research

Many Al S
some f ail
fail to m

Al Evaluations and Testing

tems consistently produce positive
rr intermittently produce unintende

eet performance, “YWifteh ytherreeémtabi il :
capabilities of Al systems, there has been a
managing the ri¥®¥®8emefofAltbhiystdmscussion has f
t heoretica safety concerns or aligning the d
val @avh,i |l e other researchers have focused on s
Al risks through the complex human, organi zat
design, devel o’pDheetnar, miamidn ggsgeaod and bad result
any given Al system wil/l require effective an
systems.

“%Charles Wessner, et al. "Driving RemsroawatRiGankse ,Across the Val l
https://www. researchgate.net/publication/ 263062453 Driving_|I
“Moore, J., & Wilson, . 2021. fDecades of9 bwasdci mesearch pa
https://www. statnewsresenprdad@ivd§ ovtd rGfpleleasli@ accines/

“®l ni ol uwa Deborah Raji, | . Eli zabeth Kumar, Aaron Horowitz, |
Functionality. I n Proceedings of the 2022 ACM Conference on |
''227As.sboci ation for CompovsinhgdMacbinédyp. 1145/ 3531146.3533158
“Dario Amodei, Chris Olah, Jacob Steinhardt, Paul Christiano
in Al safety. Dan Hendrycks, Mantas Mazei ka, and Thomas Wood:
Septembeht 2028/ arxiv.orgl/abs/ 2
Yl ason Gabrie Artificial Int
https://1in 1
o
&

| . ce VaABuesSepndmhBher ga e
sprin®en.9&6m/ 10 .
n and Amy Winecof ng Soci €eatkeni ¢ak Ap|
edi2mop o:g/ly/ cdt . orgbicnst edbhmr aagdsligyd vnegr niann c e
text=Applying%20a%20sociotechnical %201 ens %20t o,

306. 12
el lige
007/ s1
"Mi randa B f "Ap
Democracy

i
k
g

practicel #: ~
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https://www.researchgate.net/publication/263062453_Driving_Innovations_Across_the_Valley_of_Death
https://www.statnews.com/2021/01/05/basic-research-paved-way-for-warp-speed-covid-19-vaccines/
https://doi.org/10.1145/3531146.3533158
http://arxiv.org/abs/2306.12001
https://link.springer.com/10.1007/s11023-020-09539-2
https://cdt.org/insights/applying-sociotechnical-approaches-to-ai-governance-in-practice/#:~:text=Applying%20a%20sociotechnical%20lens%20to,of%20deployment%20in%20unexpected%20ways
https://cdt.org/insights/applying-sociotechnical-approaches-to-ai-governance-in-practice/#:~:text=Applying%20a%20sociotechnical%20lens%20to,of%20deployment%20in%20unexpected%20ways
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Devel opers currently use several comimbe pract
first i s benchmark tests, which quantitativel
Devel opers can also use multidisciplinary tea
matter experts, experts in responsi btlee Al dev
evaluate genermdfiodep/Ady montel sDevel opers al so
depl oyment monitoring of their projects to de
terms of service.
Finally, developers commonly deploy Al red te;
| everocawtessi de experts to test Al systems for vu
cases, tests and evaluations are developed al
indulAsrg.result, there are often | imited mech
and testing.
Unfortunately, many of these forms of Al eval
met hodo*f9gversal maj or scientific challenges ul
advanced Al systems that reduce> Fepreoedamplbe|| i
current perrfieernmenmiceval uati ons may be good at
but are bad at comparing cap&BFukrthiees bemweén
of evaluation may be insufficient by themselyv
because developers must know all %t he risks an
Federal agencies have proposed several actiuvi

syst dme. CHI PS anddiSceenee NIcST to establish t
syste¥msecutive OrdédSat4ell®ectuirte,ecdand Trustwor
and Use of Artificial I ntelligence, 0 al so est
NI ST, DOE, and the Depart¥nent of Homel and Sec!

2U. S. Government Accountability Office. fAArtificial Intellig
GovernngeAneR 51 07651, ht2t0@<3:,/ / www. gae2.510v6assptds/ gao
John Burden, "Evaluating Al Evaluation: Perils and Prospect

Centre for the Study of Exi stanXi 210 2R, s k, University of Camb
https://arxiv.org/html/2407.09221v1#bib.bib?7

“Narayanan and Kapoor . "Evaluating Large Language Models: A
https://www.cs.princeton.edu/ ~arvindn/talks/evaluating_I| 1| ms_
51 d.

%Sorelle FriedlTerandtngall.s-SKNiofpl &veldué i on to Al Har ms: Recommend
Teaming for AlDa&ttz oamd 28ctdioe2ydyt, d ps: / / dat asocetdeygminead | i brary/

onseteml| utt@barmecommendaurs iemede ami eagaccount.ability/

S"O0f fice of the Federal Regi ster, National Ade6éHRANn ematainrdg Recor
appropriations for the Legislative Branch for the fiscal yea
Government Publish0am@t tOff:i/clewwwd. cAaugi nf o-1@Gidptbppbdet ai |l s/ PLAW
The White House. "Fact Sheet: President Biden Issues Execut

Intell Thenwkhi te HOuGeht t 2928/, www. whi t e bound e.t gdw/memitef i ng
releases/ 2023/efr@ k3 bbbifdéetnts e ® c uctridweas afsecwamnalr ust wornti-iy ci al
intelligencel
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https://www.gao.gov/assets/gao-25-107651.pdf
https://arxiv.org/html/2407.09221v1#bib.bib7
https://www.cs.princeton.edu/~arvindn/talks/evaluating_llms_minefield/#/9
https://datasociety.net/library/ai-red-teaming-is-not-a-one-stop-solution-to-ai-harms-recommendations-for-using-red-teaming-for-ai-accountability/
https://datasociety.net/library/ai-red-teaming-is-not-a-one-stop-solution-to-ai-harms-recommendations-for-using-red-teaming-for-ai-accountability/
https://www.govinfo.gov/app/details/PLAW-117publ167
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https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
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https://www.nist.gov/aisi
https://www.nist.gov/aisi/artificial-intelligence-safety-institute-consortium-aisic
https://republicans-science.house.gov/_cache/files/4/f/4fbb3c44-3dd2-4c2b-bcbd-2d2c21029ce3/FA18AABDD2217B0C4777C04D3CCA18C6.2022-03-17-testimony-olthoff.pdf
https://republicans-science.house.gov/_cache/files/4/f/4fbb3c44-3dd2-4c2b-bcbd-2d2c21029ce3/FA18AABDD2217B0C4777C04D3CCA18C6.2022-03-17-testimony-olthoff.pdf
https://republicans-science.house.gov/_cache/files/4/f/4fbb3c44-3dd2-4c2b-bcbd-2d2c21029ce3/FA18AABDD2217B0C4777C04D3CCA18C6.2022-03-17-testimony-olthoff.pdf
https://www.nist.gov/standardsgov/learn-more-about-standards
https://www.nist.gov/system/files/documents/2017/05/09/NIST-Organic-Act.pdf
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https://www.nist.gov/standardsgov/interagency-committee-standards-policy-icsp
https://www.nist.gov/standardsgov/interagency-committee-standards-policy-icsp
https://www.govinfo.gov/content/pkg/STATUTE-93/pdf/STATUTE-93-Pg144.pdf
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https://www.nist.gov/speech-testimony/setting-standards-strengthening-us-leadership-technical-standards#:~:text=In%20the%20U.S.%2C%20our%20voluntary,system%20in%20the%20United%20States
https://www.nist.gov/speech-testimony/setting-standards-strengthening-us-leadership-technical-standards#:~:text=In%20the%20U.S.%2C%20our%20voluntary,system%20in%20the%20United%20States
https://www.whitehouse.gov/wp-content/uploads/2023/05/US-Gov-National-Standards-Strategy-2023.pdf
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https://carnegieendowment.org/research/2021/10/three-takeaways-from-chinas-new-standards-strategy?lang=en
https://www.justsecurity.org/75741/chinas-dystopian-new-ip-plan-shows-need-for-renewed-us-commitment-to-internet-governance/
https://www.justsecurity.org/75741/chinas-dystopian-new-ip-plan-shows-need-for-renewed-us-commitment-to-internet-governance/
https://www.justsecurity.org/75741/chinas-dystopian-new-ip-plan-shows-need-for-renewed-us-commitment-to-internet-governance/
https://thediplomat.com/2021/04/should-the-west-fear-chinas-increasing-role-in-technical-standard-setting/#:~:text=Internationally%2C%20from%202011%20to%202020,percent%20and%2067%20percent%2C%20respectively
https://thediplomat.com/2021/04/should-the-west-fear-chinas-increasing-role-in-technical-standard-setting/#:~:text=Internationally%2C%20from%202011%20to%202020,percent%20and%2067%20percent%2C%20respectively
https://thediplomat.com/2021/04/should-the-west-fear-chinas-increasing-role-in-technical-standard-setting/#:~:text=Internationally%2C%20from%202011%20to%202020,percent%20and%2067%20percent%2C%20respectively
https://thediplomat.com/2021/04/should-the-west-fear-chinas-increasing-role-in-technical-standard-setting/#:~:text=Internationally%2C%20from%202011%20to%202020,percent%20and%2067%20percent%2C%20respectively
https://cira.exovera.com/wp-content/uploads/2022/08/NIST-Final-Report.pdf
https://cira.exovera.com/wp-content/uploads/2022/08/NIST-Final-Report.pdf
https://itif.org/publications/2023/01/20/americas-national-security-concerns-over-china-shouldnt-imperil-its-leadership-in-technical-standards-development/
https://itif.org/publications/2023/01/20/americas-national-security-concerns-over-china-shouldnt-imperil-its-leadership-in-technical-standards-development/
https://www.bis.gov/entity-list
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https://www.bis.doc.gov/index.php/federal-register-notices/17-regulations/1541-federal-register-notices-2019
https://www.federalregister.gov/documents/2020/06/18/2020-13093/release-of-technology-to-certain-entities-on-the-entity-list-in-the-context-of-standards
https://www.federalregister.gov/documents/2020/06/18/2020-13093/release-of-technology-to-certain-entities-on-the-entity-list-in-the-context-of-standards
https://standards.ieee.org/initiatives/autonomous-intelligence-systems/
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https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-5.pdf
https://www.nist.gov/itl/ai-risk-management-framework
https://airc.nist.gov/docs/NIST.AI.600-1.GenAI-Profile.ipd.pdf
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The U.S. is a global |l eader in standard setti]i
The United States -leendp,| ohygst tagmmp n m@ouls try most st
setting. However, the U.S. faces challenges f
tool to gain a competitive advantage for thei

72




Bi partisan House Task Force or
Research, Development, a

Recommendati ons

Recommendation: Continually monitor and evaluate the impact of Al on different
industries and the nation.

The U.S. should establish mechanisms to monitor and evaluate how Al affects different
industries and society. This information would be valuable in informing Al policies with
the most up-to-date information available. This, in turn, would allow such policies and
funding to align with our national objectives and priorities. For example, it might become
evident that additional research would be valuable in solving certain problems or
addressing new concerns.

Recommend &u p p fundamental R&D for continued leadershipin Al
innovation .

Fundamental science research in universities drives discoveries that can lead to new or
improved technologies while teaching and training the next generation of researchers.
Sustained, strategic federal investments in fundamental Al R&D, including through
public-private partnerships, will be critical to maintaining U.S. leadership in Al
technologies and applications. A disproportionate amount of Al R&D exists within a few
large companies. Therefore, federal investments are critical to continuing the
fundamental Al research that will ultimately benefit commercial development and the
public.

Congress should continue to support the National Science Foundation, Department of

Energy, National Institutes of Health, and other science agencies that make grants to

universities for Al R&D, including Al-enabled science in the STEM field. Further, to

ensure the United States remains the gl obal I
continue R&D investments in critical and emer
metrology science, that .underpin technical st

Recommendation: Increase technology transfer from university R&D to market.

It is difficult for universities to carry their basic research to commercialization.
Universities generally lack the means of production necessary to take initial research
results and generate marketable products. The pace of American translation of
discoveries and inventions from laboratory research to products must accelerate for the
U.S. to remain competitive. Closer cooperation among industry, government, and
academia could increase technology transfer, stimulate innovation, lead to new
products and processes, and expand markets.
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Re c o mme n d Rromote public -private partnerships for Al R&D.

Companies conduct a significant amount of Ame
certain developments as trade secrets that are key to their competitive strategy.

However, public-private partnerships for Al R&D and commercialization are an

advantage of our national innovation ecosystem. The U.S. should also build off its long

history of partnerships between the government (including National Labs), universities,

and the private sector to collaborate on finding an appropriate balance between open

and closed research. This can, among other things, help avoid federal funding of

redundant research with similar work in industry. Congress should support initiatives

that support and expand these effective partnerships.

Recommendation: Pr o matees eaarncdh st andardi zatil@ surroun
eval uatnidon ecsft .i Anlg
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standardize evaluations.

RecommendRt oot eevélmemti ofrastructure and dat :
Al research.

Researchers require significant computational
progress in Al R&D. Resource constraints ofte
businesses, and others to coondumett ARl reseygetemhb
Devel oping a shared public infrastructure of ¢
shared testiamngd rseosfotuwacrees ,woul d pr omote Al R&D
Feder al science agencies should facilitate ac
pomote greater availability of -sgadweriade dsadfat. waree

|l i braries and tool kits would also support Al
examine how the NAIRR could provide these cri
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Recommendation: Continue U.S. engagement in international standards
development.

TheniUt ed iSst aat egsl obal | eader iinn dulssenddya rhdptsteotnt i n
approadomwever, tdcdhealU.eSngdsacfersom nati ons that ¢
a tool ¢ompgat ntiave advantage fé&edehair domest |
coordination, tracking of federal participat.

standard setting can help promote continued U
b o d i Goreyress should also explore mechanisms to improve U.S. stakeholder

engagement in international standard setting, such as grants for small businesses and

addressing barriers to convening stakeholder meetings in the United States.

Recommendbdphohd the U.S. approach to setting

The United States has a |l ong history of setti
stakehol ders. The U.S. approach protects agai
del i beration and competition so that the stan

Policies that undermine the bottom-up, rules-based, multistakeholder process for

standard setting can put American companies at a disadvantage and embolden our

adversaries to ostracize U.S. firms from the standards processes.Fe d er a | policies
concewvmil mgpt ary consensus standards, trade, an
deviat e f r om Theladeral goyemmentaiwoild also work with allies to

uphold the Unit e dbastapreacshdo intemational standards kwodies.

Recommendation: Align national Al strategy wi
strategy.

Al is one of the most transformative technologies in decades and promises to be a core
part of our national interests for years to come. To ensure a government-wide approach
to Al development, Al should be considered a part of the national science and
technology strategy and similar federal strategies.

The National Al Initiative Act formalizes interagency coordination and strategic planning
on Al initiatives. The CHIPS and Science Act directs OSTP to work with the National
Science and Technology Council (NSTC) to develop a comprehensive national science
and technology strategy every four years to ensure research and development meets
our strategic directives.® Al should be an explicit part of this national strategy.

8% Supba.
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Re c omme n d BxXplorehow to accelerate scientific discovery across
disciplines with Al

Al has the potential to accelerate research in all fields of science. Federal science

agencies are investing substantially in fundamental Al R&D and its application to

various STEM fields. With this experience and expertise, agencies can understand the

resource barriers that impede Al R&D and can offer potential solutions that would

broaden Al research in the U.S. For example, agencies could study and recommend
additional I nfrastructure investments to bett

Interdisciplinary research that combines Al with fields like disease prevention,
environmental sciences, and manufacturing can deliver tools to address our most
complex challenges in new ways. Federal agencies have historically partnered to solve
these problems and achieve common goals. NSF, which funds university research
across all non-biomedical disciplines and numerous STEM education programs, should
be key in promoting interdisciplinary Al research.

Rec omme n d &uppord Al R&D by small businesses.

Small businesses are the backbone of the U.S. economy. Accordingly, Congress should
continue to support smal/l businessd6 capacity
like Small Business Innovation Research (SBIR) and Small Business Technology

Transfer (STTR) are serviced by 10+ federal agencies, with extramural R&D budgets

exceeding $100 million and $1 billion, respectively.®® Both programs are designed to

allow small businesses to commercialize advanced technological solutions and

ultimately promote technology transfer between industry, academia, and the

government. Agencies like NSF and DOD should continue contributing significantly to

Al-focused SBIR/STTR awards; these programs can support foundational and applied

Al research to enhance national security and our R&D infrastructure.®’

8U. S. Smal l Business Administration. "About the Smal/l Busi ne
Technol ogy Transf erSB(I RTHORIvpPr ogwamsshir.gov/ about
8National Science Foundation. "Smal | Business I nnovation Res

Transfer (STTRat Pomal atsi éhcd pBoundetwi.osf . gov/-$ maldi ng/ opport
busi Aesnnv-ae s eadsmab |
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https://www.sbir.gov/about
https://new.nsf.gov/funding/opportunities/nsf-small-business-innovation-research-small-0
https://new.nsf.gov/funding/opportunities/nsf-small-business-innovation-research-small-0

Bi partisan House Task Force or
Research, Development, a

Recommend&htC onorirmtgeer n a talolnaab o wa tlihkoenmi raldleide s
angart nemr sR&D

Gl obal I ssues, Isiplkien tAer nghotvadoorgpdirec € ¢ gover nment
the PRC deploy Al technologies to surveil and
States has an opportunity to |l ead the worl d i

devel opme
cooperat.i

nt, and depl oymenbenéf Atn tfeeronhantoil conga le
0

Cooperatio
[
0

t
n on research and standardi zati on.
n and Devel opment (OECD) Recommenda

included nvesting in Al R&D as tchesfiamgdt r ec
international cooperation. The United States
remains a major focal point for international
The United States should continue to engage a
demonstrate an interest in R&D cooperation an
devel opment that respects applicabl e anmternat
rights Congress should support federal Al R &
technology and foster shared wmahdesds anadi 906l a
Rel ated activities could include thealU.S. Sci
science programs that support international ¢
and ensure U.S. access to international talen
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CIVIL RIGHTS &

CIVIL LIBERTIES

Background

Al systems, especially those used to automate
brought wundeni able benefits to our daily Ilive
design, understanding, and safeguards, Al sys"

An Al model, and software systems more genera
inaccurate outputs. Acting or making decision
| awesx,acemh@atms, or create new ones

Some harms can potreanntgiianigl ye fhfaevcet swiadcer oss | ar ge
popul ation; they can even comstitwteée onmril mes gdh
rights, or.Parvilkuliabéytia@assituations that i mp
government services and benefits, it is essen
| awfully protects the publicdéds civil rights a

Adverse effect
consequenti al
government, an
or fl awed desi
recognition te

om fl awed or mi suslkutrteechno
iderations in designing and
w enforcement agencies have
t hat have nafefreacnpel de ,A nfearuilctayn
ology used by | aw! enforcemen

r
S
a

O o O m
5

f
n
I
S
n

Thaddeus Johnson et al, AFaci al recognitionGoeysnremsnt n pol ic
n VU aairmtee 130§ 2 2 ,s sluGk1l 45 3,

w. sciencedirect.com/ sciencel/ artiscelee/ads/:piTiat 80 R4y @m
he new | awsuit that shows fabMi@d@l Teeckmglnddly oRevisew f
/| / www. technol ogyrevi ewwtbmi &é@iRedd o0odi/ idtwtiseatidt212 6 76/ r ob
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https://www.sciencedirect.com/science/article/abs/pii/S0740624X22000892?via%3Dihub
https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-detroit-police/
https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-detroit-police/
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Onstateds sof,dewargnegstemdetect unempl oyment
produced numerous i mproper fr a.tri ncahlalrygeai bhedo
use of a flawed facial recognition sy$%tem i mp

Conceabondthese wamensbei ng consi d«reed Oii e 020 wh
13960, fAPromoting the Use of Trustworthy Arti:!
Gover nomeanst si gned by President Trump.

That order stated:

AfAgencies are encouraged to continue to us
benefit the American peopl e The ongoing a
will depend significantly on public trust.
devel op, acquire, atnhdatu sfeo sAtle risn pau bnmaincn etrr us
confidence while protecting privacy, civil
American values, consistent wimyh applicabl

ear |IEixerclut i ve3 88 d.er

I n 220hBRi den Admi Of st cat iodbn&si ence and Technol o
rel easeglduemrei nt f or ,aan whli tBi Ipla poefr Rlboigstidtisinogn e d
and not constitutingTli S. dgocuenemmehtaypgoliutcy .a
policies that could supmpdrdi ain&d Iprelpdreotaiteetsei v i |

U.S. values in the design, deployment, and go
Deprivation of Americansd constitutional righ
automation and automated decisionsleips ha serio
exami nwhibe.the House Al Taskforce has endeavi
through multiple | enses, further exploration

adoption is warrant eddiivd ilmanicyg kciabsee®b hens t t ee s
with juri ddiecstei ascaledr @aoresaisde mp | icaatsion g | Armd rsi
incl dhiwngnf orcemenenadoptdi o AWbemoMbgpdopti on ¢

i mpact these rights and | iberties, time and r
scope of the problem, considering potembral p
i nfatrimn on eFierdsnte ocdhmemndi mpl i cations from syr

pl ease Goenet ebohteh e n tcihaipttyve r .

2Al ejandro De La Garza, fNStates6 Automated Systems Are Trappi
Lives on Ttim28layne20W20ttps: //time.comt&BlOGWHe matl gme i t hm
SFederal Trade Commi ssion. "Rite Aid Banned from Using Al Fac

Technol ogy without ReFaesdoenraabll eT rSaadfee gOueaonrmivs@.\8'2f8tnc . g ov/ news

event s/ nerwsl/ epasess/ 20iZB/nInkeMr-aiy & cri ead o g aif tfidgca wse t adielpdrey e d

technwli ddpput

‘Executive Office of the President. "Promoting the Use of Trt
Government ." Federal wRegifetdenr,al8 eDec.t e2020yv/-83d6686mMmeépt-smaodRagl
t hes-edt r ust vaart ti-ti g tce lati Hhohder d egroavle r n me nt .. B Wil Ixdede .ucOni /BB 8 5 9 ,

i ssued in 2019handsavaiwlwawbfedatal register0g86d4Afdmaument sl 2919,
amer iHlcecaand e-r B hi pifritce lalli gence

S5AI Bi |l |l Thfe RANhg htést.H@ows € / www. whi t-b hoflisehtgn/v/ ost p/ ai
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https://time.com/5840609/algorithm-unemployment/
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
http://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government.%20This%20E.O
http://www.federalregister.gov/documents/2020/12/08/2020-27065/promoting-the-use-of-trustworthy-artificial-intelligence-in-the-federal-government.%20This%20E.O
https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-american-leadership-in-artificial-intelligence
https://www.federalregister.gov/documents/2019/02/14/2019-02544/maintaining-american-leadership-in-artificial-intelligence
https://www.whitehouse.gov/ostp/ai-bill-of-rights/
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Al Can Lead to Flawed Actions and Decision Ma
Because Al modeigenarepdablhems with training d:
perform differently than designed or expected
be i mbalanced, incomplete, or otherwit®e | imit
detect ways. Training data can include histor
to sufficiently rigorous scrutiny or analysis
data can fail to account for I mpgrwoampts mwuance

types of decisions.

TYPES OF DATA BIAS
IN ARTIFICIAL INTELLIGENCE

N

UNREPRESENTATIVE SKEWED INCOMPLETE
DATA DATA DATA
Source: -Adaxiemai ng Bias in

Applications: A Compreh

It is essential that training dgualis$yr épreste
intended purpose. | f not, a model trained on
inaccurate, misleading, or otherwise flawed o

with flaws that are skewed or uhewtnome&e ohamo!
groups of people. Using thesemkhkndg ocbuft dawed

engaging in bias and discriminati on sagdi mst ¢
race, sex, oOor veteran status.

One major set of risdksigaseedfbyli mysogens i s
bias, which can occur when an algorithm produ
Bias can be introduced into an Al system when
of the manner in which the Al system is used.

The chance of producing such a skewed model i
Al mo d e | refl ebdocedhimdtoradedudtialsy represent ¢
ot herwise exhibits a statistical distribution
the model

SLeonardo Nicoletti and Dina Bass, "HumaBbkodamPRedBmased23Gener ¢
www. bl oomberg. com/eamrea mhii cas//2 02 3
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http://www.bloomberg.com/graphics/2023-generative-ai-bias/
https://www.proximacro.com/news/addressing-bias-in-ai-for-medical-applications-a-comprehensive-guide
https://www.proximacro.com/news/addressing-bias-in-ai-for-medical-applications-a-comprehensive-guide
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The NationalStlamdtairtdst e naf T ehcahsn odl eostchrri ébdeldS T )
categori ebaof chinasnfluence AlL'Fsystemsyanaeémiilte
result from the procedures and whriacht intcagys nooft pb
consciously discriminatory but may.hdwese&i sad
bi ases cameftlhemt ébdet asets used tbeftaunadbregygst
by he norms aaofAl pdevel opment and depl oyment .

Second, statistical and bi ase:
result from errorsthat “ data t
system is trained on Wh ative
: en
rel evant popul ati ons. se whe
algorithms are trained dISCUSS’n bias in dat a a
cannot accapal &t ¢ teaymncAI't's’mportantto
Finally human biases keep’nm’ndthat common
cognitive phenomena sucno‘.a”b'aSls bi as,
availability heuristic, harn]ful_andnotall rcts th
from adaptive mental sh Albiasis due to | ead
cognitive bias. These el human bias. i mplic
affect ihnodw vdardual or gr d
acts on ithformation.
Biases in Al systems can contribute to harmfu
produce unwarranted, undesirable, or i1l egal
di sadvantaging people based on one or more pr
sucahs a personds race, sex, oOor veteran status.
Whil e discrimination based on protecnbted cl ass
directly violate a |l aw, it can stil!/ be har mf
decisions | i ke whether to hire oowhietbédepeodpl e
grant an individual credit. The harm resultin
reliance upon Al systems is unjustifiable, wh
When di scussjing ibsi asmpionr tAailnt t o keep i,n mind t
I

and not al Al bias is due to human bias.

First, ahl bi as 1 s Stiamthiegteinadly eémd mfawrmput ati onal

an analysis are a normal and expected part of
some of the most popular contemporary Al tech
"Reva Schwartz et al., ATowards a Standard for Nlademtniafifyi ng ar

Il nstitute of St an,daMarsc e nd02Zr2chnol ogy
https://nvlpubs.nist.gov/nistpubs/ Special Publications/ NI ST. S|
8Bettina J. Casad, et Brail t g n r2iCe2a®d,.i brrmattai nonni_cBai .acso. nl/-lsicance/ confi
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf
http://www.britannica.com/science/confirmation-bias
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For example, a model trained to detect a rare
avail abl e, and -+ohratu-nideptrae sneanyt osveegrment s of t he
That bias could | ead to misdiagnosHose vieorf, s o me
users understand these | imitations, they can
approptoametygate the risk of harm.
Second, biased systems are not necessarily th
use of the system. As the example above demon
a variety of factors, including |Iimited input
ways other than by | earning directly from dat
For example, using a variable closely correla
can serve as an unintended®Thresxy kfimrd st ndt cprra
bet ween training data and protected classes ¢
Enf orcement
Several agencies are committed to enforcing t
no-di scrimination, fair competition, consumer
2023, the Justice Departmentoés Ci viPlr oRieghti © nD
Bureau, the Equal Employment Opportunity Comm
Commi ssion jointly pledged to uphold Americabd:
fairness, equality, and justice and to enforc
sytsems including s¥%$hewsweneojwingdAln this pl
by the Department of Education, Department of
Depart ment of Homel and Security, Department o
and Departméint of Labor.
These agencies enforce federal | aws such as t
Americans with Disabilities TAhdts, pardglaist aCrees
fexisting |l egal authorities apply to the use
technol ogies just as t.bHoyweavpehri,y mayobéechalhbe
given recent Supreme Court rulings that curta

statidt es.

Existing agency authorities may not al ways be
di scrimination at issue. Particularly in the
may | ack the resources or expertise to adequa
engendered by emerging technol ogy.

For example, zip code, which is not a protected class, can
vy, s. Department of Justice, fAJoint Statement on Enforcement
Systems, 0 U.S. De praviwt me st i afe . Jwsticce / page/ file/ 1581491/ dl ?2in
1y. s. Depart ment of Justice, AJoint Statement on Enforcement
Protection, and Equal Opportunity Laws in4Apromake@@2Systems.
wWww. justice.gov/crt/.medial/l1346821/dl ?inline

2L Loper Bright EntenMNmi4® vw03Rau.nfondo, (2024), ;144 S. Ct. 22
Relentless, Inc. v. ,De(pd 2 mBRP ! 'AoAlsTolmmeROEB. ,0p60AtU.1S. _

(2024) (Wt 305202 yww. supremecouAblgdmbB8ppdfons/ 23pdf/ 22
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http://www.justice.gov/crt/page/file/1581491/dl?inline
http://www.justice.gov/crt/media/1346821/dl?inline
https://www.supremecourt.gov/opinions/23pdf/22-451_7m58.pdf
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Further, many Al systems are highly complex, |
Al system may have much more information abou
Consequently, regulators and the publid often

algorithmic systems rely wupon.

Wit hout sufficient transparency into specific
one must evalwuate the Al system as it is depl
potential to produce discriminatory decisions
systems produce their outputs, what -roles the
making, or how to correct these fl aws.

ROOTING OUT BIAS ALONG THE MODELING ROUTE

Bias comes in many forms - missing data, corrupted data, data selection, data confirmation,
confounding variables, overfitting and underfitting, and algorithmic interpretations - and can be
introduced and identified at any point during the care and feeding of a machine learning model.

Budgeting Collection Training Predictive Outcomes

Parameters Indigestion Testing Actionable Insights
Expectations Preparation Evaluation Feedback

Data Sources Cleansing Validation Adjustments

Source: Te&k hwaygeto reduce different type
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https://www.techtarget.com/searchenterpriseai/feature/6-ways-to-reduce-different-types-of-bias-in-machine-learning
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Key Findings
| mproper use of Al can violate | aws and depri
rights.

hat 1 s flawed, skewed, bi-makidng odan mpirmlpat
or deprive cmertiidaints omfalt haigrht s, civil r
ions made with the assistance of Al <can

i mination agaiAsstCommgottasct ednsli a@eAlss pol i c
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not al ways apparent whenorAlwhsayts treomse sp rfol
ts pldeci-mabolgal uat ioncgunaenmdt idng t he speci
cteristics and I imitations of Al model s,
can reveal risks associated wianbemaking
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S may help i mprove Al systems and addr e

—
O Cc »w oS T

c
(72}
oo oo
O+ wn - T
o -
(¢}

(¢
(7]

8 4




Bi partisan House Task Force or

Civil Ri ghtisbeand eGi
Recommendati ons
Recommendati on: Have humans in the | oop to ac
potential fl aws when Al is wusedmaki mgghly <con
This Iis necessary to safeguard the constituti
affected by Al systems, whether those systems
entities
Recommendati on: Agencies must understand and
di scri mi nat emayk idnegc.i si on
Not only must federal agencies understand and

but those agencies tasked with overseeing ciyvV
al so understand and protect against unl awful
important f-moakidreg FHismpodné tglhakeabanki ng, healthcar

education, employment, | aw enforcement, and o
Recommendati on: Empower sector al regul ators w
addresrselMmlted risks in their domai ns.

Existing sector al regul ators are empowered to
accountable for different violations of const
vi ol atiamms consumerTop raodtdercetsisonhow Al i ntersect s
jurisdieguloamtsgr s need tools and technical expe¢
addressel At ed risks. Agencies should adopt too
enabl ed -ch@kisgoand identify and quawialblyegpot el
deci-maknAhlg.knowl edge i s especially helpful to
financi al s er viowess ,n ghe ealdtuhccaarieoon, empl oyment ,
protection, where many novel types of Al deci
approach is for agencies with Al expertise to
research programs to unfderrstnand iasrkd mift iIAatseg s
di fferent contexts and use cases.
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Recommendation: Explore transparency for user
using Al
Al technol ogies play-makiaggen aoéasi audkecasib
heal thcare, housing, education, employment, ¢
enforcement. Wi thin their domain, sectoral au
surroundi mon dwhuentdreer'r whi ch circumstances it wou
individuals when conseqgbgnti ptodesbst bats awuwubs
Al. A similar concern is whether and to what

t he <c hatriaccst eorfi sAIl bsyy sgtoevnesr nunseendt oirn pmakiang@ ent
consequenti almpdewviedi emansparency could al so h
over si gthyt tolfe Adubl i ¢ ®ndk spreicv aatl éh ye A tc duris e d

advertisementaeafandc | aw enforcemakingnd judici

Recommendati on: Support standards and technic
fl awed dmakisngni nvolving Al systems.

| mproved private sector engagemedstedi n exzmaitchae
standards could help provide a rigorous techn
systems i-makdeopgsi Ah standards are much I ess m
i nfrmati on technology standards, such as cyber s
critical to maximizing transparency, control,
to foster public trust in Al and | owesethe ch
standards would be most hel pful if directed t
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EDUCATION &

WORKFORCE

Background

Wor |l dwi de demand for sci e,mana, maddlremamltd gy, (eSnTge
capabl e workersye¢apedi aglolbby famd Alareers, cont
STEM competencies achezsdsmUng. moedtl@sseate al ,
mat hematics and science scores in the United
other nations anfnlde ©imivtee st adjmradledand state eff
has a significant gap in the appropriate tale
Al appldiacnadt itohniss ga’grias ngngwiamgneerd ucaant dlnear ner
Al topics will ibmdy). Sri tlieaalertsdi @o nttna Wuhet echnol
country's economic. and national security

Fostering Al and STEM Tal ent

Training the future gehataetdi 6hel d6 sahebhs wnt.
education. While Al |idlelrastymdeonutge naecakhygi ngeée
wor,l daddi ti onal foundational knowledge and sk
work in more technical roles in creating and
researchers, Al / Machi ne Ldeaatranisncgi e(nMLi)s tesn.gi ne e

INational Science Board. ATalent in U.S.NamidomGalob@eéntS&EM &du$
and Engineer,ingh24t,asi st hcses. nsf . gass-Ap-dbse-bha behu2u0c2adtIi/btnal ent

| abfooor ce#el-amdertanvhat hemahnhdBcbBence

2Di ana Gehl haus, et al . iThe U. S. Al Wor kf orce: o enAreal ysi s o
for Security and Eme2@2hgsTeéchnoelogies gestadwonr.kefdour/cpeb | i cati on
SU. S. Department of Defense. A2020 DoD Arti fNactiiaoln all n tDeelfleingseen c
FoundatkR&gaG,ps: // nwcfowundation. org/ wp
content/uploads/ 2021/ 02/ 2020 DoD_Al Training and. Educati on_S
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https://ncses.nsf.gov/pubs/nsb20243/talent-u-s-and-global-stem-education-and-labor-force#elementary-and-secondary-mathematics-and-science
https://ncses.nsf.gov/pubs/nsb20243/talent-u-s-and-global-stem-education-and-labor-force#elementary-and-secondary-mathematics-and-science
https://cset.georgetown.edu/publication/u-s-ai-workforce/
https://nwcfoundation.org/wp-content/uploads/2021/02/2020_DoD_AI_Training_and_Education_Strategy_and_Infographic_10_27_20.pdf
https://nwcfoundation.org/wp-content/uploads/2021/02/2020_DoD_AI_Training_and_Education_Strategy_and_Infographic_10_27_20.pdf
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For example, becoming an Al / ML specialist req:
operational analysis and mathematics, includi
and statistics.

ds of the domestic A
he major challenges
|l iteracy in STEM con

Addressing the future nee
talent. However, one of t
wi despread | ack of basie

A 2019 international assessment of mathematic
States eighth graders ranked in the middle of
advanced economies, with Singapore, Japan, an
t hen, mraetcieonntal assessment scores indicated t he
regressed approxi matel y -1290 pyeerabresmidcuri ng t he C

For students gedkivmmghto tchoaurr sfels, such as comput
U.S. public hitdglans chhppmpdsedftfercbeywiadelsy wher e
taught, | ike Chinhwhianed sSouudtehn tkso reeaar.n mor e mat h
high school and complete mprevipdasscetlheburse:
on a national mat hemati cs assessment have not
benefits, mprhborematoad

training will be challe s cont
to |lack the necessary r

Al | earning should al so rting
thalX | evel. Al 1l earnin 1y
required advanced progr 570/ t hat
is typically beiyl&nd etthtd o

However, the emergence O SHooLs OE e
appropriate totmds amablci NATIONALLY

educators today to i mpr proce
for youngéBestudénssudi

found the potential to rning
experience for younger ng the
to study Al systems?®in SourM®B Science and gg

I ndicators 202

‘U. S. Department of Defense Cyber WhbrSkf obrecpea.r tAnie/nMPR 0o3fB elre fae ni sset
https:// publ iwo.rcky b-enksapneicli/ad ciwsft /

SNati onal Science Board. i Sci en cNea tainodn aH n gS cni eeenrcizrd gF ®l,unnddi act ai toonr s
https://www.nsf.gov/nsb/publications/ 2020/ nsb202015. pdf
SNational Center for Science and Engineering St aNaitsitoincasl. EI er

Science Foua@aiFjpen// ncses.nsf.gov/pubs/ nsh202331/

“"Code.org. A2023 State of Comput er T1S2 i SecnhcOen dEsd, udc2a@t2i3o,n: A Sur v e
https://code.org/assets/ advocacy/stateofcs/ 2023_state_of _cs.
8Liyao Zou, et al. "A Preliminary Study on the pplication of

A
Education aA€MTTaiansagti ons on ,Computing Educati on
https://dl.acm.org/doi/abs/10.1145/3358695.3360939
Martin, et al. "Systematic reviesd2o0fedues¢iRO@IR()RMO 1&rotmpfuit eir sl
and Education: Art$dienadé¢Dilme @20 2i4g,ence
https://www. sciencedirect.com/science/articlel/lpiilS2666920X2
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https://public.cyber.mil/dcwf-work-role/ai-ml-specialist/
https://www.nsf.gov/nsb/publications/2020/nsb202015.pdf
https://ncses.nsf.gov/pubs/nsb202331/
https://code.org/assets/advocacy/stateofcs/2023_state_of_cs.pdf
https://dl.acm.org/doi/abs/10.1145/3358695.3360939
https://www.sciencedirect.com/science/article/pii/S2666920X23000747
https://www.nsf.gov/nsb/publications/2020/nsb202015.pdf
https://www.nsf.gov/nsb/publications/2020/nsb202015.pdf
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Studies rielarAdi g rK i c uPlaucm fiinc trheegiAosni ahave not

positive influence on studentso6 | earning outc
machine | earning, neural networks, and deep
i mprovemeéenmtdeinnhsd inte¥est in Al courses.

Currently, thepamoway ciommont he Al wpel&dforce is
degrident erese¢l anedl degrees | i ke ocdoemmpruotledrmesncti & n
computer science degrees grew 2%¥Boweveenttbhbet

is some concern that the teaching capacddity at
Anot her key challenge is the significant gap
to certain underrepresented gr olutlpes ,Nadtnicd uali ng
Science Board (NSB) descri bes otthhioss eihsashuwe as i
yet to be engaged in the STEM workforce so th
and gender makeup of Y he general popul ation.
It is critical the United Statestbmduntvrat.es S
While progress has be®sigpmadéei cantkbgembrgewnsKk
overcome this gap.

Several studies on innovation have clearly de
perspectives on innovat i on!Bcraopaadceintiyn ga npda rctoi ncpiep
woul d help provide the t@alapabl ecovded fDoceeaal
ensure the technology is deployed safely and
As with many technologies, there is a risk th
communities that are part of its development,
reinforce existing structural, economic, soci
Resources for Al Learning

One key challenge facing the devel opment of d
Al resources, particularly computational powe
education.

Jjiahsmg et atevi Awmefal iterature on educatidrall expprsoanhedef
AsiPaci ficCompubers and EducatipnvoArtBfi2gdDak, |l ptelDDBG6ECeE
https://doi.org/10.1016/j.caeai . 2022.100065

“Rat hinam, Sonali, et al. fAThe U.S. Al WE€ektercéorASelcwyzing
Emergi ng Tech2nCo2ldo,gs es/ cset . geor getusaiw.oe d&ud-Zip a leycucrargeunotp I v h e
androwt h/

2”Remco Zwetsl oot and Jack Corrigan, "AI Faculty Shortages: A

for Al Cehitlelrs?'or Security anduEupnet@is2g /Tecih.norl o/glyd. 51593/ 201¢
B d.

“Supba

’National Science Foundation. "NSF Rel eases |Nattd sotn a3 c iSecn ceen cae
Foundation2®Wa2@es:// www. nsf.gov/nsb/ news/.news_summ. jsp?cntn_i
®Forbes Insights. "Diversity Confirme&orbeBodbodtanl.nrRd®d®&ti on a

https:// www. forbes.com/ sites/-dwonifbietrsthenaisignhotvsa/hAlToznGk/nCcli/al5/ di ver
results/ ?sh=45c6ec0Oc4ab6a
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https://cset.georgetown.edu/publication/the-u-s-ai-workforce-analyzing-current-supply-and-growth/
https://doi.org/10.51593/20190049
https://www.nsf.gov/nsb/news/news_summ.jsp?cntn_id=308617
https://www.forbes.com/sites/forbesinsights/2020/01/15/diversity-confirmed-to-boost-innovation-and-financial-results/?sh=45c6ec0c4a6a
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Even | arge research institutions do not have
complexity comparable to Chat GPT. Smal-l er i ns:
serving nstitutions, communityaodl sengés$, sec

O M — TtQ

businesses may facepdeeipregs oltadlelrevi gotggseac ces s
needed computit’ng resources

New Wor kforce Pathways for Al Practitioners
Continued U.S. | eadership in Al will require
including people with skills in researching,
This will likely require expanding wdukBboroea
routes

Al |l eadership would also be strengthened by u
wor kforce, defined by the National Center for
wor kforce that is highly skilled in ®cisemce a
bachel or 6s de%Arl & en oaurg ha icAMed. was generally not
descriptions -hbelf atred 290RI2I, 1 Alwere present i n j
technology, data science® and computer engine
No w, many wor kforce pathways, even some not ¢c
continually evolving their traintnrgd attoedi ncl ud
certificates and deX®irrecelsudisng rmews nign dsuvs tfrtyl ypar
community colleges to train new talent. For e
wor kf orce program expanded to over 85 communit
and 2?0Ho3wever, many companies do not recognize
degrees as sui abdetbeeddobpiabbmt iodbnalonhiring
| i ke-bakieldl s ecruitmenitsi s&mains | ow but

Al an Blatecky, et al. Mi ssing Millions: Democratizing Compu:
Digital Divides and Increase Access t dNaSdiomrmade Sfcdrendred droruenpra
202Ht t ps: / / www. rti.omglbubhséaui bhemtspdhg

BNational Science Foundation. Skilled TecRNaiicahaWo8&ifence: O
Foundatpkt@alt ps:// www. nsf. gov/ dteathinviidaiddfsowsdressindaecrskiisrkg | | ed

group. pdf
®Diana Gehl haus and I nes PancorboCehUef. fDem&eduf ot yAlhnade Emi

Technol doaypweh2t00@4:.//doi .org/10.51593/ 20210001

%Jackie Snow. "Students of Al GoAJgesBR@#urning to School for
https:// www. govtech-edd st edfelals triseotny thrsigrhgd wdr.i

2Jobs for tiRealdyt Woe kf ATrhcee (Reenptoerrt f or Arti ficial ,| B0@BL i gence
https://info-AIRdaoby%hd hWhrflsf/drFde %20Report 103123

VFE. pdf?2utm medium=email & hsmi =280455825&utm _cohtent=28045582"
2Supta.

ZAgovino-Bas®kli Hising | sSGaiertpgf Grotlnchah Regs®024eg Management
https:// www. sthaoror. so/rpehvi sn/gaslkls-B & $-6 8 s eawyor kpi mered
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https://info.jff.org/hubfs/JFF-AI-Ready%20Workforce%20Report_103123-vF.pdf?utm_medium=email&_hsmi=280455825&utm_content=280455825&utm_source=hs_automation
https://info.jff.org/hubfs/JFF-AI-Ready%20Workforce%20Report_103123-vF.pdf?utm_medium=email&_hsmi=280455825&utm_content=280455825&utm_source=hs_automation
https://www.shrm.org/topics-tools/news/all-things-work/skills-based-hiring-new-workplace-trend

Bi partisan House Task Force or
Education and Wor |l

The federal government and states are also de
pat hwanytso eAlat ed jobs. The Department of Labor
underNatthieonal Apprentiaetdhe pWAckf ofcd9BAnovat.i
Opportunity®Actt faVl OaAf)i onds primary federal s
wor kforce develcdmmdemtg apprenticeships. DOL ha
partners to facrédlidtagce apgreesrnstPIoewdr pl pstogtresn:
supporel &ated apprenticeships, such as through
of fer appr?nticeships.

However, a persistent challenge is the | ack o
identifies and faromaelsdzebdessdanttasdaAld compet e
those roles Wit hhout a standard framework for
variation between Al curricula and training p
validating the skill ssaeekecoesmpetencies of Al

Uhderstanding the Al Workforce

Little is currently understood iamoluddiwhg imtaxk e
demographic makeup, chantgieme, nemmleo woe ktf ogazes,
penetr atrielnatodd Ajlobs ®&Farodhees addr ssork rol es,
categories, tasks, skill sets, and competenci
undefined. For example, there are no standard
t hat workers need to beoabl andoadal ysstsi odg, Aé
Wit hout good data on the Al workforce, it wil
gaps, and needs of this important workforce s
tasks, and the knowl edget aasnkds ,s kwolrlksf otroc ep epraftohrv
professional certiaftiedatiobss widd Al main | mmatu
Understanding the Al workforce, including def
educational and talent pipelines for AI

Updates t
to ful fil
successfu
pr s¢fse onal

o workforce training programs and no
| the growing need for Al practition
1y a
Al

navigate from career education
wor kforce.

2United StateNsat i @onmdr eApsp.renti cRshli p8ABawa®B5 ABGi7t ad 3Ft. at es
Statutes, atolL.ar5666 ppGhaebmwfso,/, / www. govinfo. g0/ pdht ETATPKE/ ST/
560Pg664. pdf

%0ffice of the Federal Regi ster, National AdeBWoreksf carnacde Recor |
Il nnovation and Opportunity Act UyB0l4Ho0vernment Publishing O
https://www. govinfo-148ptubpp28etail s/ PLAW

%Exiger. "Exiger and | AA Partner to LauBxhg®DL2Regi stered Ap]
https://www. exiger. coomnniflageanm stpdeat lokes d iesxd mpereant-prcesgham/

2’South Carolina Department of Revenue. TC45So&Empl Ggeel isnadi th
Department ,0f2@®e3¥,paue/ dorsistce/ghor/ mo/r Me45. pdf

2%The White House. National Artificial Intelligend@eResearch
White ,HoMasy h2t0t2p3s,: / / www. whictoemh ewnd & .upd wawp /A2A2-EheBlalageocel
Reseaamthevel offme mttPd gdrfc2Bpdat e. pdf
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https://www.govinfo.gov/app/details/PLAW-113publ128
https://www.exiger.com/perspectives/exiger-and-iaa-partner-to-launch-dol-registered-apprenticeship-program/
https://dor.sc.gov/forms-site/Forms/TC45.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/05/National-Artificial-Intelligence-Research-and-Development-Strategic-Plan-2023-Update.pdf
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Ski-ddsed hiring will expand talent pools by me
bachel oré6s degree to dwimoihshelap er ¢ meve Is&iidi e
empl oyment for historica?The ulrdietredc pSteasteenst eada r
strengthen the Al worbkafscerdc enibryi negn a labei vielg oospki enl gl
framewor k, and investigating ©taamdamrdi z2iongvowkIf

roles, job categories, tasksnels&t éwdi |jd@lbad ,s oa e
enalski-bhsed .hiTrhiinsg i ncl udes within the federal
t hel i n GovernmemmhiAdt idfl SDHOYWD, ng

Further satesesseexgudnsei-ordemwed | data anal ytics t
status of the Al workforcedeSumpanftasnwpgs better

efforts and investments to address gaps and d
di sparities, in the Al workforce. Some of thi
of Labor Statistics and the Nationals®Center f
Congress and the federal government should co

streaml i necoslucehc tdiaothna. and anal ysi s

Al job postings (percent of all job postings) in the U.S. by skill cluster
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0.28%, Computer science!
‘ \ _ 27%, Python
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0.07%, Scripting
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Sources: AVANT by Avison Young, Lightcast oY AVSON YOURNG

Source: Avilsaomoryodemand for Al skills contint

%0ffice of Personnel ManagBmead. HOPMhRreiGefaddsmak i Cdsital Of fi
Counci2lh24 ,ps: / / www. chcoc -ignotvellcloilngheermnmat &) b L-& B-if @ ke cadl ui -si t i on
gui daerAgcoev er n ment

0ffice of the Federal Regi ster, National AR26éBPCorsolaindlatRedc or
Appropriations Act, 2021. Uu.s. .@odvdr,nment Publishing Office,
https://www. govinfo-lt6épbbppbbetail s/ PLAW

slSupka

2Hi I, Nati onal Center for Science and Engineering Stat

i sti
Per speNatiivenal Scienc2zhFownsdatineses. nsf . gov/mpgebd/i gemz@®@205/ ar

technol ogy
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https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
https://www.govinfo.gov/app/details/PLAW-116publ260
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
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An Evolving Al Workforce

While it is crucial to establish a workforce

stress that the composition of the Al workfor
advancing rapidly and being adopt ed earcsr oasnsd ma
roles within the Al ecosystem are also quickl:
skills will enable better researcmpap.iSngnito
| eadership in Al

There are also entirely new roles that have e
scope will be heavily influenced by advancing
i's an emerging sewhasesesf Ahdaedisuuoest hat Al s
following | egal &hdwetvbrcalepeatobol sto Al me
assessment, and assurance best practices is o
devel opment amsdudmtesgrdaatiaoncenter workers and
profesdmawaadbso grow or cthemhgreo é¢ad gplyndgissiiodne. t h e

Al model s r el y -counr altaerdg ed aatnads ewtesl,| whi ch has | ed
data | abeling tasks that require significant

e

n

to the Global South, whers conditi
y, some of the most advanced model
acko (RLHF) to align model outputs
equires humans to provide feedback
u

preferred t put s.

Il n some cases, thiwagmegng khavikeg sl onanual |y f|I
toxic content to make the Baedude tpdrotrs patlti!
internet contain | arge amounts of disinformat.i
intervention, these systems are prone to mi mi
feedback requires workers to have appropriate
cogagtly. As companies seek to Iimprove Al syste
to be a commensurate increase in the skills r
feedback in RLHF or similar Al training parad
FacilitatiPmg VRURI iP@rtnerships to Bolster the .,
American | eadership in many <critical and emer

rooted in the -WniSv eirguuiwueyt mme Rt& D ecosystem and
pi pelines.

3Mar k Dangelo. "Auditing Al: The emerginghomsoheRed@2®s tran
https://www.thomacnmpewstter/ d . echmbdmggpavenciyhg

¥Chinasa T. Okolo and Marie Tano. "Moving Toward Truly Respor
Brookinis23.,ps: // www. br ooki n-y ®we d di/leasr pt o rasid ebsl eein @ yp #ndrgelt o-b - |

mar ket /

%Billy Perrigo. "OpenAl Used Kenyan Workers on ODTeme Than $2

202Bt,t ps:/ /ti me. c ok & Pkdgynbwradr/koepresn/a i
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Succesoflllaborations between educational I nsti
Sshould effectively align education and wor kfo
emerging technologies. The National Science F
Technol ogtyi,od namamd aPartner shChIsP$ aaaich o3¢ izerdc e nA
202 is a key facilitator for these activitie
To foster the Al workforce needed for conti nui
occur at wevery lkeevwe lwo riknfcolrucdei nsgt awkiethhol der s. Gr
bet ween federal, state, and | ocal entities wi
stakehol ders can provide useful opportunities

KilZ ]l assr ooms.

Partner sh

Il ps can also create effective workfo
coll eges to

data centers and factory floors.
such -eBCHW (Pathways in Technology Early Coll ec
bemeen | BM, publ i cy earhoiond st,i tantdi drwon, to offer
di pl oma, an associate degree in STEM, and i mm
worlkF.urt her, partnerships can provide unique r

pat hways for students graduating with undergr
al so ofifnert obuy aining programs through direct
credential s

There are also opportunities to tdlervedglp and c

gover numeinteirnsdiusyt ry partnerships. Different re
industries with i1indi wiadawomlefealrsg e achalv elmpp me ret
di ffer acr osSupgpecorgtuieanpghr egi. onatophdftackislsiht gptse

the equitabl e and br oaadn dd itshpee rescioonno noifc Aolp ptorratiu
brings.

Al Literacy and Empowering Educators

As society has becédomsemrdogreiknawlnsddave had to
competencies to compet e¥Riqgiatldly Iliint @rhac ywohlr&k | ¢
new |iteracies, such as medi a,®Ado rhg uteara,c yd a tnav
understanding how Al functions, wusing it resp
ethically in various fields. It spans all dis
consumers and responsible createns whiltecappry

Digital 4i t2&rldci es: Concepts, Pol i

%0f fice of the Federal Register, National Ad6HRAN easctanndakRiencgo r

appropriations for Legislative Branch for the fiscal year en

Government Puelkl i SRy, OFfsf:i// www. govinfo-ltdptibppbdetail s/ PLAW

S"TP-TECH: A Global Model for EducaPRT®B@H a2ntd23Wps kf owwe. Deveh o@me/
I

BLankshear, Colin, et a
/

https://pages.ucsd. edu bgol df-EnbbebDéeth08laldfteacdichgsLapdikshe
¥Si-@heung Kong, et al. "Evaluation of an artificial intellig:e
study baclCprmpwreg.s" and Educati onvoArtR2finoal l)n2eRLjgpnc2000
https://www. sciencedirect.com/science/articlel/lpiilS2666920X2
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For example, a | ack of wunderstanding of Al <co
mi ssing out emhpnaocdwngtodviiifopgpabivi wg uses of the
technol ogy. Meanwhil e, rampant or reckless us

the technologyrmapntleeadni sodAkles or har ms.

Comprehensive Al I|iteracy is fundamental to e
maxi mi ze benefits* Ag@pmpirbipgatae ehdemsning curr
education across di®ociapliedes eaamelrsad htouflh i
conceptual wunder $tanandgsnder drodhu &Kt e student s

« Understanding how Al works
« Using Al responsibly

- Recognizing its social and ethical
impacts

- Understanding Al's potential benefits
and risks and how to mitigate the risks

Al literacy is cruci al not only for developin
nation as a | eader in this critical field but
associated with Al . As our adversaries gain a
weaponization, and economic competiigamn, it i
l eadership 4dhteugh eamudll i c. From early chil dh
positively affect our everyday | ives, work pr

wi despread understanding of Al whild tmdhmgaltceg
such as recognizigegehat msl icontleeatAlspace.

Curricula Devel opment

Facilitating the devel op-mehtt adednaanbaipedde noewnrtrait c L
wi || be critical to improvingyAlt hki Nataoypal AS
Foundat i)on prNiSFatnedi svedt,sroonetgerati ons shoul d
educational formats, including online | earnin
professional devel opment to meet evolving wor
should also incorporate prepat everdhdtaogehnod
|l ifelong | earners, to promote the responsible

“Tal agal a, Ni
https:// www. f
“TeachAl Pol i
“2Davy Tsz Kit
Intelligehce?2,

.-Ehalhé¢ edi Peaecfthet RoeRAb. " 2022,
s.com/siteshitihceatdbbedalt at0B2f0D2/ 02/t he
TeoaschHAlwww202&,chai .org/ policy

g, et al. "Conceptu&loimpiungrAl alnidt eErdaicya:t i Am : e ¥
W2t psp./ /Y®OODHYX g/ 10.1016/).caeai . 2021.100041
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Teacher Needs and Guidance

Teachers need knowledge of Al technology to a
students. However, |l ess than a t Miorndke ®f02t4deach
survey found t hidt2 %k ageéireadesnthaadf received no pr
abowgsing artificial i nt&ldiuicgae¢ mces iamdt meméiina sd
simultaneously must | earn to operate specific
broader range of Al systems integrate into th

needs of teachers-wordea baist sgir athiean i maat e hig
and subject to differbeansted ureesddsi.cti ons and pl

As Al sardgnemsasi ngly integrated into the <cl as
administrators wil/|l need tools and resources
the distribution of these resources is highly
popul ationshosaecWwWiudhng range of disabilities,
positive benefits that Al systems can enabl e.
Academic integrity iIstaaphiemaryedoocaéonnsamang
at all Il evels. Some students have used gener a
. - . assignments. School
B etesslaldevelopment have yourecelved onusing | 3 universities str
o hone write policies to ch
@irors than one one ime session mi sconduct and gover
ongoing training academic integrity.
maj or challenges 1in
is the | ack of effec
detection software.
detection systems ha
provwen be irmMfaccurate,
whil e others produce

out comes.
For example, some de
systems nhaadweer t ent | vy
accused multilingual

because the systems
trained using writin
from native speakers

SourcecabBhikecenrkTeachers Desperatel
How Many Are Getting I

“lLauraine Langreo, fTeachers Desperatel yENaeedt Abadviaiethi ng. H
202t t ps: / / www. edweek. odehltpecraatandit ¥ cayi-lnti mmajay eeet tiitn 2024/ 03

“El khatat, A. M., El sai d, K. & Al meer, S. Evaluating the effi
human agnedneArlat.2@2Btetxgs: / / doi . or-@2-680145007/s40979
“Weixin Liang et al. AGPT dat e wteo rEn gdRiast hbdiwandsdok r &7g ali 2102 3 )n,0o n

https://doi.org/10.212016/j.patter.2023.100779
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States are starting to grapple with this tech
2024, onl 9AdRzenhate€ali fornia, Il ndi ana, Mi c hi
Carolina, Ohio, Oklahoma, Oregon, oJ\iardgi ni a, W
i ssuledlMmted guidance from the state depart men
organi*%@itstomi.cts and higher education institut
approaching Al tools. Some systems hagve banne
their %Hsaome ,have devel oped pol¥whiids fsari |dp portchpe
built thernabloevch éAdu®ati on tool s.

Becau
1 te
gov

Si mi
i n h
gui d
and
Fede
prov

e educators and administrators often | a
cy and to incorporate Al tools into the
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e
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Al | mpact on Wor kforce

uman j obs ahmdalsdotbleemr omicsie r a |
technol ogical progression
ni ques, such asnakommguter Vv
ve become commonpl ace over
ss various indu®tries has

a
The automation of
concern. The | at es
traditional Al t ec
processes, which h
automate tasks acr

o9 o+ O

However, this automation has also |l ed to the
repetitive or predictable tasks. As Al has pr
i ncorporating more advanced Al, including gen
si mptlaesrk s, including creative work, computer p
may di splace some jobs, it will augment exi st
created may require more advanced skills, suc
ovemsgi;gothers may require | ess advanced skil/l

%Becky Pringle. Report of the NEA TaskN&bircealnEdAutafionhahss$d
June 2024%4%s:// www.nea.orgtsites/ default/ files/ 2024

06/ report of the nea task force on artificial _intelligence_i
47

Searcey, Dionne. "Despite Cheating Fears, Schools Repeal Cha
https://www. nytimes. com/ 2c0h2a3ticlpdth-thabr b .ulst mless/ school s

¥Shaw, C., Yuan, L., Brennan, D., Maz Vic.k028., Janson, N Fo:

Tyton Pattmperé/tytonpartners. c o-mMNa pCHERU ®ATHEANI002233/ 1 0/ Gen Al
UPDATIH MEORCL ASSTUDY. pdf

“AEd Powered by | ndi vildousa |A nAgcecleel se rlantiifoi ne2dB PS4cnh, 0oo | District
http://www. |l ausd.org/site/default.aspx?Pagel D=19406

S0ECD/ APO, Il dentifying the Main Driver sOrodarPiroatuican vfidry BEa mm
Cooperation and Devel ®mameéit t PRI sibingrg£h0. 1787/ 00435b80
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https://www.nea.org/sites/default/files/2024-06/report_of_the_nea_task_force_on_artificial_intelligence_in_education_ra_2024.pdf
https://www.nea.org/sites/default/files/2024-06/report_of_the_nea_task_force_on_artificial_intelligence_in_education_ra_2024.pdf
https://www.nytimes.com/2023/08/24/business/schools-chatgpt-chatbot-bans.html
https://tytonpartners.com/app/uploads/2023/10/GenAI-IN-HIGHER-EDUCATION-FALL-2023-UPDATE-TIME-FOR-CLASS-STUDY.pdf
https://tytonpartners.com/app/uploads/2023/10/GenAI-IN-HIGHER-EDUCATION-FALL-2023-UPDATE-TIME-FOR-CLASS-STUDY.pdf
http://www.lausd.org/site/default.aspx?PageID=19406
https://doi.org/10.1787/00435b80-en
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Congress must consider how the U.S. workforce
utilize Al while protecting against potenti al
communities.
Understanding Worker Augmentation and Displac
Shifting demographic, social, and economic ¢tr
shortages, widening skill gaps, and an aging
shortages, businesses across all -ecm@mloend c sec
aut omatiiogi taald tdr ansf or mation to supplement ¢t
productivity. I't is Iimportant to examine how .
of the workforce.
Generally, Al is wxrpkdeneevwll dddaarmdeting become
more profthectei ¢!l 3l | ow workers to spend mor e
compl ex problems that draw upon their expert:i
wi || require i mproved Al | iteracy act+oss the
skilling taaw gpeernfterdmtAals ks .
Di fferent sectors will adopt and adsapetcitfo cAl
considerations for Al 6s ethical and responsib
journalists found that over 70 perceetAlofi mes
some capacity, but they continue to have conc
inaccurate informa&ition, bias, and more.

Fastest growing vs. fastest declining jobs Ec:ﬁ%"rzlc

S’

Top 10 fastest growing jobs Top 10 fastest declining jobs

1. Al and Machine Learning Specialists 1 Bank Tellers and Related Clerks

2. Sustainability Specialists 2. Postal Service Clerks

3. Business Intelligence Analysts 3. Cashiers and ticket Clerks

4. Information Security Analysts 4, Data Entry Clerks

5. Fintech Engineers 5. inistrative and

6. Data Analysts and Scientists 6. Material-Recording and Stock-Keeping Clerks

7 Robotics Engineers 7. Accounting, Bookkeeping and Payroll Clerks

8. Big Data Specialists 8. Legislators and Officials

9. Agri Equi Op 9, Statistical, Finance and Insurance Clerks

10. Digital Transformation Specialists 10 ;?;L:ﬁ.?&mw"mm' Newe and Street Veridors,

Source

'orid Economic Forum, Future of Jobs Report 2023

Source: World Efasbmst BoOoDWMNhaO Vvs. fast

'Di akopoul os, Ni cholas & Cool s, Hannes & Li, Charlotte & Hel
Gi bbs, Lisa. AGenerative Al in Journalism: The Evolution of

EcosysResne &ar c2 0Gat e,
https:// www. researchgate. ne
nd Ethics in_a Generatiwve_I|

/ publication/ 379668724 Generati v
formati on_Ecosystem
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https://www.researchgate.net/publication/379668724_Generative_AI_in_Journalism_The_Evolution_of_Newswork_and_Ethics_in_a_Generative_Information_Ecosystem
https://www.researchgate.net/publication/379668724_Generative_AI_in_Journalism_The_Evolution_of_Newswork_and_Ethics_in_a_Generative_Information_Ecosystem
https://www.weforum.org/publications/the-future-of-jobs-report-2023/infographics-2128e451e0/
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Some tasks are more |ikely to be automated by
| abor that may displace some workers and i ndu
often felt dispropwageoanaasdkeillp wodn wohrek elroswewh o c
afford to adjust. However, Al tools have al so
those in some creative and technical Il ndustr.i
For example, generative Al tools hawee been de
professions |ike graphic design and technical
ani mation entertainmeaf meuapomgerntoundeltihatved
tools have already supported eliminating, red
indusStry.

Furthermore, not all Al adoption into workfor
Some fields and workplaces have adopted Al in
| eave human worlkewskitld eme rpfamckaslsilsed nAndeskill in:
For example, some hospitals have started to e
which nurses have traditionally p¥Wytlhoat rol e
caref ul devel opment and deployment, automatin
relied on nuanc endakhiunga nc oduelcd srieosnul t ilno weoror er
skilled workforce.

't is critical to understand and monitor how
technol ogies i mprove and are increasingly inc
dynamics widtlermf edocatoogal and vocational p a
soci eralepp i ons >taonmwka rmda cwoorekcconomi c fa®tors | i ke
TraininBnahl ad Wor kf orce

Harnessing the benefits of Al systems will re
these systems into their daily jobs. The Wor
next ten years, 1.1 billion jobs wilsudhkely
as WA Microsoft survey fowotfedutshatesmonl @ atdlears &2
Al use will rfergumeern@®or Ekir bl s

2CVL Economics. AFUTURE UNSCRIPTED: The I mpact of Generative
I ndustrAniJodtsi. ®n 2Ga@#élpd : / / ani maatn-éomignua.tlido.no/r g/ ai

National NuAsi¢s 6dniimpaédact on nursing and healthcare. o 2023,
https://www.national Aurtsedslungietnecde. or g/ arti fici al

“Mirbabaie, M., Br¢gnker, F., M°Il I mann FriwrkdemMNstRandi regq tahe Al
identity threat BRltecthre®3mpoMAQRKl(e2@&®2)s : / / doi . or-@2-00486©®07/ s12525
%Daron Acemogl u, et al . Taxes, .AuMiomaSlioan Saho,d RebZIRBuMainm &g @rme
https://mitsloan. mit.edu/shared/ ods./documents?PublicationDoc
%Preston Fore. fATo address Al ds growing skills gap, I BM is pi
Fortune Re cFoomnie@nBBes p . PO2Bs:// fortune. cont/oendnuictansimothn A a rotni cl es/
wor kieiandb y2 02.6/
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https://animationguild.org/ai-and-animation/
https://www.nationalnursesunited.org/artificial-intelligence
https://doi.org/10.1007/s12525-021-00496-x
https://mitsloan.mit.edu/shared/ods/documents?PublicationDocumentID=7929
https://fortune.com/education/articles/ibm-commitment-two-million-workers-in-ai-by-2026/
https://fortune.com/education/articles/ibm-commitment-two-million-workers-in-ai-by-2026/
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According to an I BM surve%pfexbdeutrti weskésrticma
reskilling in response to Al and %aft omati on i
executives expect job roles to be fAaugtent ed,
To adapaugnmenmtled roles, incumbent workers wil/
their performance in their current role to ga
mar ket will also require reskillingiong s$kahbks

outside their area-tefrmf awanwesmp!l Tooy meevna i, dhadh csnpgd ac e
benefit from assistance and wage replacement

Adopting Al and automation technologies can r
including new skills and work routines, chang
to cultural nor ms.

87% 40%

Estimated percentage of the
workforce that will need to
reskill due to implementing
Al and automation over the,

next three years.

Job roles expected to be

augmented, rather than

replaced, IZR/ generative
I.

Source-AulgBbnid nt ed wor k fowWdraweautwomatded,

Demand for Al skills has Hoovedley ,i reori elesnedk siu
there is currently a | arge shortage of Al wor
transition®®Fmtohdt mooégegsthis demand i s growi ni
sectors, with higher growth in the informatio
serviasewel |l as the finan®e and insurance sect

] BMRésearch -l BBlighssi tute for Business Valuedr Augmewoeldd wo r k
I BM Awg02Bt,t ps: / / www. i bm.com/ downloads/ cas/ NGAWMXAK
%Stanford University.StiaAd HAIndveaxy ReO®Rois, t / 28R Andex. st anford. edu.
content/ upl oadsl 2 ORedp/ DrGt2 HApP d Al

Di ana Gehl haus and Ilya Rahkovsky. fAUG68ntAlrc WorkSecoejtyahal
Emer gi ng Tech2nfo2l o,y es/ cset . geomndgemndwn péld eRdip CISETa b-er

Mar kDeytnami cs. pdf

611 d.
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https://www.ibm.com/downloads/cas/NGAWMXAK
https://aiindex.stanford.edu/wp-content/uploads/2024/05/HAI_AI-Index-Report-2024.pdf
https://aiindex.stanford.edu/wp-content/uploads/2024/05/HAI_AI-Index-Report-2024.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-U.S.-AI-Workforce-Labor-Market-Dynamics.pdf
https://cset.georgetown.edu/wp-content/uploads/CSET-U.S.-AI-Workforce-Labor-Market-Dynamics.pdf
https://www.ibm.com/downloads/documents/us-en/10a99803fd2fdd77

Bi partisan House Task Force or
Education and Wor |l

changes the skills required to do certa
| and upskill their existing workforces
ained thousands of employees innmaghine
si tYHpwewaram.t hese reskilling and upskil
not guarant A & 0@ds irteipwea to ftromamda.he OEC
fraction of workers participate in the
i pate ofteh do not need t hem.
e

ve the best results across the U.S.,
from federal, state, and | ocal govern
community and technical <coll eges, |l oc
ts, and workforce development organiz

Empl oyers

y

s are also heavily integrating Al too
to manage workers, including assigning tasks,

nce, h®%®A i2n0g2,2 asnudr vfeiyr ionfg.human resour ce

ned to rely on software®bdodeabgprith
g these technologies into establis
and quality of Il abor in thése job

w S5 ® 0

m
h
S

nge with integrating Al into workpl
as har mful bias, which can occur when an al go
results due to erroneous assumptions in the m

@)
S
™
o
= =
®
®

Bias in aut omatke hgde eiveiAdbrusooalgs pons a recoghni
in 2015, Amazon acknowlkderdi gveedn trheactr uiittsmeinntt etrencah
systematically ranked female applicantsd resu
themddel was trained prifarily on male applic:

2Amazon Web Services. fAMachi mMaVSLe2ah2ndi,ng: ahdwAl a®earabi oo/ ai /
l earning/

63Jorge Tamayo, et al. "Raskatti Bgsi,neSeepeRAgB8ewf Al . "
https://hbr. or gi/#2en3e/40i9/ reskil ling

0OECD (2021), Training in Enterprises New EvOEHG®Mhce from 100
Publ i,s hRargitsp,s: / / doi . org-ebh0. 1787/ 7d63d210

65Al exandra Mateescu. AExplainerDatChakt|,Eoane@® ™Vd8r ker Datafica
https:// dat acsoonctieentty/. npeltd awbs / 2 G@Ha 111 WoBi kibartp & i @t i on. pdf

Brian Westfall. AAlgorithms Will Make 8CGreirteibcsalHoMma ITontEnBaiqies |
Theyo6re the CRipgletr 2@a&sp.s60 / / www. capterr a.-pgloani iebsupsui rnceesss/erse/c e s s i
Al exandra Mateescu and Madel eine Clare EIlish. fiADaitm Cont ex

& Soci @t .ps: / / dat acsoonctieentty/. npeltdamps / 2019/ 01/ Da.t aandSociety_AlI
8Jeffrey DasAmazornl|lasi gms secret Al recruitin®Reuo,ekr2stt1h8,t s ho
https://www. reuter s-coimmiaar toimaltngs/ourshatrbaeznapaerm € te ¢ r dtiotbihmg
showeridag ai-wosmeind USKCN1MKO8G
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https://aws.amazon.com/ai/machine-learning/
https://aws.amazon.com/ai/machine-learning/
https://hbr.org/2023/09/reskilling-in-the-age-of-ai
https://doi.org/10.1787/7d63d210-en
https://datasociety.net/wp-content/uploads/2023/11/DS_Explainer-Challenging-Worker-Datafication.pdf
https://www.capterra.com/resources/recession-planning-for-businesses/
https://datasociety.net/wp-content/uploads/2019/01/DataandSociety_AIinContext.pdf
https://www.reuters.com/article/usamazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G
https://www.reuters.com/article/usamazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G
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The 2022 survey of human resource | eaders men
completely confident that déeceiisTheslghwall 8ama
i mproved substantially over time, a 2023 stud
race, and ability of job applicants is stil!l
and biased al gdrithm designers.

Al t e

chnologies are also increasi #Adhysbeing u

i nclud
t
t
[

monitoring and recording video or au
ki sahas al so included monitoring empl
| 'y tr es p@Bsussii mge sisretso uhsoemet hliisf edat a f or
and algorithmi’ discipline, includin

bi ome
poten
tracki

Busines
i mprovi

es can also use the data they coll ect
perational eff/ciencies and wor kpl
Howe
wor k
t hat
to ne
contr
wor ke

r

oppo

<
- TQ s "o
C WT® O wm —

SO cCc —+ =

0

her e &hfedatoafcieadatsi doh@ltd f nevgakievel y i
d make thei™A ®ORKpsaceseyl es$s Us &f e wo
I
e

0]

ace monitoring technologies used t
wo r kbeeri nhge aol UftWhdarnegisd. vy @ n anal yti cs
to i mproved business practices and
vil rights or systematically | ock
es altogether.

Uhderstanding Labor Shifts

As job seekers, employers, and education prov
evolving skill demands of the economy, timely
occupations is critical. This crucial work is
Empl oymenti agdAdmannsdirmdli wdhi f&ETAhe O* NET syst
occupational characteristics and the Workforc
dadand the Bureau of &abokru&tagishecEmPBaBinent
program and the WgrlkmStoppages pr

Sup6a.

©®“Chen, Z. Et hics and discr iemianbalteido nr eicnr vairttmefnitc iparla citnitceel sl.i gHeunn
10, N&Tur2dth23.ps://doi . or-@2-A20%&9D57/ s41599

“"Wendi Lazar and Cody Yorke. "Watched While Working: Use of |

Reut,er2sh 2A@2Bt,t ps: // www. reuters. comhvhd-get ki mad ii tnafuisntg y/ wat che
wor kpil ac ee2alc2032 5/

”?Sup6a

“Colin Lecher. "How Amazon automatically traTke VYewrdgd i res wa
Apir201®t t ps: //www. theverge.com/@teh4é/w3%/i-d 8 ontieendddiu edtiniavizi ntgy
terminations

“Brian Warrick, "The Role of Artificial Intell U$En®abi hnhcOccu
Heal t h, N2@Wx4 .ps:// www. usf-heduf henbWwh/shaBititdices. aspx

BSuptva.

Al exandeFemHeaneéez. AEstimating the Prevalence of Automated |
Technol ogies at Work and TheeiinMa.bdmpatono@GeWbekef, o OBeBLI t abl e
https://equitabl earmpewt/ le.st ipnvast\e anlegdnudd manbedgeaawtur vei-l | ance

techno-btoirabnstt h 6 imp aoewor kwedske i .ng/
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https://doi.org/10.1057/s41599-023-02079-x
https://www.reuters.com/legal/legalindustry/watched-while-working-use-monitoring-ai-workplace-increases-2023-04-25/
https://www.reuters.com/legal/legalindustry/watched-while-working-use-monitoring-ai-workplace-increases-2023-04-25/
https://www.theverge.com/2019/4/25/18516004/amazon-warehouse-fulfillment-centers-productivity-firing-terminations
https://www.theverge.com/2019/4/25/18516004/amazon-warehouse-fulfillment-centers-productivity-firing-terminations
https://www.usf.edu/health/public-health/news/2024/ai-in-osh-practices.aspx
https://equitablegrowth.org/research-paper/estimating-the-prevalence-of-automated-management-and-surveillance-technologies-at-work-and-their-impact-on-workers-well-being/
https://equitablegrowth.org/research-paper/estimating-the-prevalence-of-automated-management-and-surveillance-technologies-at-work-and-their-impact-on-workers-well-being/
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Monitoring, understanding, and projecting wor
for informing educational and social policies
should continue to work with the agendieess to
occupations, and skillsets to understand the

no-Al j obs.

Existing Programs for Worker Dislocation, Res
There are several existing programs for workf
to address changes brought forth by Al. These

T Programs authorized under the WorkKWb®©Ae | nno
requires states towstrkdoegiecdadlevel apmgmtt Ipeior
coordinate the needs of both job seekers and

never reached authorized | evels. Wl OA6s Di sl
$1.095 billion in FY 2023 andramlyeasaer2e22 2(
most r ecwintth yewdaiti@bd eher, the WI OA Dislocat
Program emphdasiraned rahmritng, which i s an eff e
reempl oyment, but many new jobs created fron
attainment and, thus, longerntcaedengi alSe mea
t hrough WI OAwaage domacupatwi ons, such as nursin
medi an annual earning of a training program
$29, 388.

T Trade Adjust ment DAOsLiss tTAmMcendEBAA) n ,20022, but

hel ped workers dislocated by for-demantrade ©b
industry by providing access-maovagemeni ng, en
services, allowances for job search and relo

$582. 1 mil0l%nand sFeYr 2Zed 28, 751 participants

T Unempl oyment | DOuraweresé¢d&s )t he UI program, w
income support to workers who |l ose a job thr
seek reempl oyment.

1T Educati on-Bamrsdk dWdrekar ni Mg t Ponaghamodt specifica

toward dislocated workers, the DOLOGOs Empl oyn
provides training programs and other service
Adult Literacy and Edubcadsaddnnl dgnriptriogtriavnes, and
t hptovide education, training, and | earning
future empl oyment.

“"Supkha.

BU. S. Department of Labor, Empl oyment and Training Administr.
SummalW.ysS. Depart memt02&f, Labor

https://www. dol .gov/sites/dolgov/files/ETA/ Performance/ pdfs/ |
mance%20Summary. pdf

®“David Deming, et al. ANavigating Publ iHarwadr drkhe mipedy Hahoal

202Bt, t ps: // www. pw. hks. harvard. edu/ post/ publicjobtraining
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https://www.dol.gov/sites/dolgov/files/ETA/Performance/pdfs/PY2022/PY%202022%20WIOA%20National%20Performance%20Summary.pdf
https://www.dol.gov/sites/dolgov/files/ETA/Performance/pdfs/PY2022/PY%202022%20WIOA%20National%20Performance%20Summary.pdf
https://www.pw.hks.harvard.edu/post/publicjobtraining
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Addi tional efforts, includi nggovae rtmnee nstha lp se naii
should be considered to support-swaorKKemg.and w

Labor fLeMwsder n Needs

Empl oyers deploying Al inanbesworkkmfoateomuahnd
| aws. Existing | aw protects employees and job
di scrimination based on race, color, religion

di sabiclriitmy ndaits on.
The Equal Empl oyment Opportunity Commission (

empl oyer s'®8The E&fEOALI needs continued support t
nondi scrimination protections are fu y enfor
t t

[
transparency |l egislation to ensure h a Al te
not violating weekeekaphe@hvia. fRdlmgehmer e di scus
of advancing civil rights protections in the
Al used in the workplace must respect existin
Nati onal LaboiJ. Bealbaotri camsd Aecnip.l oyment | aws have
wor kpl ace organizing and bargaining activitie
i mplications of Al, the National Labor Rel at]i

the interactions of d nperrati enggt @ de cahantoil wigti ieess amr
undtehose?®l aws.

The Occupational Sé&PelkbyRPehaguiHreead tdhm@Alcayer s t o
workers with a wor kphaza®¥ Hlwee eOcocfu praetcioogmai |z eSla f e
Heal th Admi@$HANocaulidonmoni tor its standards or

and require updating as Al technol ogies are i
wor kpl ace. Congress could also consider | egi s
Nati onal | nstit udafeetoyf aOrd ubpeaalitom atlo Sexami ne hc

can enhance or reduce werifmglace safety and we

80uy. Ss. Equal Empl oyment Opportunity Commi ssion. Americans wit
Al gorithms, and AU.tS.f iEqudl |IEmplldy memtceOpp®23 uni ty Commi ssi on
https:// www. eeoc. gov/ ldavwsa/beatd d-d sessef bwmé pe c-a h-d ms i-ifitcelalli gence
81y. S. Equal Empl oyment Opportunity Commi ssion. "EEOC Rel ease
Titl &J.\&gua'l Empl oyment Oppor2@n3d py: COmmiwsseoan. gev/emswsr oom/ e
neweso4ar¢e-ifntce lathinegle +wvd e

82National Labor Relations Board. " NLRB General Counsel Ilssue
Moni t oNatnigon'al Labor, ReChagjpens /Bovard bt begodit orewrnnlerrbal
counisedmesnounl| awf abt tssrwrnvieci-dn.dance

8United States, Congress. Occupational -B5a6et®9abDec Hehd7bh. AUn|
States Statutes at l&RRPe, Cowlnd®G | npp. gbh5900BhEepdf pPETABTAEUT |
84Pg1590. pdf

8Jay Vietas. "The Role of Artif iCeinglerisntfelr!| iDJ esrecaes ei.nCotnht & oH uta
NI OSH Science Bl gt p24/ Méy 0262% @dwnlceolh 2 & 2 B subts5o/w2etr] kali
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https://www.eeoc.gov/laws/guidance/americans-disabilities-act-and-use-software-algorithms-and-artificial-intelligence
https://www.eeoc.gov/newsroom/eeoc-releases-new-resource-artificial-intelligence-and-title-vii
https://www.eeoc.gov/newsroom/eeoc-releases-new-resource-artificial-intelligence-and-title-vii
https://www.nlrb.gov/news-outreach/news-story/nlrb-general-counsel-issues-memo-on-unlawful-electronic-surveillance-and
https://www.nlrb.gov/news-outreach/news-story/nlrb-general-counsel-issues-memo-on-unlawful-electronic-surveillance-and
file:///C:/Users/hvaughan/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JUJWCPT6/www.govinfo.gov/content/pkg/STATUTE-84/pdf/STATUTE-84-Pg1590.pdf
file:///C:/Users/hvaughan/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/JUJWCPT6/www.govinfo.gov/content/pkg/STATUTE-84/pdf/STATUTE-84-Pg1590.pdf
https://blogs.cdc.gov/niosh-science-blog/2021/05/24/ai-future-of-work/
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Wor kers will continue to be an i mportant inpu
Congress should ensure that policies overseei
Congress could explore | egislation and oversi
protm® sound job principles.

For example, the federal government <could ens
| abeling or reinforcement | earning work done

research.
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Key Findings
Al is increasingly wused in the workplace by b

't is |ikely that workers wil/ Il ncreasingly w
require pathwayesnaml adswkarlKf amnc &l

Fostering domeasrnd cc Ant itradedtUwiSl.| |reeaqweirrsehispi gn
i mprovements in basic STEM education and trai

Ot her nationg har &.@Re aor tdkfemati cs and science
Addressing the future needs of tAE Akell saheA
bol stered by both widr2k feadruceaettiromi.ni ng and K

U.S. Al | eadership would benogter esrkgtlHerde d elcyh nu
wor kf or ce.

The highly skilled workforce in science and e
degree or above, can add to the ranks of U.S.
througél Ated certificate programs and industr:
Al adoption in America requires Al l'iteracy.

A | ack of wunderstanding of Al could I ead the

pr odueetnihvaintcyi ng-odri-ifepabvinwg uses of the techno

Kil2 educatoesoneeds to promote Al I|iteracy.
To achieve Al |literacy and education for stud:
technology, including Al training on using Al
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Recommendati ons

Recommendati onil2 nSTeBM amd KA& n &douacdaetni o n
partici.pation

U. SI12K STEM education is | agging, especially i

Continued U.S. | eadership in Al wiill B&EgMire
and Al edbheafederal government has sever al i n
education in rural and underserved communitie
those efforts, especially in areas related to
Recommendation: Bolster U.S. Al skills by pro
On&«ey chat daengege the athment@imedds ol enits pa pel ir
|l ack of access to Al resources, particularly

of higher Ordupatieaoani al solution is the NAIRR

Research, Devel opmemapt &S anwhlmirdl® connects U. !
educators with computational, data, software,
Recommendati on: Develop a full wunderstanding
States.

Understanding the Al workforce, including def
educational and talent pipelines for Al . Ther
makes up the o&fiAlc lwodriknfgo rdceembo gr aphilte makeup, ch
wor kforce over time, employmentl gapd, jahd abe
sectors. -fFalrdthed ,wéAl k rol es, job categories, t
competencies are underdevel oped and often und
wor ké orict will be difficult to understand the

wor kf orce segment .

Congress could ensure feder aloradgeernecd eda tsau pgpmoa l
to monitor the status of the Al workforce. Su
focus efforts and investments to address gaps
di sparities, in the Al workforce. Some of thi
of Labor Statistics and the National ®Center f
SHil I, Nati onal Center for Science and Engineering Statis

i tic
PerspeNatiivenal Scienc20FZFopwsdatineases. nsf . goxv/hpgehd/imemz@®@205/ ar

technol ogy
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https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology
https://ncses.nsf.gov/pubs/nsb20205/artificial-intelligence-technology

Bi partisan House Task Force or
Education and Wor |l

Recommendation: FpcivVatatpeapubérshi ps to bol s
wor kf orce.

The United Stat esr eclaant eidnperdouvcea tiitosn Adnd wor kf or
activities bypracvialtiet parngepshi ps in differen
country. Coll aborations bdteweeml|l edmndatsismda et i
and industries effectively align education an
and emerging technologies. To foster the Al wq
|l eadership in Al, partnerships must occur at

st akehol ders such as empl oyerlsgsded aomgamgi patoivo
|l abor unions, career and technical education

organizations, and other public sector organi

Recommendati on: Develop regional expertise wh
uni vesrsadugtry partnerships.

Congress shoul ebordwmpeer tpapulmleirshi ps in educat.
devel opment to bolster workforce pathways int
own industries with indlieddwaltkheereds, dawnel e mm
may di ffer across geographies. Supporting reg
equitable and broad dispersion of Al training
brings. To support these outcomes, Congress s|
proms aat the National Science Foundation, the
Economic Development Administration.

Recommendati on: Broaden pathways to the Al wo
The United States can strengt hebnastehde bhAlr iwog , k f
devel oping an Al Workforce Framework, and i nv.
wor kforce participation.

Congress should exwbokktoho& toaupdagepr ogr ams
hiring pathways to fulfill the rising need fo
can successfully navigate from career educat.i
professional Altbawsocerdk fhoirrcien.g Sakiillll sexpand tal ent
easier for applicants without a bachvalldr el de
remove barriers to empl eyenpe nets efnar® dh igsrtoaurpisc.al |
Congress should develop i mproved guidance and
sectors to i-mpbedtdehtrshkpgl psactices and standa
certifications amrd acreeadddénmnti allss aind Ali sci plines

8%0ffice of Personnel ManagBameaed . HIOPMhRreiGefadkBsmak i Cdsi tal Of fi
Counci2lh24 ,ps: / / www. chcoc -ignotvellcloilngheermmat € b -& B-if @ ke cadl ui -si t i on
gui daenrAgcoev er n ment
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https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government
https://www.chcoc.gov/content/artificial-intelligence-classification-policy-and-talent-acquisition-guidance-ai-government

Bi partisan House Task Force or
Education and Wor |l

Recommendation: Support the standardization o
tasks, skill sets, amdadl ztoenpejt elmc.i es for Al

Legislation should be explored to support a ¢
Afr el ated tasks and competencies to address th
support extoerndseirveed, dwaetlal anal ytics to monitor t

Supporting better data can help
gaps and disparities, includi g
could i mprove and streamline u

policymakers
demographic d
ch data coll ec

Recommendati on: Evaluate existing workforce d

Rapid Al adoption may displ ace sTdime jchdhaprtelres
di scuesyvyeeas sting U.S. federal wortkafdodrrcees sde v el
wor ker dislocation, support retraining, and m
automation. Congress should evaluate these pr
or updated to adequately address new challeng

Congress should also consider whether other p
state, | oegcoavle r nomme nntoanl entities, should be wused
wor kforce s-kkilinggand re

Recommendation: Promote Al I|iteracy across th

Al |l iteracy is critical i n empowering the Ame
t o Al t ecThhneo IWbngiiteesd. St at es bialsli cn euend etr s t parnadm ot
technologies and their societaContmprawad faekd enr ¢
support for existing programs and methods to

wi || be critical to incorporating Al into our
Federal agencies should provide support for p
preparation on using these technologies in th
consistent with the studentdés | earning goal s.
on enmbddwmcat ors and administrators to have tF
Corps, NSF6s Computer Science for AlIl, and ED:
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Bi partisan House Task Force or
Education and Wor |l

Recommendati on: Empower U.S. educators with A
Congress should explore | aseEagirngStedental Sta
ActtTi t-Aeah# fFunds, for professional | ear Al ng a
|l iteracy. Continued federaénashbhppoeducatrort hetse
i ncorporate Al iln2 os cohuao Ic osuynsttreyniss. K

State education agenciestamadugdamdao lmeadirgtyr i ct s
intensive efforts to choose products for thei
Admini stration should support these policymak
budget 1implicatioesnabl edsienag cae¢a ltosadahb el louonl csl ecaar
and challenging to quantify. Prograrffsasnnuch as
be useful models to guide evaluation efforts

Recommendati on: Support NSF curricula develop

Congresssusphpadtd the NSF's efforts to promote ¢
related fields through competitive awards for
consortiums, and education nonprofits. Congre
mechani sms todeppipomtot hehease curricula, such
supported by ED and partnerships between stat
industry, education nonprofits, and instituti:

Recommendation: Monitor t heandntkeorra gotriodre cafi olnas
with Al adoption.

As Al continues to drive increased worker pro
entire economy should share thepé¢é oli oidructthevi t
wor kforce must adilemsert oni @aitstoinngnalntiabor st a

there may be gaps in understanding how existi
how to enforce those | aws. Congressssgheoeul d mo
existing |l aws adequately address worker and e
8O0f fice of the Federal Register, National ABPG&SEvVeey ShddRector
Succeeds Act. U.S. Governme2otlhtPtubd :i/s/hwwmwg. oOf fii cfeq- Qo WDiexcpp/ det &
114publ 95

8| nstitute of Education Sciences, ESWhdtnsWornlkig eClog ailBid@gadu Dea
Depart ment ot tEmdsu:c/a/tiieosn.,ed. gov/ nceel/ wwc/ FWW
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https://www.govinfo.gov/app/details/PLAW-114publ95
https://www.govinfo.gov/app/details/PLAW-114publ95
https://ies.ed.gov/ncee/wwc/FWW

INTELLECTUAL

PROPERTY

Background

Advances in Al technology have introduced new
|l aws, raising questions on how the ownership,
brands, inventions, and other c¢creations shoul

Generative Al technology has become more adep:
rai siumghiers taboonust how works created using gene
under our | P | aws.

Four main categories of intellectual property
trademar ks, copyr i giPtag,e narmsd atnrda ceo pyyadrgehttss. ar e
protected unden tederabt| awrademarks and trad
under both staté and feder al | aws.

lVverigan, Teresa. fAProtecting Intellectual Profpered in the Un
Enterprises in thheSUniPaéeéenKi agdo md ad®masBk Office
www. uspto.gov/sites/ deSMH Hto/ofl iklids /Fd dcNALmemtf s / UK

2House of RepresentativesPr€emgtess. wi7hUr8s@ec801o other | a\
Publishi,hgt @6f i ¢eww. govinfo. gow2t3apprddt-202COPERQEBRBE 301

see dBlonnoto Boat s, Il nc. V. Thunder Craft Boat s, Il nc. , 489 U.S
made cl ear that state regulation of intellectual property mu
by Congress awsoa)f.patent |

8Zirpoli, Christopher T. #AArtificial Intelligence Prompts Ren
Congressional Re s2e% rJcahn tSe@rév2/Aciecr sreports. congress.gov/ product
(AExi sting federal | P | aws provide examples of both approach
state | aws while the Lanham Act and Defend Trade Secrets Act
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http://www.uspto.gov/sites/default/files/documents/UK-SME-IP-Toolkit_FINAL.pdf
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap3-sec301
https://crsreports.congress.gov/product/pdf/LSB/LSB11052

Bi partisan House Task Force or

I ntell ectual Pr
Patents
Jtility patents prote| NTEL|ECTUAL PROPERTY
processes, machines,
manufacture, composi't
i mprovements thereof. EQEEEIP TR&BEMQEKS
Undaitle 35, such an | NGRSO (T
novel and cannot alre or improvements sources of goods or
technol ogy or knowl ed
patentRAbil tther, the «cl
must not be merely an
over theb®Adddiotri oanratl.| y Neelzadzi(elzlis] TRADE
document i tself mu s SECRETS
requirements with res¢ P iorke such a8 ntormation with
l evel of detail, and P et has beon nguage
among oth®er things. T shons secret
Thesequireméhest the Tundament al
nature of a patent as a bargain in which inno
inventions by granting them certain | egal rig
benefits from the required publictdescl osure
innovators to learn from them and develop fur
U.S. patents are obtained by filing a patent
Trademark Office (USPTO), which examines the
meets all relevant statutory criteria (such a
paethtOnce issued, patents generally have a ter:r
application was origif®ally filed with the USP
“House of Representatives)n€Cengiess. pabebt&8bCe.101S. Gover nme
https://www. govinfo. g2oW2t3appedée t-20SADDBERBEMEPsIecdc 105ee al so:

Suptla

SHouse of RepresentativesCo@dngiess. 8% pPaBe@tabdRity,; novelt
Publishihgt@tfi éceww. govinfo. goWw2t3apphpledet-20S2CB0DHEBREBEDHEPR 1 0

secl102

SHouse of RepresentativesCo@dngiess. B35 -ohavf so@itsa ksOuBdij teyc;t muart t e
Government Publhiismisnig/ @i ec@vyi nf o. g2Zov2t3app k@& -20SIC3ODB B GD E
parchapsledc 103

"House of RepresentativesSp€onfieasioB5 U.S. CGoteé2nment Publi
https://www. govinfo. g2ow2t3appredéet-2053C3ODH B BSBID A& pslelc 11 2

8Amgen, et al. v. Sanofi, et al ., 143 S. Ct . 1243, 1251 (2023)
technologies into the public domain through disclosure,d so
Oprotecti on ferxopnt ociotnapteitoint.idvoe) .

House of RepresentativePopwE€pnpsgardsduBbedt. SUCS. 2Government Pl
https://www. govinfo. g2ow2t3appredét-20SACODHBEBEDES & cRee al douse

of Representatives, CBxgmesati 86 &f Sagpl 184t i on. U.S. Govern
https://www. govinfo. g2oWw2t3appredét-20SACODHBBBIDE psle2c 1 31

PYHouse of RepresentativesCoBbtrgtesand3betUmSo€. pabént; provis
Government Pubhitsmidnig/ @i ecevi nf o. g2Zov2t3app ke @& (-20SAC3ODLB B GD E
parchapsleic 154
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https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec101
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap10-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap11-sec112
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partI-chap1-sec2
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap12-sec131
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap14-sec154
https://www.govinfo.gov/app/details/USCODE-2023-title35/USCODE-2023-title35-partII-chap14-sec154

Bi partisan House Task Force or

I ntell ectual Pr
Copyrights
Copyrights protect original works of authorsh
i mited tiwmeomyrtieghwtarids a form of | P that prot
music, |iterary works, visual art, &Ad audiov
soon as a work is created and fixed in a tang
recorded), the author/artist automatically ha
| mportantly, the scope of copyright protectio
work and does not extend to fAany idea, proced
operation, concept, principle, or discovery,
destted, explained, illustrat¥€dpyorgkekmbpdoedct
also |imited unless the copyright is rfegister

Copyright regi
fu

istration enables the copyright
access the (I

scopb of available remedies.

S ownher a Nnbundl eodo o
the right to fArepr oc

A copyright confers on i
AcfAmong those rights

a
phonorecordso and to fAprepare derivatfvoe work
reproduce a work or prepare derivative works
a |license) must first be oBWhad tnhear ftrloen wdrek cios
publicly accessible or freely available for <c
effect on whether a |license is required for o
derivati®e works)

LSuptla

ZHouse of RepresentativesSuBGpergtemsatte?7 OfScGpytdaht: I n gen
Publishihgt@etfi éeeww. govinfo. glow2t3appledd -202CBODPDERQEERE 10 2

“l g

BHouse of RepresentativesNo€Congre$scopyrug8tcC. Vaelally perce
Government Pubhtiishsng/ Oivfvi c@eyi nf o. g2o0v2t3aphed& -20SACOMDE LA TDE

chapé4c40bee al so: House of RepresenRemediess fongretsindg&m&nts
I njunctions. u. S. Gov ehrtnment/ /PwbM. igohvii mg oOfgPoivE ea,pp/ det ai | s/ USC
titl el7/20230DER&FBCHY9Le aldowuse of Representatives, Congress.

Remedies for infringement: Il mpounding and disposition of inf
https://www. govinfo. g2oWw2t3apphreddt-ANSACHONPERAGEBE 598e alBwuse of
Representatives, ConRemsdied7f &Jr Si. Cf. r i5®gdement : Damages and pi

Publishihgt@tfi cewww. govinfo. g2oWw2t3appledd t-20S2CODERQEBBE 50 4

see alBouse of Representati veRemeChings efscsr. iln/f rUi. iSg eCme rbt0:5 Cost s
fees. U.S. Gover nmehnttt pPsu:b/l/iwsvwhwi.nggo vOfnffioc. eg2o0v2t3a p b £ d & (-200SACIODES CODE
tittbhapPp®BcCc505

%] d.

“"House of RepresentativesExCobongieesri ght SnCcop96i ghted wor
Publishihogt@tfi ceww. govinfo. g2ow2t3apiphlk @VZ&DZC&D/ID%E&@@[E5106

8] d.

¥l d. (Athe owne
21 d.; sHeusksof Represe
Publishihgt@&fi i

ght under this title has exclusive
tUvesOweBdghepsof Uc @Spy rGioyletr nment
0. g2oW2t3a p p ed & t-2ANSAICODPERAQGRE 20 1
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https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec102
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap4-sec401
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap4-sec401
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec502
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec502
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec503
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec504
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec505
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap5-sec505
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec106
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap2-sec201

Bi partisan House Task Force or

I ntell ectual Pr
I n addltlontothe Afideao | imitation noted ab
of a opyright owner relevant to Al I's Afair
wor k defln'endrasngn'cnrg in |light odrynf #@antadrys.i s o
The sbatutory factors in the fair use anal ysi
work; (2) the amount and substantiality of th
whole (i.e., how much is used and how hiemport a
use on the value of the work; and (4) the pur
commer ci al purpose, educational purpose, Trese

criticism/ comme rfitAanroyn/gp aortachdeyr, tehticn.g)s., t he f air
prevents copyrights from beimgotusectded ofrseae fd @

Trade Secrets

Trade secrets include any information maintai
and for which reasonable steps thhhesech'ee¢n t ake
Unl i ke patents and copyrights, a trade secret
conditiors are met

Unli ke patents, for which infringement is bas
requirement for a fibado act or intent), a tra
secret is acquired through Ai mproperéeaameans,

of duty to maint ai n®Fsoerc reexcaymp loer, ensop icolnaaigne .ar i s
secret is acquired through indepe&ndent discov

Trademar ks

Trademarks (for goods) and service mar ks (for
or designs, or a combination thereof, that id
or sefBimesar to copyrights, full protection
available i f the mark is registered with the
used, or intended t3dUmed i keedp,atiemtcsormmar co.pyr i
not expire as long as reqdired renewal action

2lHouse of RepresentativesLi@Qohgtessns bHH UxBl Gsi ve7rights: Fa
Publishihogt@tfi cewww. govinfo. g2ow2t3appledd t-20S2C30ODER@@ERE 107

2El dred v. Ashcroft, 537 U.S. 186, 219 (2003) (Aln addition

expression, copyri-igrhtFilrasst clmearmmd mesntbuaddommodati ons . . .t he
public to use ndeaentgynfachsedand a copyrighted work but also
circumstances. 0) (citations omitted).

Suptla

ZATrade Secret I ntel-lUSPITWA. IS .P rPoapteerntty alrod,l1Kri d@lcetmarx0 203 ,f i c e
www. uspto.gov/sites/default/fil.es/ documents/tradesecretsipto
26|d

27|d

2Suptla

PATrademardniFAQd . Bt at es Pat ent5 afudg .Tw 2a@dlednsaprtko . Oofafmi-ticlee ar ni ng
resour ces targasd#dt myapdlsaeq s .12 2 3
0] d.
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https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec107
http://www.uspto.gov/sites/default/files/documents/tradesecretsiptoolkit.pdf
http://www.uspto.gov/learning-and-resources/trademark-faqs#type-browse-faqs_1223
http://www.uspto.gov/learning-and-resources/trademark-faqs#type-browse-faqs_1223

Bi partisan House Task Force or

I ntell ectual Pr
Ot heti kKB Ri ght s
Beyond the four traditional categories of |I|IP
recognized within the United States and are s
feder al | aw, Section 43(a) of the Trademark A
prvo des a | imited cause of action for commerci
manner that misleads consumers as to the affi
product, service, or a busi n3HkowWewegra,niszuacthi oan,c
requires a minimum | evel of fame or recogni za
advandted.
Additionally, wunder various state | aws, an in
can be protected under right of privacy | aws;
on name, i mage, and Friekveennegses proirgnhotgsmapahnyd |aamtsi,
others. Most states have enacted some® form of
States, such as Tennessee and Texas, have deve
protections for name, i mage, and | i keness, wh
on statutory provisions. Each stateds | aws ar

| imat¥ ons.

| P I ssues Raised by Al

The rapid devel opment of generati ve —rAell,atiend pa
i ssues, primarily in four fungamermrtcdledamwoak:s
training Al systems; (2) the i mplPcaptooeacttoifom
with respect to the output of Al systems; (3)
and outputs of Al systems; and (4) the protec
abuses of Al systems.

Training of Al Mo d eplrso taencd eldn gosrtkison of | P

Generally, generative Al models are trained t|
extremely | argéTamoluargef bddyaof this trainin
corpus, wil/| be tailored to the purpose of th
mod el (LLM) is trained on a massive amount of

articles,amwalblpatgexsxt documents found on a port.i

S'House of Representati ves;FaJdosneg rdeesssi.g nlast ilonSs. Co.f 1alr2i5gi n, f al s e
forbidden. U.S. Govermhimemd: /Pubwiw.sddwign fOd fa2adet3apphed&t-AISICODES C(
202t3i t-thap2wbchaetll25

2El ectra v. 59 Murray Enters., 987 F.3d 233, 258 (2nd Cir. 2
BANIL Legi sl aStaiudn Elwjancgk alnL. R\ 2W.2833 ul -| egmkithind gsoere :al s o

Rot hman, Jennifer E. -biyRti gtRdtd MaRG bl Roatdmapt abetheARggh20Db5, P
https://rightofpublicityroadmap. com/

341 .d.

BSMartineau, Ki m. i WhlaBtM | Rse sGeednrBdvhait22002 A, Arp 20 / / r esear c hi-$ bm. com/
gener-Ati ve
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https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap22-subchapIII-sec1125
https://www.govinfo.gov/app/details/USCODE-2023-title15/USCODE-2023-title15-chap22-subchapIII-sec1125
http://www.saul.com/nil-legislation-tracker
https://rightofpublicityroadmap.com/
https://research.ibm.com/blog/what-is-generative-AI
https://research.ibm.com/blog/what-is-generative-AI

Bi partisan House Task Force or

I ntell ectual Pr
Generative Al models are typicwabltydtdataedTme
model s transl ate that data into an overal/l ma
corpus that can be used to produce new conten
derived from t % otrr aviamiyn gg encerrpatss.ve Al model s,
included numepowosecoepdr woghks scr3d@werdr d mtolmy ,t htel
is often done without seeking consent or a |
compensation to tHRe copyright owners.
Some commentator sgontnendtudd mgattmamygr agdt obotwveer s,
assert that usinffocopAlrigatedngopksposes cons
and is né&fThfeygi argaue. that training uses entire
reproduced (e.g., dawmpoade¢thp yenoeel 60 omalk e ma
representations of training data should be co
under copyright | aw, and that the relevant pu
model , such as when the modekdi sni toseimkér co mime
or sefThases. they contend that developers of A
give credit, and/ or pay compensation for usin
mo de*t s .
Il n contrast, other commentators, including ma
copyrighted work to train an Al model is fair
argue that training i $#Thety oopyti glot tihef tirage
angyopied adatang that the data is fed into an
typical ly “Fatr trheetrgi nehce.y ar gueprtctadc tuesd nvgo rak cd
the training of an Al model hé&Fhey al sectargme

that any copies used in training are not di st
are used onl®y for training.

%1 d.

SAppel , Gi |, et al . fGenerative AlarNag damBulsn,tineld|@d&pRtBwyale wPr op e
https://hbr.or gtazhOaZa3n/ 04 é lgle@ep-pa biwkeem

81 d.

¥ d.

01 d.; slerei mdtseogui ,-CdHpysrsiaghht fAvei ghts: A New Fr onMedeicumn | ntell
Waken Al , I9mddnem208B8 1/ -twpr ewned todraiesssv r o i thinetre | b e o p-b a-vy

d8eelb6;c 55eceeBrail sobai n, Bl ake. fGetty | mages Lawsuit Says Stabi
Reut,erbs Febuww2 Or2e3u,t er s. c-io mé ¢l easwest udiyis tatbg-hii & y-p & d tt a s|aH2m 2032

06/ seeGrmnyslmaum, Mi chael M., and Ryan Mac. AfiThe Ti mes Sues Op
opyright e WdeWw. ¥qr R 7TiDepeesvw2 0 28| mes. com/ 2023/ 12-y@d7kbusiness
i mesearmi c r dsaonfstui; t slketeBlil sbai n, Bl ake. AMusic Publishers Fire
CopyrightReéeatws uls5t . Fehbhrww202d4t ers. com/ | @adll /iiikkesett ihcas/pmiwcs i ¢
copy rliags2W0i20421 5/

a1 d.

2Wol fson, Stephen. fAFair OseatiTvai,BolnVmoR®esbn.er2alt2i3v,e Al . 0
https://creativecommosisr @irgua/n?efr2ad/iov2e/ 17/ f air

43|d

41 .d.

¥Zirpoli, Christopher T. f@AGenerative Artificial Intelligence

Sept. h2023,:// crsreports.congress.gov/ product/ pdf/ LSB/LSB1092
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https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem
https://medium.com/twinchat/ai-copyright-weights-a-new-frontier-in-intellectual-property-law-d8ee1b6c55ee
https://medium.com/twinchat/ai-copyright-weights-a-new-frontier-in-intellectual-property-law-d8ee1b6c55ee
http://www.reuters.com/legal/getty-images-lawsuit-says-stability-ai-misused-photos-train-ai-2023-02-06/
http://www.reuters.com/legal/getty-images-lawsuit-says-stability-ai-misused-photos-train-ai-2023-02-06/
http://www.nytimes.com/2023/12/27/business/media/new-york-times-open-ai-microsoft-lawsuit.html
http://www.nytimes.com/2023/12/27/business/media/new-york-times-open-ai-microsoft-lawsuit.html
http://www.reuters.com/legal/litigation/music-publishers-fire-back-anthropic-ai-copyright-lawsuit-2024-02-15/
http://www.reuters.com/legal/litigation/music-publishers-fire-back-anthropic-ai-copyright-lawsuit-2024-02-15/
https://creativecommons.org/2023/02/17/fair-use-training-generative-ai/
https://crsreports.congress.gov/product/pdf/LSB/LSB10922
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Courts have mwhtetwetrngetbpgdi ghtediwdnrhkdhglesr A
aut hor s6 Acdpewrailgiptr.ecedent at the center of th
use is what iGso okgnl oew nBaossk.at tehat case, the cour't
Google had not i nfrauwmglvoradshee bcooopkysr iigth thsa do fdi gi
searchabl e, and displayed |imited portions of
Aitransformativeodo fair use, despite that the d

copyright*ed works.

Al advocates argue that the i ss ueGoopgrlees eBnotoekds

because copyrighted works in Al training dat a
mat hemat i ¢dloweodkel,. some copyri ghoghel f@Brewmnk sdi s
Alr el at edarcgausignesgany Al model s can be induced to
identical copies of copyri“ghted works in thei
Whet her the training of an Al model using cop;
infringementcuorrr ¢fhaelrg wisjeedts of YWhgbenghkbei gat
work their way through the courts, a number o
penned | icensing agreements with some rights

companies have already signed indiviidckwsal Il i ce
i ncl WNeiwsg Cloirnpe tFhemanci al alfmed nMosnfd eFr®anc e .

These |icenses have a broad range of terms, i
agreements and Ot dfefrisc aref aisi algs exi sting corp
clearinghouses, with some copyright I|icensing
broad cor poridtne aldidi é¢noems. a number of startups
aggregate content (and the associated I P righ
under bl anket | i cedhistesi & ourAd| earmpwamadtesef f ect ¢
use will have on these |icensing mechani s ms.

“%Aut hors Guild v. Googl e, Ilnc., 804 F.3d 202 (2nd Cir. 2015).
47|d

BSupsa.

YSupag ithe Getty I mages | awsuit alleges that o6Stable Diffusi
to and derivative of the Getty Images. d One study has found
i mages creatediby, Sbabl ¢ hbi auatdors cl ai med that their method
rated of seep )bSlupg.ad.) ;

%Supsa@d Copyright owners have filed several |l awsuits against

Stability Al (photographs), the New York Times against OpenAl
Ant hropic (song lyrics).

IRosenbl att, Bill. fAThe Media IndfFosrbhbeds8 Radg TDID24,cense Con:
www. forbes.com/sites/ bi-médbadunbtasiesi Qd@rmshe-fégui Y8/ t he

52|d

53|d

54|d
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http://www.forbes.com/sites/billrosenblatt/2024/07/18/the-media-industrys-race-to-license-content-for-ai/
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The United States is not alone
“ through issues of fair use cor
. Encouraging | of Al . Earlier this year, prel
mnoqai_‘:onand addressing the training of Al
creativity by the PRE€. provides, in pertinent
providing adequate | o certain |limitations, an Al
IP protection for copyrighted data of others is
Al-assisted dataodo that does not require peé
innovations and hol 8er .
creative works is a
key developing At the same time, the Europear
issue. l andmark | aw, the EU Al Act, e
requir espugrepncesreal Al devel opers
a policy to respect the Copyright Direofive a
the content used for training their models. T
into effect in August 2025, may allow creator:
works were used in the training of Al model s.

| P Rights, Al -Qsaspsted bBndowvati ons and Creat i’

The ability to pursue claims for the infringe
systems is generally undisputed and requires
| aw. However, encouraging innovati omr athac tcirem:
forasAdi sted innovations and creative works 1is
The USPTO and the USCO have been proactive in
of Al on the availability of patents and copy
handl e questions of inventorship and authorsh
Il nfringement of | P Rights by Outputs of Gener
Considering that generative Al models are oft
concerns have been rmosed sabougemeirag’esiafirin
One issue in deciding whether infringement oc
original, or derivat® ve (i.e., infringing) wo
Generative Al has been known to provide outpu:
wor ks wunder certain ®Upeaisf imayc iarl siomautsen ae g.ene

mo d e | to create content t hat is different f

ro
style or characteristics of ®he works of a hu

Linghamhang, et al. fAArtificial Intelligence Law of the Peor
Scholars). o6 Transl ated by Ben Murphy, Center for Security ani
https://cset.georget eavwndedadf/tgubl i cation/ china

561 d.

SSupBgaSup4i.

581 d.

91 d.

601 d.
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https://cset.georgetown.edu/publication/china-ai-law-draft/
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The federal courts are currently considering
infringement of | P rightsGhogyggloaibwhles eft Ak s¥9p
applied existing |l aw to determine whether a n
infringement, courts are equipped to apply ex
by wdgener ated wor ks t o -gdeent eerranti erede ewdirektfdh é m gAin g
Current | aw already provides a framework to d
allegedly infringing work (regardless of 1its

work to constitu®%e a derivative worKk.

The fair use -ddeovcetlroipneed iasn dweclaln be readily appl
cases involving generative Al outputs. This i
on the use of t he®Rvorr ki,nsntoan d ey,8 niediart ¢ da rs oAlg |
soci al media post that ¢l osefdryotrecsteenth | secsn g np ree
substantially the same f-Algenesatedssensngasnusth
manner, and unl i kee Al atuenadivegrlidnt go,0 ds wenhdewr cur r en
Al , Authorship, and Copyright Protection

Il n response to recent developments in generat
individuals and businesses, the USCO issued n
entitled ARegistration Guidance: Works Cont ai
| nt el |%Igtenales® | aunched an AAl I nitiativeo to
i ssues r a%isreddl Wbdyi Md ,ef forts to gather feedbacdk
stakeh®®dmdermsrovide infor®mation to the public.
82Aut hors Guild v. Google, Inc., 804 F.3d 202 (2nd Cir. 2015);
Intell ectual FMraopearrtdy BRirsa bileemd, 0 RBtvi maw: / / hbr . or g/tazh0a2a3a/ 04/ gener
intel-peocoppabipl em

621 d. : see al so: Andy War hol Foundation for the Visual Art s, |
63 dSuypeta

40ffice of the Federal Regi ster, National -RoplyrvgshtamReégRedc ol
Guidance: Works Containing Material Generated by Artificial

Archives and nRedomdd p&dmi www. govi nfD0 20386 /ap? 3d2lt ai | s/ FR
65U. S. Copyright Office. fACopyright Offi NewsadllencHeassuhewi 00r4t i|f
Copyright 16¢ ®a@8ww. copyright.gov/newsnet/ 2023/ 1004. ht ml
66yU. S. Copyright Office. ASprSipmrg nPYo 2D 281 AU dtierniemg nYe sSkisesn 0.nd
Of f,i c2023v,. copyri ght .-gewdiaond.iftstt min?Atatce mdeasicioncl uded particip

Mi crosoft (literary works), Jasper Al (visual arts), the Mot
and other stakehol ders.
Schel and, Nor a. iOur Summer of Artificial I nt el Cop

l'igence:
The Library of Conhlgtrtess: / 28] Awug. | 202@summe@my ti-dhtcé BOBPGeOB8EOUI
copyroifdhwmstt wwebi maec espy rainegdht/f see al so: Uu.s. Copyright Off., W
Gui dance for Worgkesn eCoan teadihnCitomg eflt ¢ o p v r i-agphpt|.igcoavt/ieovre nt s/ ali
process/ ?1.0,c |sre=ee aanlcsoo : U.S. Copyright Off., I nt er2a6\tuigonal Cop
202Mt,t ps: / / www. copyrightaigoyy miedhthalri/ ?li.eochatieamalo
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https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem
https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem
https://www.govinfo.gov/app/details/FR-2023-03-16/2023-05321
http://www.copyright.gov/newsnet/2023/1004.html
http://www.copyright.gov/ai/listening-sessions.html?loclr=eanco
https://blogs.loc.gov/copyright/2023/08/our-summer-of-artificial-intelligence-copyright-office-hosts-two-webinars-on-copyright-and-ai/
https://blogs.loc.gov/copyright/2023/08/our-summer-of-artificial-intelligence-copyright-office-hosts-two-webinars-on-copyright-and-ai/
https://copyright.gov/events/ai-application-process/?loclr=eanco
https://copyright.gov/events/ai-application-process/?loclr=eanco
https://www.copyright.gov/events/international-ai-copyright-webinar/?loclr=eanco
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The USCOO0s guidance indicates that copyright

aut hor ed %hMahtee rtiicArimishor , ¢ used in both the Const
Act, has been found by-htma¥fEhbhergsi d@aneaeacdiuden
however, seek to ban all wuses of ABurnowegi st
Giles Lithograpéai $ufmneme. CSbaroonygyase about the
technology in which the Court ruled that phot

they represent the Aoriginal intefllectual <con
When seeking to register a wonrksgstamatead fbW Al
USCO guidance explained that those using Al i
protection only for %me&n rehamalne coinft riitbrua d iotnis
authorshipo are determined and execudeudclhy an
as a simple prompt requesting a poéelmein the s
generated materi al i s norts htihpe apcrcoodrudcit go ft oh utmnhae
Conversely, fia human wmayesaltedt man earnrmadngaea Al
creative way that o6éthe resulting work as a wh
aut horlhnidpe.rd6 ot he gui dance, appl i caanuttshomuesd cl e

portions and expéneridl gd exahtuelrd &1 ma i ms smor e

| f applicants have previously submitted or ha
di sclosed Al involvement, they must correct t
val i®Fiatiy.ure to accurately represent Al contr.i
cancellation or legal ch&llenges in infringem
It is not yet clear how the USCO will adminis
gui daWhcet i nformation, and how much of i1t, is

aut horship of prot eacstsiibsltee dpo owotriko niss oyfetant cAlb e

The USCO generally does not investigate the t
regi st”"@Que otnisons al so remaingeaeset at hdwp oot iexmd
wor k when bot hgdmuenaat echdo At put are blended to

8Sup6a.

691 d .

O Flurther, the USCO noted additional couhrumacna ssepsi rhiotludaIn gb eihm
animals, |like a monkey taking a photograph, are not eligible
11d.

2] d.

Bld.

“d.

wd.

% d.

“"Compendium of U.S. Copyright Office Practices, A 503.2 (3d
https://www. copyright.gdeht¢tovhpBohghdp500/ ch500
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https://www.copyright.gov/comp3/chap500/ch500-identifying-works.pdf
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Il n additio
notice of i

n to Iits @uisdaned owonrkesgi ¢$ther IUSE OA la
i ngquiry (NOI') on Aug®3the300l 2023, a
requested commakébkalbdemsa range of copyright |
Al , including tdhenkegakd5Asa tog s tDefc eAlber 202 3,

USCO had received oviBasledd 0i00 mperntmemn st.he f eec
received, the USCO is issuing a series of rep
i ssue a report addressing aut hearsshisg edndvoa ksy.

n

Il n the meanti me, the USCO has already i ssued
registration of works created or modified wit
USCO Copyright Review Board (CRB) issued a de

that wasedcrwe th Al tools on the basis that the
t hddhe mimiporsti ons of the work that we%e figene

On December 11, 2023, the CRB affirmed the US
artistic work featuring a photograph that had
style of Vi ncTehnet Suvaanr®#®b ghiagphpt! i cant &damlAlzed R
t ootlthat enables users to start by selecting a
the |l evel to which the style image should be
the Al generate &Thien&RBohtepudt tihmagehe appli
register thé%lautexytl aiimegle.t hat fAselecting a s
is thed&i mdaomhesrship not pré&tected by copyri

c
i

Aut horship issues are also being raised in th
District Court for the District of Columbia a
registration of art created by a &omputer sys

%Y. S. Copyright Off., Copyright Office |Issues 3Noug.ce2®X3,l nqu
https://www. copyright.gov/newsnet/2023/1017.html?utm campaig
ilum=emai |l &ut m name=&ut m sour.cefFTghoev d@flfiivceer yi&su tum dieerrtmra=k i ng a st
and policy issues raised by generative Al and is assessing w
®1d.

80U. S. Copyright oOff., Artttipfsi:cdi/adww. rctoeplylrii giemitceel dSit/gyedmyicied v/ ar t i f
81l d. The first report was recent | yseies sdll.es®h,: GQuhgd ycrhi cahdtd r @fsfs.e,s QlIc
and Artificial Intelli,gehge20P@Agt/ Awww.i @dpgrad raRkip.td-cda/sdiall Copyr

I nt el IPiaglenicgeRe @l iReao r.t . pdf

821 n re Theatre Dbéopera Spatial (U.S. hGopoysr:i/ghtwwOfcfo.p-yBd.ghaf. g
filingbbredi dwc-DbOHPbBEmatriecal . pdf

8| n re Suryast (U.S. Copyrighthtofds: /Bdwww.fc Apipielad sg-Dexe ¥ iledilyi r
board/ docs/ SURYAST. pdf

841 d.

81 d.

81 d.

8%Thaler v. Per | mu-t t0€er5,64Gassd i b8 wpl:. 2200 D3 )C,.

https:// www. copyri ehntudrggoiv-4a Bd if«d i€ sodirdel gsitsrtircaMii.o nT.hpadfer sought t

register the work, I|isting the computer system as the author
summary judgment on the question of fAwhether a work generate
invol vehheewmltd be el igible for copyright.o The court found that
copyright claim, 0 and affirmed the decision that the work co
never stretcheodpsotfexn wor ks @enterated by new forms of techn
human hand . . . . Human authorship is a bedrock requirement
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https://www.copyright.gov/newsnet/2023/1017.html?utm_campaign=subscriptioncenter&utm_%20content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=
https://www.copyright.gov/newsnet/2023/1017.html?utm_campaign=subscriptioncenter&utm_%20content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term=
https://www.copyright.gov/policy/artificial-intelligence/
https://www.copyright.gov/ai/Copyright-and-Artificial-Intelligence-Part-1-Digital-Replicas-Report.pdf
https://www.copyright.gov/ai/Copyright-and-Artificial-Intelligence-Part-1-Digital-Replicas-Report.pdf
https://www.copyright.gov/rulings-filings/review-board/docs/Theatre-Dopera-Spatial.pdf
https://www.copyright.gov/rulings-filings/review-board/docs/Theatre-Dopera-Spatial.pdf
https://www.copyright.gov/rulings-filings/review-board/docs/SURYAST.pdf
https://www.copyright.gov/rulings-filings/review-board/docs/SURYAST.pdf
https://www.copyright.gov/ai/docs/district-court-decision-affirming-refusal-of-registration.pdf
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The court found that HAhuman authorship i s an
and affirmed the decision that the work coul d
Afc]J]opyright has never stretched so f ag .
of technology operating absent any guiding hu
bedrock requirerdmte cfouacdpyriaghtmman tdattomg nj e
no incentivization with theU.pF.awmi se@ndbfcexyrdiugtl
therefore not des#Pgheddeoi seanhi shemroently p
These issues raised by the use of Al in produ
mul tiplying and can be expected to become inc
example, country music artist Randy Travis re
Came Fhom, dirst relea%e in over a decade.
Il n 2013, Mr . Travis was hospitalized with a v
and aphasia, renderi ng®Ahisnpeicnicaa piazbelde Adf nsoidred i
on samples of his voice and used to generate
was tweaked and edited to sound |i ke Mr. Trav]
i nvol v%Inte nits unclear, however, whether that re
registration at the USCO under its new polici
entirely generated by an Al model, albeit wit
Al , l nventorship, and Patentability
Bi omedi cal, pharmaceutical, and software comp
developing Al tools and using them #BAsdrive i
noted above, pursuant to the Patent -Act, an
obvious, and directed to statébA@asyisukejdect ma
inventions raise questions related to invento
well as novebuviyowanme s10.n
8] dat-218.

81 d. at 10.

OMaria Sherman, With help from Al, Randy Tr awvwdtsr qjbod ddme vtod ¢
beAPNEws6May 20R#dps:/ / apnews .-tcromariasi-ifindcle éatsioanmd ig @ e

589a8c142f 70ed8ccf53af6d32c662dc

91

2 g

BArtificial I ntelligence TJalnRd Prnotteel clAa coting dflodP Aoy emt y onBamamndl ICIr
Wor ks : Hearing before the Subcomm. On Court s, I ntell ectual,
118th Cong. (2024) C(lwtiat dmepmrte, IFetl pow,/ GidkgioaBy owowks)gov
subsites/ fjepubkeliiacayn houmeddaovuméeheksl aporte%2@Eestailmony.Imdfel | e
Property and Strategic Colnpefthefiton Qwibter sChc wrai:t yParatnd3 Al , 118
(statement of Robert Sheldon, Sr. Director, Public Policy & |
https://judiciargulbeus esd e eudsiiclieasriya vhoo u-med-ddevl mMéhekssdleebdon
testi mony_ O. pdf

“Supbaee dHouse of RepresentativesSuBpergtematte?7 OUfScGpytOdght
and derivative works. U. S.hiGowe:r/n/mewmw. Pabil ifsd.i gbagv2Cs fp/ceet ai | ¢
titl el7/20230DER&Fecid98e alBowuse of Representatives, Congress
Limitations on exclusive rights: Ephemer al recordings. u. S.
https://www. govinfo. g2oW2t3appedd t-20SARDODEDQ@QERE 11 2
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https://apnews.com/article/randy-travis-artificial-intelligence-song-voice-589a8c142f70ed8ccf53af6d32c662dc
https://apnews.com/article/randy-travis-artificial-intelligence-song-voice-589a8c142f70ed8ccf53af6d32c662dc
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/Laporte%20Testimony.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/Laporte%20Testimony.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/sheldon-testimony_0.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/sheldon-testimony_0.pdf
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec103
https://www.govinfo.gov/app/details/USCODE-2023-title17/USCODE-2023-title17-chap1-sec112
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courts have spoken on a number of i ssues,
danc-assnsAked inventions, but questions rem
rtainty for investors in fields where AI

S .

o o

ntorship

rocurrent u. S
| osed, and on
canno i
[ 0
S

patent | aw, a patent may o
y humans®Tmuiys bme amo sti ldatr eAll
ted as i nveThher¥SPRPMO ar edc eSnt |
ed gui -tepatednidsenamissatsit ealndi ng
enti on The guidance provides that whil e
TO will consider a natur al percoan rwihatu oed
claimed inve#Thengus dasicen pdxolwaaudsetsiovae o nloins
e Aguiding principleso to assist Iin determ
tri%ution.

cCoOoOm o

ngside the guidance, the USPTO provided ex
guiding -pebhst pdeBAmem@itomesse include a ht
mpting an Al system to genet%thee & utntaanns a x |
|l d be named as the inventor if the humanos
med significant, such asdrtihweru grho cgiufbisd atnitar

Igener at e MAcheosiheer. example involves an Al syst
mber of potenti al mol ecul ar structures for

t hesizing, analyzing, and selecting promis
t% Infg.t he human plays a significant role in
candi date compounds, the hi®man could be n

®“Tha
Il nve
http

V. Vidal , 43 F.4th 1207 (Fed. Cir. 2022) ; Mar k Masut @
ship; Thal e2347 VFerdlun@COHR,2No . 21
www. hkl aw. com/ en/ i ns i-tghhtetasf/eqarii lmiviemd.tgir ssteadp2d1222d :0 6F imaMa o,

Revi
http

ng Al Il nventddrcshi 2022, Thal er v. Vi dal ,

an a
t wo
Unidf
i nve
deny
Fede
conc
corp
Supr
% d.
7 nv
http

cant (the same Thaler discussed algpewerwhedswogh) &it
nt applications for two inventions attributed to his
cienced (DABUS). The applicant argued that DABUS, not a
ions He contended that the Patent Actdés inventor requ
he applicaticotn,s ibne ciatuss evitehwe, Poantleyntr eAcogni zes natur al
irc focused on the requirement in the Patent Act
g t

r
or
/1
ti
[/ www. hkl aw. com/ en/ i nsi «hktnd/epviemitdolr ssthdigian/ ZIth2a2 /e 0 /vr. e Wii 9
I
t e

i n
g t
I C
din
orations
eme Court

iindi vidual 06 refecedorlyltierhecmaesbéhmags heTl
Il d own patents but are not considered invent
hear the case, but certiorari was denied.

I
n
s
s
s
p
b
i
n
i
r
I

CQJJ"'%)QJ'O"

ui t
hat
cou
t o
entorship -Sssidaned ,BOvVv &R o RelgrFred 002B2 4,

s:/ /www. federalregister0gé62B8doovmpeihddm@dPpdi-ORedR 20

98| d

9| g .
100| d

101 | d
102 | d
103 | d
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https://www.hklaw.com/en/insights/publications/2022/06/making-the-case-for-ai-inventorship
https://www.hklaw.com/en/insights/publications/2022/10/revisiting-ai-inteventorship-in-thaler-v-vidal
https://www.federalregister.gov/documents/2024/02/13/2024-02623/inventorship-guidance-for-ai-assisted-inventions
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I n general, the | egal principles underlying t
standing rules gove,ynnimgn, awpar ti neehaor géi pon
as an inventor on a patent. Aldnd hfuanalngr @ ntvee nc
may result in the®patent being invalid.
The USPTO guidance makes clear that any inven
significantly (because it was entirely genera

I

due to t H®BdUtacikn otfhea oaase gnfi zt

patented at al
i sted by an Al system, the guida

i nventors ass

requiring all human inventors who contributed
omi ssion of any Al contri butiiomv drtcamnud eurade Al c
| al{p.

The guidance contemplates a situation where a
(human) inventors whereonoaeeeponf c o lckoencttriivoeulityeidd
alalspects of the invention because an Al fdAcont
l egally qualify as an fAinventoro and, thus, n
possibility that humans who created or operat
in certain &ibruccumstt adoceess ,not di scuss in depth

determining when that would be the case.

The USPTO has yet to issue furtherl guusante r
det eeab olud man and Al inventorship. For exampl e
USPTO did not typically question or examine Ww
|l isted the inventors, which meant that dnappl
regardingiip®ventor sh

Howeveguitdlece di scusses evaluating fact
the |Iisted human inventors made a signifi
emphasizes that examiners fAhave the abili
that may by neas®smaby to properly ®xamin

Iti s uncl ear what evidence an applicant must nc¢
evidence examiners wil!/ consi der, what standa
what the ramifications will be for the examin
issued.

pannu vCorlmw.l,abl55 F.530d (1RBe4dd., Ai3rd9 1998) ; I'n re7 VeFeloef Ci B8 S8
2018) ; Pannu, 155 F. 3d nayt ple¥5lo.n (wWehxop lcaoinntirnigo uttheadt tao t he conce
invention is a joint inventor and must be |isted. To be a j ol
the invention, and contributi onshet lceotnteerxe iorfsitchrei ffiuddnti nivre ng
inventorship. But a significant contribution even to only on
inventorship context, a patent may beegrarctoed etcd itvlee cjomicretpti
none of the individual inventors conceived of the entire inv

WYSPTO GuiSluapnecze ,
106| d

107 | d
108 | d
109 | d
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The guidance also | eaves unclear what sorts o
these reqguilrdeomesntnsot address how the agency wi
resources needed and burdens placed on its ex
These open questions | eave uncl eassheswetdhe gu
inventions wil |l influence the effectiveness a
those inventions, how investors will evaluate
in both the Al industry and other industries
the overall i mpact on innovation generally. F
processing appmlsisdattieadns nfveerntAlons r ematimes t o b
availability of Al technology creates a flood
potentially more challenging to evaluate unde
't is also unclear whether courts will interp
same way as the USPTO guidance and how courts
general. As the guidance itself indi ®dtyes, it
constitutes a statement of USPTO policy that
act i'Shserefore, courts may apply a different

Subject Matter EIig-ObvibugnedNsvelty, and Non

Section 101 of Title 35 provides that A[ w] hoe!
process, machine, manufacture, or composition
i mprovement thereof, may obtain a patent ther
reqgeument s of™This tstkeown as the subject matt

The i ssue of what qualifies as statutory subj
in recent years due to shifts in section 101
Section 101 has been interpretedr acseilvenid i pmat e
directed to certain categories of inventions,
natural pHenomena.

As the Supreme CAlurdce eQed@.i ne.d CIlpS fBann ka pl pnltyeirn
the A101 exception, we must distinguish betwe
of human ingenuity and those that intedrate t
110|d_

Wsupsaa

125ee Bilski v. Kappos, 561 U.S. 593 (2010); Mayo Collaborati
Association for Mol ecular Pathology v. Myriad Genetics, 569

S.Ct 2347 (20Ei)l;y sBeldleevailnsso:& Kevin Hickey,| FQrPdgrdedsisti pintall e Res e
Subject Matter ReJJoarnm: RAON2 AGV:-e/r/vciresw eports. congresGédge®y/ produc

involving subject matter that was found to be ineligible in
comput eosmmani cati ons networks for hedging price risk or miti
met hods for calibrating the dosage of a particular drug; and
WAl ice Corp. v. CLSL3B4anXk Atnt ex3ndart,i o2n3a514 (2014) (internal quot
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Some stakehol de
from this deci s
may be characte
mat hemati cal* co

s have expressed concerns tha
on may -rtbeel athe d sisruwe rftoirompsatlead e
ized as methods of organizing

bY

cepts. o

Al also raises issu®sanrdeilobmii ng'¥ne gtsh & emewnd Ist
patentability. Both require that the c¢cl ai med

i.e., preexisting technology and knowl edge. F
have patent protection if i1id wasappevinoes!| puid
or in public use, on sale, ®e. @t heirtwicsaenmmawvtaib e
patented i f someone el se had already patented
pubdbecause then it is no¥Samtually, ai hewannut
merely an obvious step over the prior art bec
people in that field (Apersons having ordinar
obvi®%us.

Concerns have been raised that arti-ficial i nt
obviousness to unachievable |l evels for most h
Al systems can ingest and combine nearly endl
has nbepeosi ted that, theoretically, only a rare
and perfor #aFnocre eoxfampll.e, one commentator has n
the scope of prior art to al most -almviiods med<=

and, therefore, *hef poantee notfa boirldiitnyarbyars.koi I | i n
use Al, then the question of obviousness beco
reach the %¥adame Alesylst ems grow more powerful,

di fficult to find inventions that would be be
Aneorbvi ousdo and, thus, patentable.

Transparency of Al I nputs and Outputs

| P intersects with the transparency ofh&l sys
firsttransparency regarding what copyrighted
particul aTheelcsomadeals. transparency regarding wh
can be connected to exipstitmgtled mwioghktss useuch o

modeéelhéitrd is transparency regarding the invol
out puts, particularly outputs that may t hemse
Wsuptiaz.

usgypta.

WsSupb6a

ugypta.

8supé.a

WRiddhi Setty, Al Use Risks Drop in NeBM oPoambeenyligr) Waasyy |2d0e2a3s, Ar e
https://news. bl d amilieniqd Isdkr\sd pm e fu/ait ppanst d earsree n d eorbevd.o u s

120 e x i Heon, Comment, Artificially Obvious But Genuinely New:
Obviousness Analysi s, 53 Seton Hall L. Rev. 359, 378, 2022,

https://scholarship.shu.edu/cgi/v.iewcontent.cgi?article=2912
121|d_
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Some commentators have called for increased t
model s and generate specific outputs. Some ha
devel opers to provide all ingested content wus
repotory, such as with the USCO, or at | east
d at?a .
For example, this would potentially allow cre
content was included in the training corpus o
Ot hers have advocated for disclosures of the
pari cular output @ Iirmom cchi tAilors ytsd eprot enti ally a
whet her their copyrighted works were involved
also allow users of the Al syst?®m to assess a
Ot hers, including Al technology companies, ha
not be subjectt Huws er eofu lcaotpiyaon gfhar materi al s. Th
t hatch transparency proposals related to the
be an expensive and significant technol ogical
devel opers who may need to document- millions

potected works. Additionally, theyveamrgwiet it hat

di sclosure requirements | imited to works with
particular work may be protected is often not
chall enging to do at scal e.

Some of these commentators are also concerned
would forcibly reveal the trade secrets and p
contrast with | arge | anguage models (LLMs) th
dathry scraping data from the internet, niche o
using curat ed dpautrap osseet sAl Swoedceilasl can be buil't

phar maceutical research, medical diagnosis, a

| itomefoo®error

22Core Principles for ArtiHuincainalArlitnitsetlrlyi gCeanntpea iAgpnp,l i cati ons,

https:/ / www. humanart i(fitCcoympd reg®i grecoagrd/keeping of copyrighted
|l i kenesses, including the way in which they were used to dev
transparency and clear identificaniadbntof AdA wWoukdssoptbveeasce
should work collaboratively to develop standar dgse nfeorratteedc hn ol
out pwte.ed )d;lHs R:. 7191183 h CongRéOLd ) (2 G2Hherative Al Copyright Discl
Congress. gov, Library lbft Congtress.,cOndpesdr @ODAKH A /679111381t h

22Recommendati on of the Council on Artifi-opatatnoel andence, O
Development A 1ht3t May/ /2], e @DI2idnst rument sl eededtid or g/ en/ i nstr umer
124|d_

See, e.g., Neil Savage, Tapping NantuzrWalye 2ddr2ulg di scovery pot
https:/ / www. natur e02-0O00-4&%s e ec Prsambd3 Kiuimar , The Rise of Bespok
Tailoring Al to Meet Specilfadigl 6Ent202pdp, s é&/ Medds m. Me i @, pr ana:
ri-efpespafnodetlasi |-@i me estpe cadafticr-peea®202da;3ee3Magd:in Will emink
et al , Preparing Medical | mRgdhngl Dgt aaf oBo Madtyem.f LBA®ZIO,hngme
https://pubs.rsna.orqg/doi.Jfull/10.1148/ radiol. 2020192224
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https://www.humanartistrycampaign.com/
https://www.congress.gov/bill/118th-congress/house-bill/7913
https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449
https://www.nature.com/articles/d43747-021-00045-7
https://medium.com/@k.pranav_22/the-rise-of-bespoke-ai-models-tailoring-ai-to-meet-specific-enterprise-needs-e5202da2a535
https://medium.com/@k.pranav_22/the-rise-of-bespoke-ai-models-tailoring-ai-to-meet-specific-enterprise-needs-e5202da2a535
https://pubs.rsna.org/doi/full/10.1148/radiol.2020192224
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Ni che or specialized Al models can be trained
such as proprietary chemical and biological i
research or authoritative sources of ¥nfor mat
Such specialized Al models attach a great dea
used for training, and significant investment
preparfdA$omen.commentators in the industry argue
training data may discourage investment and e
curate, and otherwise develop specialized tra
it awopdtentially be available to competitors \
effort

l ndustry groups, the White House, and | awmake
transparency when a particular visual or audi
by ®which could have implications for I P righ
been discussed, including appending provenanc
mandating visible or invisi®le watermarking o

Al developers disagree on the technical feasi
way that re%asnds hmemoealpressed concerns that

would run afoul of¥MheyFibfsthAmendmecerns ar e
| P and are discussed in more detail el sewhere

Abuse of -Bladcseendt iRiyg hGesnelryatleld Di gi t al Replicas
Perhaps thermdstl ehildPh i ssue raised by Al techn

of individuals who have found their i mage, |
others t-hepopegatad digital replicas, such as i
2%5uptas., (AOthers such as Recursion Pharmaceuticals, which
of fering, are generating vast amounts of bespoke data on cel
Al to reveal <sitoHaotgiaca@ul d nisnfgdtm t he di scovery of innovative
271 d.; see al sso: Intell ectual Propert yl RanTdh eSfttr,a t @ygh ecr sCeocmpreit ti vt
Hearing before the Subcomm. On Courts, Intellectual, and the
202Bt,t ps://judiciargubcsus esd ejeudsiicticasrbya ¢hoo u-med-gav/ fil es/ evo
document /the stninman(yii & .maddel 6s performance is only as good as t
wor ked on nearly every generative Al advancement and LLM rel:
best practices totdaryi mg,0oumad dtad amifdn ge,@ ad nuda ttieosn. 0) .

28A1 OQutput Disclosures: Us e, Provenance, Adverse Incidents,

Admi ni sZ2™MaaiR o6@&t t ps: / / www. nti a-i gobel I sasceceosubnétpedbitiflciyvtiya |

report/ davelbaonptiabpraldisteypdeirv e / i n ff d rommataijbins c | psesees dISs-2 765

118th CongRéed2a)(2A2¥-GCeneyafed Bbntent Act." Congres.s.gov, Lil
202Bt,t ps: / / www. cong-ceBgr gs sbiblelh/sdetet Tatl Blbad Hei tzenrater, The C
Against Al Wat ef @arnki 2,2 ARAND www. rand. or g/ pubrsal/sfcaammdent ary/ 20
agaiawgadt er mar ki ng. ht ml

2gjiddarth Srinivasan, Detecting Al fin®Beopkidthgs: ARAO0Q4i de to
https://www. brookingai edgé mpui-tidees ke detaentdiernyooon d/

130|d_

BlThe Fire, Artificial intelligenceunfdirnee ospéech,)| nandi dhal FiRi
Ex pr eshstitopns,: / / www. t helfeiarren./carnutt/iegfleitbieicpagredsacnhfl i -a ;mé n d me n't
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https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/brennan-testimony_0.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/brennan-testimony_0.pdf
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report/developing-accountability-inputs-a-deeper-dive/information-flow/ai-output-disclosures
https://www.ntia.gov/issues/artificial-intelligence/ai-accountability-policy-report/developing-accountability-inputs-a-deeper-dive/information-flow/ai-output-disclosures
https://www.congress.gov/bill/118th-congress/senate-bill/2765
https://www.rand.org/pubs/commentary/2024/01/the-case-for-and-against-ai-watermarking.html
https://www.rand.org/pubs/commentary/2024/01/the-case-for-and-against-ai-watermarking.html
https://www.brookings.edu/articles/detecting-ai-fingerprints-a-guide-to-watermarking-and-beyond/
https://www.thefire.org/research-learn/artificial-intelligence-free-speech-and-first-amendment
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Generative Al has been used to facilitate gen
synthetic media where a person in an image o
i kenesso but has now expanded to i mages, vid

ntirA&l ysydftAesmsdi scussed i@Gobhenchaptlea&haoinms t vy
ave been sounded about the serious risks dee
nformation included in videos and audio reco
accurate i®%formation.

> D T I

Il n the creative space, «eameomphalke tawsdiso htavac lbse e
garnering millions of streams before they wer
audio track for a song entitled AHeart on My

streaming services and appeared to be a new co
Drake and The Weeknd (although on some platfo
Weeknd in the title or track descri p#ion, or

Al t hough many saw the track as a |l egiti-mate r
generated deepfake that drove million$® of str

Given that manyd meomedidegi aesi $re®m their voic

whose voice is replicated in this way is evid
used for content that would, for example, cau
or cause wiotnhf ursé sopmect to contractual obligatic
recording artistoés main Aproduct s oeg eanreer attheed ar
deepfake songs essentially fbice®rtheramntwins di
replica, potentially funneling money away fro

Deepfakes have al so been used to-gamrartet dke
appearances of El on Musk, Tom Cruise, and Leol
mar keting campaigns without®tlmeiOctabpmrowl®d|23qr
Tom Hanks released a statement explaining tha
some dental plan with an Al vers¥on of me. |

Meredith Somers, Devdpld ke 20expsd af hwidt s| enmndfemi t . edu/ i deas
matter/ desgpfakesd

BDon Fallis, The Epistemic ThRread;,oB4DH4BApIHRE8202FPhi |l os Techn
https://www.ncbi.nlm.nih.gov/pmc/articles/ PMC7406872/ #Seclti.i
B¥4Joe Coscarelli, An A.l. Hit of Fake 6Drake6 an24A@iTlhe Weeknd
2028, t ps:/ / www. nyti mes. condr2abikledec @ ihalle aohsmemabso!l aChris Wil
Generated Fake 6Draked/ 6Weekndod6 Coll aboration, 6Heart on My
Bell s, 1VmpirR @28t t ps: //variety.condiPdr?a8r/-dtuaskiece/ kimawd atbawk at i on
heaogAnys | edwV8 5585451/

5] d .

Bpatrick Coffee, O0ODeepfakesd of Celebrities Have Begun Appea
Street ,2®otnablO@Ps: // www. wsj . cooift al ¢ b-ltd e dahapeppefad aas

wiDhwi t htohugtier mi 44666692003

B"Ronald & Jack Guy, Tom Hanks says dental plan v2Okteo uses O0A

202Bt, t ps: // www. cnn.com/ 2023/ah&sEhiharmtiedicrsst d himenibh d &€ » mht mi
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https://mitsloan.mit.edu/ideas-made-to-matter/deepfakes-explained
https://mitsloan.mit.edu/ideas-made-to-matter/deepfakes-explained
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7406872/#Sec1title
https://www.nytimes.com/2023/04/19/arts/music/ai-drake-the-weeknd-fake.html
https://variety.com/2023/music/news/fake-ai-generated-drake-weeknd-collaboration-heart-on-my-sleeve-1235585451/
https://variety.com/2023/music/news/fake-ai-generated-drake-weeknd-collaboration-heart-on-my-sleeve-1235585451/
https://rightofpublicityroadmap.com/state_page/texas/
https://www.wsj.com/articles/deepfakes-of-celebrities-have-begun-appearing-in-ads-with-or-without-their-permission-11666692003
https://www.wsj.com/articles/deepfakes-of-celebrities-have-begun-appearing-in-ads-with-or-without-their-permission-11666692003
https://www.cnn.com/2023/10/02/entertainment/tom-hanks-ai-dental-plan-video-intl-scli/index.html
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As with recording artists, the harm from the
model s, or other individuals whose I|ivelihood
evi demt addi ti on to potential reputational har
have to compete with his or her own digital r
possibly acting work in films, TV, or commer C|
Beyond being used to engage in criminal fraud
figures, music tracks, and product endor semen
make deepfake pornography. I n fact, the vast
i nrtreet are pornographic i wohabntéeneBdewpénakeO\
nomonsensually gener &todd whorchodnrnamgki® a9d emal e
Deepfake pornography began to appear in | ate
Nfdeepfdamkas®r name that wultimately came to des
generated videdwst moirzisbhbgoageém!| to make and sh
i nser tfeadc etsheof f emal e cel ebr i 3 Mosr @ nrteoc eerxti Isyt,i n
however, deepfake pornograph¥ has gone beyond

Deepfakes are now being used to target privat
pornographic materials (often called firevenge
|l east 100,000 victinmé, mostly underage girls.

The | egal framework surrounding the protectio
such as name, i mage, voice, and |ikeness pres
by federad eaed $stbawvse as well as notebfergaps
to address emerging challenges.

At the federal |l evel , existing I P rights, inc
comprehensive mechanisms to prevent various f
t he erqqermdr éAtted content

While federal trademar k | aw,otaeswbcsoddsi,f ineadmeisn t
symbols, or devices distinguishing goods or s
for individual likeness righ%s and is unteste

BKaren Hao, Deepfake porn is ruining womdi2roesb.l i2v0e2sl., Now t he
https://www.technologyrevi ew. croenv/e2p0g2eind imagn2/ 1018222/ deepf ake

139| d
140| d

¥l d;, sedNaadalasha Shiurgerd, by Teen Girls, Stat eNewMovwe k2d i Bn@s De e
Apir202Ht t ps: / / www. nytimes. com/ 202ash/udid/sIsAv htdeahh s psheoeylya/ldseoce pf a k e
Kerry Bewedhersey teen sues ccrleasstsisniigne i hgr fakeg®OFRPde2 D24,
https:// www. cbsnejwesr.-sceogm ecd vass/siimeatl d e ¢ celays h & gfi and@dn u d essel e

al soKat Tenbar geA aBavdrlzy KHielultz , mi ddl e school-madei mveasti gatin
photos of BB&s bAdAabels., 2024s:// www. nbcnews. com/ tvd csiti/dmli s i nf or me
mi deélceh@d Imagdeese pf-an&pr8ald0775

WSupBaChristopher T. Zirpoli, AAn Introdu€bingmetssi Dmade Rarslk al
ServiddEl1240%56y R©0O228s://crsreports.congress.gov/product/ pdf/ | F
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https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-porn-coming-ban/
https://rightofpublicityroadmap.com/state_page/texas/
https://rightofpublicityroadmap.com/state_page/texas/
https://rightofpublicityroadmap.com/state_page/texas/
https://www.nytimes.com/2024/04/22/technology/deepfake-ai-nudes-high-school-laws.html
https://www.cbsnews.com/news/new-jersey-teen-sues-classmate-for-allegedly-creating-sharing-fake-ai-nudes/
https://www.nbcnews.com/tech/misinformation/beverly-vista-hills-middle-school-ai-images-deepfakes-rcna140775
https://www.nbcnews.com/tech/misinformation/beverly-vista-hills-middle-school-ai-images-deepfakes-rcna140775
https://crsreports.congress.gov/product/pdf/IF/IF12456
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Feder al copyright | aw protects expressive wor
attributes | i k¥lwnoiotdear woirdsnesas.copyright wo
recording of a personds voice, but no copyrig
replicating that person6s voice to create new
derivatives of @nh existing recordin
State | aws addressing the misuse of an indivi
fall into three main categories: rights of pr
on name, i mage, and Fkriekveennegses proirgnhotgsr;a pahnyd |aamtsi.
Most states have enacted some form*“of | egisla
However, the effectiveness of state | aws is |
inconsistencies among statutes, c¢creating chal
against misuse of their personal attributes.
deewl oped statutory and common | aw protections
others |ike New York rely solely on statutory
di fferent and have their™®own nuances and | i mi
These gaps and ambiguities in statsedamdgtheder
such as name, i mage, and | ikeness rights, hav
address digital replicas. The USCO cgndlhwmded
Ainew feder al |l egi slation is urgently neededo
production and dissemination of digitada® repl.i
I n reaching this conclusion, the USCO found t
insufficient to address®the problems exposed
The Office also found existing federal |l aws t
the Copyright Act protects origreaknworks of
unauthorized duplicati®owmsg hofr eismage o Itihlkeehan
false endorsement provisions, the USCO noted
fame or celebrity to access its protections a
individuals, includingor merss,f atmo upr avd itsh st atnt
conduct is |likely to confuse consumers regard
approval of, the defen®antds commercial actiyv

143 Supra 12; Karl M. Zielaznicki, et al., The Intersection of Generative Al and Copyright Law, Troutman Pepper, 21

July 2023, https://www.troutman.com/insights/the-intersection-of-generative-ai-and-copyright-law.html.

NI L Legislation Trhatctkpesr:, / /SvAWVEl sEdNi ENIGe & giserei lal so: Jenni fer E.
Rot hmandés Roadmap to htthe sRi/ghti goft oF whulbilcictiyt,yr oadmap. com

145| d.

“6Sup8a.

147| d.

148| d.
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https://www.troutman.com/insights/the-intersection-of-generative-ai-and-copyright-law.html
https://www.saul.com/nil-legislation-tracker
https://rightofpublicityroadmap.com/state_page/tennessee/
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According to the USCO, federal | egislation sh
replica, the persons protected, the term of p
|l icenses and assignments, accommodations of F

and interacti®&h with state | aw.

The USCO report also concluded that federal I
but target replicas that Aconvincingly appear

repl i artheed. report further recommendedbasead fed
rights should not extend significantly beyond
should be I icensable but not permanently tran
be obustly preserved, and that state®™l aws shou

Legal Clarity

Applicable | aws, regulations, and agency guid
ability to obt aians sliPstperdo tcercetaitoinvef oworAkls and i n
clarified to promote the development and appl
content creation and innovation while protectdi
As discussed above, the USCO and USPTO have a
aut horship and inventorship requirements for

patentsasfsorstAld creative Wohe&y ama pmeleinmii marsy
agencies are engaged in extensive consultatio

information before “™S$inmde zb omtgh tdgeencipod i tavees .|
guestions unans wee needn taabtoiuatn tahned ienfpflect of t hei
clarity would be beneficial

TheSCQui dén gehltihgeh tdsiofdf ii sctuiltgyui shing between Al
contributions bhowllee WE&dp pwoa dkcsh t hainsd gltheest i on
informati on and eeawioddn de tshedaptmi aendngoot her t hi

Some other potential effalcide mded hfeu rUSICEOI0 sc @
For instance, the justification for denying ¢
overcome disabilities seems murky at best whe
creative control and direction ovneer, twhoeu |lwdo rbke.
harmed by all owing copyasghstpdoteettbaonsoor s
tools universally must be treated so differen
150|d

151|d_

152|d_
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The USPTOO6s guidance regarding inventorship s
example, the guidance concludes that a patent
(i .e., those who contributed significantly to
omit any contribution deefAeldwe v ab s of tbamsampaAle
for inventions for which the only contributio
an Al system indepéfhdent of any human.

't is unclear whether
as an independent <cont

C will agree with
r

al so remain as to wheth

i i
a

0 S

[ or or, instead, as
e courts will diverge
d if one aspect of the
ny human, even if the
er aspects.

i ssued patent iIs inval
system independent of
responsible for all oth

Additionally, the guidance creates a new proc
requiring for the first time the submission o
of -akslsi sted PAinhestseesns to indicate that the c
inventors may be assessed against the contrib
system. It is unclear what effect such an ana
patents on indelmyi Ansamd swiketeher proving invert
di fficult i f the Al systemds fAcontributiono i
what evidence wil/ be required, what standard
whet her these newvguiimrvMerst omidHi ppignificantly af
applicants and the USPTO.

Similar to the USCO guidance, the USPTOO6s gui
from the issue of patent inventorship. The | a
favorable to some applicants t haAl tthheu gphattema

gui dance appears to be concerned wiptrhodtulce dspe
simply by pressing a button on an Al system,

t hat such a phenomenon is close at hand.
Generally, inventions require testing, eval ua:
patentability requirements and even further d
products and services. To the extent that cur|
i nswfifent, policymakers should focus on narrow
broadly deter the application of Al technol og
preserves incentives to innovate in Al techno
focus emmaulnd om t he human i nventors and the su
understanding, and inventive contributions ra
or dAon .

%Supoa.
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i Regaot ati on
ugh a-rredmge dofi silsRkes have been raised by
ol ogy andsiomer appbi cpei onspe forlt gavkelrnm
tal to avoid overreach and understand th
bl e. -rAenlyatnesdv IlePgi sl ati on or regul ations s
s or problems; tailor definitiloyns,r edeucua
tainty rather than increasehetpriawndt €ocu
rr- t@anidnrecoeaters to thrive
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Key Findings
It is unclear whether | egisl ati v,e aancdt iao m uinsb enr
off Pssues are currently in the courts

Due to the rapidly shifting | ahdsdmappetandntit &
Congressexsdooungei on when congied eartAdrdgatdoe gliB | at i

Generative Al poses a unigque challenge to the

The rapid devel opment of genreelaatievoe cAss reas tsfecsr
creators. While continued progress inotAl is w
st itfhlee conti nued flourishing of human creativi

't is often distfoi ckunlotw fiofr tchreeart ocropyri ghted wo

by Al developers.

Whil e the question of fair lruesmaiims tthlee coownljeexat
tigation, content creators often do

ongoing |i
used in the training of a model

The gl obal I P policy |l andscape presents chall
devel opers and creators.

A |l egislative or regulatory environment that

Al developers may cause companies to offshore
environments. For example, the Peoplebds Repub
tencourage relocationd¢e¢we [Ghrpimean d Ilhyr ocuogphy rmog het |
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